United States Department of State
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MEMORANDUM
TO: AF — Johnnie Carson, Assistant Secretary for African Affairs

DS — Ambassador Eric J. Boswell, Assistant Secretary for Diplomatic Security
EAP — Kurt M. Campbell, Assistant Secretary for East Asian and Pacific Affairs
EUR - Dr. Philip H. Gordon, Assistant Secretary for European and Eurasian Affairs
NEA - Jeffrey D. Feltman, Assistant Secretary for Near Eastern Affairs

SCA —Robert O. Blake, Jr. Assistant Secretary for South and Central Asian Affairs
WHA - Dr. Arturo A. Valenzuela, Assistant Secretary for Western Hemisphere
Affairs

FROM: OIG - Harold W. Geisel, Deputy Inspector Genera]/)@/ﬁ%

SUBJECT:  Review of Crisis and Emergency Planning Application, [SP-I-11-14

Executive Summary (U)

(SBU) The crisis and emergency planning application (CEPA), developed by the Bureau of
Diplomatic Security (DS) in 2006, is a computer-based application used by U.S. missions around
the world in preparing and updating their emergency action plans. Guidance in 12 FAH-1 H-033
a. requires all posts to use CEPA for drafting and updating their emergency action plans. While
the Department has made good progress in converting to this automated system, embassy senior
management has not, in many cases, provided sufficient leadership in the implementation or
maintenance of CEPA. Among the 230 posts required to use CEPA, 35 have not completed their
initial CEPA input and 63 are delinquent in their required annual updates.

Purpose and Scope (U)

(U) The purpose of this study is to assess the current worldwide status of CEPA, to identify what
factors are impacting the Department’s ability to bring all U.S. missions into compliance with the
requirements of 12 FAH-1 H-033 a., and to give guidance to DS and the geographical bureaus
regarding posts that are not in compliance.

Summary of Findings (U)
(U) CEPA has greatly simplified the production and maintenance of emergency action plans. The

application, by design, is a shared product that all embassy sections are required to contribute to,
both initially and during required annual updates.
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SENSITHIVE BUT UNCLASSIFIED

(U) As with any comprehensive computer program, CEPA has undergone growing pains. Initial
versions of the software and the network it operated on did not operate satisfactorily, especially
in countries with limited infrastructure. Operators complained of sitting at their computers for
extended periods of time just to enter minor changes into the program. Since its inception, and
in response to such feedback, DS has worked closely with overseas posts and the Bureau of
Information Resource Management to address these concerns. Numerous upgrades to the CEPA
software, creation and availability of quality Web-based training materials, and streamlining of
network servers supporting the application have greatly improved the timeliness of data entry.

(SBU) While DS has made good progress implementing CEPA, having achieved 85 percent
implementation worldwide, reaching 100 percent compliance on CEPA input remains elusive.
The DS Office of Special Programs and Coordination (DS/IP/SPC) has and continues to actively
engage delinquent posts, but DS has not sought support from the geographical bureaus since
2008, when DS/IP/SPC briefed the DS regional directors on the status of CEPA compliance and
requested that they seek assistance from the executive directors of the geographic bureaus.

(U) Over the past three years, the Office of Inspector General (OIG) has inspected over 100
missions worldwide, each of which included an assessment of each post’s emergency
preparedness program. Between February 2008 and July 2010, a total of 25 posts received formal
OIG recommendations related to emergency action plans. While the findings of these
recommendations varied, the most common issue was an incomplete emergency action plan.
Specifically, the emergency action plan had not been entered into CEPA. While earlier OIG
inspections found that network and software limitations affected the ability of posts to enter
CEPA data, inspection findings over the past year indicate that the Department-implemented
system and program improvements, mentioned above, have helped to resolve these issues.

(SBU) Although the specific reasons for CEPA shortcomings varies from post to post, a lack of
emphasis placed on CEPA by embassy senior management was a common theme found during
many of OIG’s inspections. CEPA entry has commonly been given a lower priority than other
post activities. Consequently, CEPA administrators have struggled to gain support from embassy
section heads for emergency action plan data entry for the initial plan and required annual
updates. Many CEPA administrators indicated that embassy senior management did not
emphasize the importance of the emergency action plan, resulting in section heads and
emergency action committee members sidelining the work for perceived more critical issues.

(SBU) A review of the DS Web site further supports this view. CEPA has been available to
overseas posts since 2006; yet 35 posts remain past due on their initial submissions. Worldwide,
annual updates of emergency action plans are 33 percent delinquent with 63 of 195 posts past
due. Several CEPA-based emergency action plans have not been reviewed in over two years,
and one embassy last updated its emergency action plan in November 2007.

(U) While DS is responsible for publishing and approving all emergency action plans, the few
number of emergency action plan sections in DS awaiting publication suggests that DS is not
contributing to the delay in emergency action plan submission via CEPA. The enclosed
attachments provide detailed lists of those posts currently delinquent on their initial CEPA
submission as well as posts overdue for annual updates.

2
SENSIIVE BUT UNCEASSIFIED
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SENSIHIVE BUT UNCEASSIFHED

(U) As stated in 12 FAH-1 H-121 b., chiefs of mission are responsible for the protection of
American lives, property, and interests under their authority, to include those emergency
situations addressed in each post’s emergency action plan. An up-to-date emergency action plan
is paramount to fulfilling this responsibility.

Formal Recommendations (U)

Recommendation 1: (SBU) The Bureau of African Affairs should require all posts in the
African region that have not completed the initial entry of emergency action plans into the crisis
and emergency planning application, and those that are delinquent on annual updates, to
complete the required initial input or annual update not later than December 31, 2010, and follow
up to ensure that each of these posts meets this deadline. (Action: AF)

Recommendation 2: (SBU) The Bureau of East Asian and Pacific Affairs should require all
posts in the East Asian and Pacific region that have not completed the initial entry of emergency
action plans into the crisis and emergency planning application, and those that are delinquent on
annual updates, to complete the required initial input or annual update not later than December
31, 2010, and follow up to ensure that each of these posts meets this deadline. (Action: EAP)

Recommendation 3: (SBU) The Bureau of European and Eurasian Affairs should require all
posts in the European and Eurasian region that have not completed the initial entry of emergency
action plans into the crisis and emergency planning application, and those that are delinquent on
annual updates, to complete the required initial input or annual update not later than December
31, 2010, and follow up to ensure that each of these posts meets this deadline. (Action: EUR)

Recommendation 4: (SBU) The Bureau of Western Hemisphere Affairs should require all posts
in the Western Hemisphere region that have not completed the initial entry of emergency action
plans into the crisis and emergency planning application, and those that are delinquent on annual
updates, to complete the required initial input or annual update not later than December 31, 2010,
and follow up to ensure that each of these posts meets this deadline. (Action: WHA)

Recommendation 5: (SBU) The Bureau of South and Central Asian Affairs should require all
posts in the South and Central Asian region that have not completed the initial entry of
emergency action plans into the crisis and emergency planning application, and those that are
delinquent on annual updates, to complete the required initial input or annual update not later
than December 31, 2010, and follow up to ensure that each of these posts meets this deadline.
(Action: SCA)

Recommendation 6: (SBU) The Bureau of Near Eastern Affairs should require all posts in the
Near Eastern region that are delinquent on emergency action plan annual updates to complete the
required updates by December 31, 2010, and follow up to ensure that each of these posts meets
this deadline. (Action: NEA)
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Informal Recommendation (U)

Informal Recommendation 1: (U) The Bureau of Diplomatic Security should actively engage
the geographical bureaus to resolve current and future difficulties with the initial submission or
annual updates of posts’ emergency action plans by means of the Crisis and Emergency Planning
Application.

(U) Please advise us on actions taken or planned on the recommendations within 30 days of the
date of this memorandum. Actions taken or planned are subject to OIG follow-up and reporting.

(U) I would be happy to meet with you to discuss this matter further, or your staff may contact
Robert Peterson, Assistant Inspector General for Inspections, on 202-663-0373.
Attachments:

Appendix A - List of embassies delinquent with initial CEPA submission (U)
Appendix B - List of embassies delinquent with annual update of CEPA (U)
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