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PURPOSE, SCOPE AND METHODOLOGY
OF THE INSPECTION

This inspection was conducted in accordance with the Quality Standards for
Inspections, as issued by the President’s Council on Integrity and Efficiency, and
the Inspector’s Handbook, as issued by the Office of Inspector General for the
U.S. Department of State (Department) and the Broadcasting Board of Governors
(BBG).

PURPOSE

The Office of Inspections provides the Secretary of State, the Chairman of

the BBG, and Congress with systematic and independent evaluations of the
operations of the Department and the BBG. Inspections cover three broad areas,
consistent with Section 209 of the Foreign Service Act of 1980:

e Policy Implementation: whether policy goals and objectives are being
effectively achieved; whether U.S. interests are being accurately
and effectively represented; and whether all elements of an office or
mission are being adequately coordinated.

e Resource Management: whether resources are being used and
managed with maximum efficiency, effectiveness, and economy and
whether financial transactions and accounts are properly conducted,
maintained, and reported.

e Management Controls: whether the administration of activities and
operations meets the requirements of applicable laws and regulations;
whether internal management controls have been instituted to ensure
quality of performance and reduce the likelihood of mismanagement;
whether instance of fraud, waste, or abuse exist; and whether adequate
steps for detection, correction, and prevention have been taken.

METHODOLOGY

In conducting this inspection, the inspectors: reviewed pertinent records; as
appropriate, circulated, reviewed, and compiled the results of survey instruments;
conducted on-site interviews; and reviewed the substance of the report and its
findings and recommendations with offices, individuals, organizations, and
activities affected by this review.



United States Department of State
and the Broadcasting Board of Governors

Office of Inspector General

PREFACE

This report was prepared by the Office of Inspector General (OIG) pursuant to the Inspector
General Act of 1978, as amended, and Section 209 of the Foreign Service Act of 1980, as
amended. It is one of a series of audit, inspection, investigative, and special reports prepared by
OIG periodically as part of its responsibility to promote effective management, accountability
and positive change in the Department of State and the Broadcasting Board of Governors.

This report is the result of an assessment of the strengths and weaknesses of the office, post,
or function under review. It is based on interviews with employees and officials of relevant
agencies and institutions, direct observation, and a review of applicable documents.

The recommendations therein have been developed on the basis of the best knowledge
available to the OIG and, as appropriate, have been discussed in draft with those responsible for
implementation. It is my hope that these recommendations will result in more effective,
efficient, and/or economical operations.

I express my appreciation to all of those who contributed to the preparation of this report.
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Harold W. Geisel
Acting Inspector General
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KEY JUDGMENTS

e Despite its small size, Embassy Koror advances important U.S. interests and
provides a range of services in the complex and multilayered bilateral relation-
ship with the Republic of Palau. A review of the appropriate rank of the chief
of mission is required.

* After spending $10.8 million on a new embassy compound (NEC) the Embas-
sy will still be limited to unclassified communications and will lose nonimmi-
grant visa operations following the move into the NEC, unless the Bureau of
Information Resource Management (IRM) funds the additional approximately
$100,000 cost to outfit the controlled access area space.

¢ The Embassy is generally well-managed. The NEC will greatly strengthen Em-
bassy Koror’s security posture.

¢ The importance of training for locally employed (LE) staff is magnified at an
embassy the size of Embassy Koror where everyone is required to perform
multiple functions and provide back-up roles for other staff. Additional train-
ing will be required related to the move to the NEC.

The inspection took place in Washington, DC, between September 4 and

October 3, 2008, and in Koror, Palau, between October 30 and November 5, 2008.

(b) (6)(b) (B)(b) (B)(b) (6)(b) (B)(b) (6)(b) (B)(b) (6)(b) (B)(b) (B)(b) (B)(b) (B)(b) (6)
(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)
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CONTEXT

Palau was a United Nations
e P . KAYANGEL

| JUSLANDS | Trust Territory administered by the
PALAU ISLANDS = United States until it gained indepen-

MELEKEO dence in 1994. It then entered into a

GHELGA special relationship with the United

g 7 Baliliou States under a 50-year Compact of
AR Angaur Free Association (COFA).

Sea
Under the terms of the COFA,
“1  the United States has exclusive
military rights in Palau and is respon-
m"? sible for the country’s security and

defense. Palauan citizens are allowed

entry into the United States without
visas, and the country receives assistance in Federal grants and programs valued at
between $20 million and $30 million annually. The United States established a trust
fund for Palau currently valued at approximately $175 million. Most of the COFA
assistance is administered by the U.S. Departments of Interior and Agriculture and
focused on development in four sectors: health, education, infrastructure, and gover-
nance and institution-building;

Palau is a small, developing country with a population of just over 20,000 (in-
cluding about 5,000 noncitizen guest workers) spread over more than 300 islands.
There are about 400 resident Americans and about 400 American tourists each year.
The economy is heavily dependent on the governmental sector and on tourism and
service industries.

The United States and Palau have full diplomatic relations and a close bilateral re-
lationship. Palau’s democratically elected government, modeled on that of the United
States, is stable and respects human rights and religious freedom. Palau generally sup-
ports U.S. positions in the United Nations. The key U.S. strategic goal in Palau is to
promote economic growth and democratic development that contribute to regional
stability.
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The U.S. Embassy is staffed by a permanent chargé d’affaires and eight LE staff.
The Embassy receives administrative support from U.S. Embassies in Manila, Bang-
kok, and Canberra, but reports directly to Washington.

Other US. agencies in Palau include a Department of Defense U.S. military civic
action team (13 U.S. military personnel and three LE staff), the US. Army Corps of
Engineers (one direct-hire American), Department of Agriculture Rural Develop-
ment (two LE staff and one American direct-hire position pending), Department
of Agriculture Natural Resource Conservation Service (one American direct hire),
Department of the Interior (one LE staff), and the Peace Corps (ten volunteers, six
trainees and one LE staff).
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EXECUTIVE DIRECTION

With only one direct-hire American and eight LE staff, Embassy Koror is con-
sidered to be the world’s smallest U.S. Embassy. It nonetheless advances important
U.S. interests and provides a range of embassy services in the Republic of Palau.
Previously, the U.S. Ambassador to the Philippines was also accredited to the Re-
public of Palau. This representation was discontinued in 2006, and Embassy Koror
became a self-standing mission headed by a chargé d’affaires who reports directly to
Washington.

The appointment of a chargé rather than a resident or nonresident ambassador
is usually indicative of a limited bilateral relationship. In the case of the United States
and Palau, bilateral relations are close and extensive. Of the three other embassies lo-
cated in Koror, those of the Philippines and Taiwan have resident ambassadors while
Japan accredits its ambassador in Kolonia, Federated States of Micronesia to Palau.
The reasons for a lower level of US. representation at Embassy Koror are unclear.

Recommendation 1: The Bureau of East Asian and Pacific Affairs should
review the status of Embassy Koror and determine if the appropriate level of
US. representation in Palau is at the level of a permanent chargé d’affaires or a
resident or nonresident ambassador. (Action: EAP)

The current chargé d’affaires is a mid-level Foreign Service officer who arrived
at the Embassy in August 2006. He supervises his small team of LE staff in a col-
legial and informal manner. Employee morale within the Embassy is good despite
very cramped working space in a temporary chancery building. Transfer to a NEC is
expected in January 2009.

Interagency relations at the Embassy are positive and mutually supportive. The
chargé hosts a meeting of U.S. agency representatives each month. A monthly meet-
ing appears adequate given the small official American presence in Koror and the
ease of informal meetings. If the size of U.S. agency representation were to increase,
more frequent country team meetings would be warranted. A National Security De-
cision Directive-38 request is pending for an American direct-hire position with the
US. Department of Agriculture Rural Development program.
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Interagency coordination is limited by the fact that the agency most directly
charged by statute with administering COFA assistance, the Department of the Inte-
rior, has no resident representative in Koror. This makes it difficult for the chargé to
be fully informed of U.S.-funded assistance programs, to factor this into the Mission
Strategic Plan, or to include performance measures related to baselines, and to exer-
cise chief of mission oversight of how U.S. assistance is utilized.

If this problem is not addressed it will lead to greater deterioration of coordina-
tion and oversight regarding COFA implementation.

Recommendation 2: The Bureau of East Asian and Pacific Affairs, in coordi-
nation with Embassy Koror, should develop and implement a plan to improve
coordination with the Department of the Interior on issues of Compact of
Free Association implementation. (Action: EAP, in coordination with Embassy
Koror)
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SENSTHIHVEBUTUNCEASSHAED

POLICY AND PROGRAM IMPLEMENTATION

PoLiTicaL AND Economic REPORTING AND ANALYSIS

The chargé has excellent contacts throughout Palau and access up to the highest
level of the government. Political/economic reporting is cartied out almost exclu-
sively by him, with assistance from one LE staff member. Reporting is characterized
as timely and appropriate by Washington end-users, though little feedback is pro-
vided to the Embassy. (0 @) @) 2)b) @O Bib) G) @O D) @) @)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(0) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(P) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)
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(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Recommendation 3. ® ) 2)(b) 2)(b) 2)(b) (2)(b) (2)(b) 2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) ()(b) 2)(b) (2)(b) 2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) 2)(b) (2)(b) 2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) ()(b) 2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) ()(b) (2)(b) (2)(b) (2)

PusLic DiPLOMACY

There is no dedicated public affairs officer or public affairs LE staff. The re-
gional public affairs officer at Embassy Suva does visit and provide some advice to
Embassy Koror. Among his many duties, the chargé manages public affairs with
part-time support from an assortment of LE staff. The LE staff position in the
information programs center also serves as the webmaster. He posts material from
the chargé, the consular assistant, and the political/economic specialist. Although he
maintains the site, updates are infrequent and the site is not used to its full potential.!

Palau is inundated with American culture and information. There is little that
Embassy Koror can add to that. It also does not have the capacity to do so. Digital
videoconferences are not possible for technical reasons. Should Palau ever get an un-
dersea fiber optic telecommunications cable to connect it with Guam, the Embassy
would be able to present digital videoconferences. Although the Office of Inspec-
tor General (OIG) team was present during the U.S. Presidential election campaign,
the Embassy did not sponsor any U.S. election-related events for reasons mentioned
above, but also because the Palau national elections were timed to coincide with

1 The site for the Solomon Islands is http://www.palau.usembassy.gov/
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the U.S. elections. Local attention was focused on internal politics. However, the
chargé is a very recognizable public figure and U.S. representative in Palau. There is
not a week that goes by without coverage of him or his explanation of U.S. policy
and positions in the three local newspapers. He is also able to get on local television
whenever he deems it helpful.

CoNSULAR OPERATIONS

The consular section in Koror is adequately staffed. The chargé performs con-
sular duties with assistance from an LE staff consular assistant. The embassy recep-
tionist backs up the consular assistant.

American Citizen Services

The chargé performs American citizen services on Tuesdays and Thursdays,
and as needed. Palau authorities usually inform the Embassy of the arrest of an
American citizen. In one recent case, the Embassy only found out through informal
contacts about the arrest and subsequent release of an American citizen. The chargé
followed up with a diplomatic note reminding the Palau Government of its obliga-
tions under the Vienna Convention.

Warden System

Embassy Koror does not have a well-developed warden system nor does it
believe there is a network of wardens that are reliable. Instead, the Embassy has
extensive contacts and a well-maintained database that can be used to blanket the
American community with e-mail messages. The OIG team also informally recom-
mended that the embassy Web site be used to help fill in for an underdeveloped
warden network.

Nonimmigrant Visa Services

The chargé processes NIV applicants on Tuesdays on a first come, first served
basis. Approved visas are returned the following workday. If consular applications,
including name check responses were not delayed 6 to 8 hours by inadequate band-
width, same day service would be possible. Most applicants are third country ap-
plicants from the Philippines or China who are Palau residents because, under the
terms of the COFA, citizens of Palau do not require visas to enter the United States
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including for purposes of visiting, business, work, or study. There were a total of 291
NIV applicants in FY 2008. NIV issuance to third country nationals was 219 in FY
2008. Filipino applicants accounted for 58 percent of issuances and refusals. Chinese
applicants accounted for 22 percent of issuances and 32 percent of refusals. A small
number of diplomatic and official A and G visas are issued to members of the Palau
Government. (P) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(0) (2)(0) (2)(D) (2)  This would be a problem for Palau Government of-
ficials, who would have to go to the embassy located in the capital of their Microne-
sian rivals in the Federated States of Micronesia to obtain their required visas when
traveling on official business.

Antifraud Program

Embassy Koror has a robust visa antifraud reporting program. The Embassy
gathers data on inadmissible Palauans for entry into Department of State and De-
partment of Homeland Security data banks. The consular section also does valida-
tion checks on all tourism and business (B-1/B-2) visa issuances. The Embassy tends
to rely on its knowledge and contacts in the small American community to ensure
against fraud in the form of bogus claims to U.S. nationality. In one recent case, the
chargé/consular officer insisted on genetic testing.

Visas Viper Program

The Visas Viper Program stipulates that the Embassy should forward informa-
tion on terrorists to the Department. This is used to “watch list” known or suspected
international terrorists in the Consular Lookout and Support System and other
systems. Embassy Koror’s Visas Viper committee meetings have not included other
agency mission elements. The chargé incorrectly assumed that since he was the chief
of mission and consular officer he was a committee of one. He submitted regular
Visas Viper negative reports but without availing himself of input from other appro-
priate mission entities as called for in 9 FAM 40.37 N4.1 and 9 FAM 40.37 N.1a. The
OIG team reviewed the Visas Viper program with him and suggested that he hold
Visas Viper meetings, including other agency heads, following the monthly country
team meetings.

Recommendation 4: Embassy Koror should expand Visas Viper committee
attendees to include the heads of other agencies at the Embassy. (Action:
Embassy Koror)
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SENSHAHVEBUT UNCEASSHHAED

RESOURCE MANAGEMENT

OVERVIEW

The chargé d’affaires manages Embassy Koror and supervises a relatively inex-
perienced LE staff of eight, two of whom are Americans. LE staff training remains
a high, but not fully funded, mission priority. The mission receives adequate regional

support. The construction and opening of a new;, safe, secure, and functional NEC
will be realized, as planned, in January 2000, ©) Q) )b) )H) Ab) 2)() 2

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2(b) R)(b) 2)(b) (2)(b) )(b) R)(b) R)(b) (2)(b) (2)

() (b) @)(6) R)B) AB) @) AB) @ Additional LE staff positions and
Palau police are planned for the NEC. The Department of the Interior and the U.S.
Department of Agriculture, now in separate facilities, will colocate at the NEC at
which time the mission will institute International Cooperative Administrative Sup-
port Services (ICASS) to distribute the cost of administrative services. One legacy
human resource issue remains unresolved.

Resource Table

Agency U.S. Direct- | U.S. Local-| Locally | Total Total
Hire Staff | Hire Staff  Employed| Staff | Funding

Staff FY 2008

State - D&CP 1 2 6 9 $323,000
State — Diplomatic Security 0 0 0 0 $63,478
State — Representation 0 0 0 0/ $4,800
State — OBO 0 0 0 0| $228,826
U.S. Department of Agriculture 1 0 0 1 Not
- NRCS available
U.S. Department of Agriculture 0 0 2 2 Not
-RD available
Department of Interior 0 0 1 1 ) Not
available

Peace Corps 0 0 1 1 Not
available

Totals 2 2 10| 14 $620,104

Source: Embassy Koror
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MANAGEMENT OPERATIONS

Embassy Koror’s management operations, with a few noted exceptions, are well-
run. The chargé, an experienced management cone officer, is responsible for Em-
bassy Koror’s management operations. A staff of eight assists him, including six LE
staff and two Personal Service Agreement (PSA) Plus positions, namely the Ameri-
can citizen management specialist and the American computer management assis-
tant. Both have secret clearances, a real plus for this embassy with a single, direct-hire
Foreign Service officer. The management specialist, who has worked at Embassy
Koror for approximately 12 years, provides exceptional leadership to her relatively
inexperienced staff. The recent addition of the computer management specialist has
added much-needed expertise. By necessity, all of the management staff is required
to know back-up roles and have the requisite cross-training. Funding levels now limit
training opportunities.

With the move to the NEC, the Embassy will add three LE staff positions,
namely a maintenance assistant and two guards. The staffing additions are in line
with the New Office Building Staffing Statement and rightsizing exercise prepared
in anticipation of the NEC. It stated that Department of the Interior’s one LE staff
member and US. Department of Agriculture’s one American direct-hire and three
LE staff would move to the NEC. The staffing statement reported no challenges
related to duplication of services to overcome. It did, however, report that both
Department of the Interior and U.S. Department of Agriculture lacked dedicated
management personnel. The Department has not yet factored this shortcoming into
any staffing decisions.

Embassy Koror is considering the addition of one LE staff to assist with the ad-
ministration of ICASS Lite. The host government will provide additional uniformed
police officers to guard the NEC.

Regional support has been adequate. Embassy Manila provides medical, finan-
cial, security, consular, and facilities support. Embassy Bangkok provides commu-
nications/systems support. Embassy Tokyo provides regional psychiattic support.
Embassy Canberra, which provides human resources support, will soon relinquish
responsibility to Embassy Manila. A draft memorandum of understanding between
Embassy Manila and Embassy Koror spells out all support that Embassy Manila will
provide, including back-up for chargé/consular services. Embassy Koror appreci-
ates the facilities maintenance support it receives from Embassy Manila and favors
the status quo over other options being discussed. Under consideration, is position-
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ing a direct-hire American facilities manager at Koror, Kolonia, or Majuro. Embassy
Koror believes it would be disadvantaged if the facilities manager were not located at
either Koror or Manila. There are direct flights from Manila to Koror.

Embassy Koror’s biggest management challenges will be handling the move
to the NEC and the introduction and management of ICASS. Embassy staff will
use this opportunity to strengthen controls over nonexpendable property, which
have been suspect for years. The inspection team informally recommended that the
Embassy also take this opportunity to prepare written administrative guidance where
lacking. For example, the Embassy lacks a motor vehicle use policy.

HumaN RESOURCES

Embassy Canberra provides an acceptable level of human resources support to
Embassy Koror. The management specialist handles human resources at Embassy
Koror. LE staff salary and benefits are appropriate. The two comparator entities
provide medical insurance coverage. However, the LE staff is still without it even
though the Office of Overseas Employment (HR/OE) authorized it in 2002. Insur-
ance companies have not been interested in providing the coverage. The Embassy re-
cently advertised a new solicitation for medical insurance coverage and received one
bid. If a contract cannot be awarded at this time, the Embassy will notify HR/OE
and request that it consider other means for providing coverage, such as a reimburse-
ment scheme with prescribed limits.

The move to the NEC will require the majority of the LE staff to travel longer
distances to get to work. Public transportation is not available and all the LE staff
drives to work. Some private companies and government agencies provide trans-
portation for their employees. The comparator entities do not. The inspection team
advised the Embassy to gather evidence to support the claim for HR/OFE’s consider-
ation.

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)() (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)() (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
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(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

A review of current human resources activities disclosed several shortcomings
that the Embassy needs to correct. The Embassy lacks an LE staff handbook;
two performance evaluations are long overdue; and the Post Differential report is
overdue. The inspection team informally recommended that the Embassy draft an
LE staff handbook, complete the two performance evaluations, and finalize the Post
Differential report.

LE staff training is, and should remain, a high priority, and the inspection team
informally recommended that the Embassy prepare individual development plans
for the LE staff. The individual development plans will better enable the Embassy to
make its case for increased training funds.

Equal Employment Opportunity

The staff at this embassy can avail themselves of an Equal Employment Op-
portunity counselor at Embassy Manila. However, the Embassy was not compliant
with 3 FAM 1514.2 a., which calls for dissemination of information on the Equal
Employment Opportunity counselor and procedures. Nothing was posted on the
embassy staff notice board. The OIG team informally recommended that informa-
tion on the Equal Employment Opportunity counselor and procedures be posted.

FINANCIAL MANAGEMENT

The financial management operations Embassy Manila supports are well-run.
The management specialist performs the duties of a financial management officer.
She supervises the financial assistant who is new to the job. The financial assistant
handles Class B cashiering activities. The management specialist performs monthly
unannounced cash verifications. Embassy Manila’s financial management office pro-
vides the full range of financial services. It reported no financial issues at the time of
the inspection.
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(GENERAL SERVICES AND FACILITIES MAINTENANCE

The LE general services operations assistant is responsible for the bulk of gen-
eral services activities. To provide some separation of responsibility for expendable
property, the computer management assistant will now be responsible for the prepar-
ing the receiving reports and conducting annual property inventories. The chauffer/
maintenance person is the other member of the team. All three LE staff would ben-
efit from training. The general services assistant lacks procurement and expendable/
nonexpendable property management training. Procurement activities appear appro-
priate. The chargé is the contracting officer. In his absence, temporary contracting
officer’s warrants are issued at embassy to the chargé’s replacements. Copies of the
certification of appointments should be provided to the Office of the Procurement
Executive. The OIG inspection team advised the Embassy to do so in the future.

Improvements are needed to strengthen control procedures for nonexpendable
property. The Embassy is not preparing receiving reports and only manually prepares
nonexpendable property records. More importantly, the Embassy’s annual inventory
procedures do not conform to prescribed Department procedures and could have
resulted in inaccurate reporting. All of the office furniture and furnishings at the
chancery will be disposed of when the move to the NEC is completed. This then is
an opportune time for the Embassy to ensure that going forward controls over non-
expendable property are appropriate. As the draft Memorandum of Understanding
with Embassy Manila provides for guidance and assistance to be provided on general
services operations, Embassy Koror may wish to request help with its nonexpend-
able property controls. For the long term, training is necessary.

Recommendation 5: Embassy Koror should immediately improve its con-
trols over nonexpendable property and provide training for its locally employed
staff. (Action: Embassy Koror)

The chargé is the post occupational safety and health officer. The safety and oc-
cupational health program appears appropriate for this small embassy.

REAL PROPERTY

The NEC, a $10.8 million project, is scheduled for completion in December
2008 and the move in date is scheduled for January 2009. The unclassified portion of
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the NEC project has been completed and the fit-out of the CAA has commenced.
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2) The NEC
project included minimal landscaping and grounds preparation. The NEC is being
constructed on a hill and soil erosion has already occurred. The Embassy has already
made its concerns known to the Bureau of Overseas Buildings Operations.

Since 2001, Embassy Koror occupied the former principal officer’s residence
following storm and erosion damage to the former chancery. This property will be
returned to the landlord once restoration work is completed. Negotiations with the
landlord continue over the conditions of the property surrender.

(b) (2)(b) (2)
(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)() (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)

OIG Report No. ISP-I-09-18, Inspection of Embassy Koror, Republic of Palau, March 2009

SENSHIHVEBUTUNCEASSHAED



bullardz
Cross-Out

bullardz
Cross-Out


(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

INFORMATION MANAGEMENT SECTION

Embassy Koror’s information programs center runs well with an LE staff of
one plus limited involvement from another LE staff person and the chargé, both of
whom have limited information technology experience and training. The manager of
information programs came to the Embassy from a nontechnical background, but
has a high comfort level with the technical aspects of the job. He passed training in
Manila in September 2008, for his certification for the course IA201 IA for System
Administrators. Earlier in 2008, while taking training at Embassy Manila, he also suc-
cessfully completed course PS-310 Supporting CA Systems and Applications. He is
an LE American with a security clearance, who was hired on a PSA Plus.

This is an enhanced alternate communications terminal embassy (EACT). EACT
is software-based and uses regular e-mail over the OpenNet Plus unclassified system
as the transmission “circuit” back to Washington. This is not a Diplomatic Telecom-
munications Service - Program Office embassy, and it is not a Terminal Equipment
Replacement Program communications terminal embassy. However, OpenNet Plus
and consular servers are in the frame room. The Department performs many tradi-
tional information programs remotely because this is an EACT embassy. However,
the Embassy actively manages its own patch management program. The Embassy
has a perfect score on site health and patch management. Embassy Koror scores
highest among EAP embassies in that regard. The information management officer
in Manila and the regional information management center technicians at Embas-
sies Manila and Bangkok have proven to be reliable lifelines for the system manager
whenever he has had the need to call or e-mail for advice or other assistance. Re-
gional support to the information programs center in terms of regular visits has also
been adequate for this small and isolated embassy.

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)() (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)() (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
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(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) ()(b) (2)(b) (2)(b) 2)(b) (2)(b) 2)(b) (2)(b) 2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) ()(b) (2)(b) (2)(b) 2)(b) (2)(b) 2)(b) (2)(b) 2)(b) (2)

(b) (2)(b) (2)(b) (2)

(1(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(
\2 OIG Report No. ISP-I-09-18, Inspection of Embassy Koror, Republic of Palau, March 2009

SENSHIHVEBUTUNCEASSHAED



bullardz
Cross-Out

bullardz
Cross-Out


Recommendation 7: The Bureau of Human Resources, in coordination with
the Bureau of East Asian and Pacific Affairs, and the Bureau of Information
Resource Management, should schedule information systems security officer
training prior to the incoming chargé d’affaires arriving at Embassy Koror. (Ac-
tion: HR, in coordination EAP and IRM)

Compounding its isolation, the Embassy has neither an international voice gate-
way nor voice over Internet protocol. Voice over Internet protocol is inexpensive,
would be a positive factor for morale, and should reduce telephone bills, should the
Embassy decide not to fund the much more expensive international voice gateway.
The OIG team informally recommended that the Embassy install a voice over inter-
net protocol line.

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)() (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

In preparation for its move to the NEC, the Embassy is currently incarcerating
unnecessary hard files. LE staff are converting other files to a digitized format using
their new high speed digital sender, and then destroying the hard copies. The Em-

bassy is to be commended for these steps to reduce the space taken up by paper files.
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QUALITY OF LIFE

ScHooLs

Embassy Koror has no school-age dependents of direct-hire American employ-
ees. There is also no Department-assisted school in Koror.
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(D) (£)(P) (£)(0) (2)(D) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

MebicaL UNIT

The Embassy has no medical unit, but specialists are available on call. There is
a contract arrangement with a local Palauan doctor. The Embassy sends medical
evacuation cases to Singapore or to Manila for stabilization prior to onward move-
ments.

CommuniTy Liaison OFFICE

A community liaison office coordinator position does not exist at Embassy Ko-
ror. The Embassy does not need one, and the other Federal agency heads have not
requested one.

OIG Report No. ISP-I-09-18, Inspection of Embassy Koror, Republic of Palau, March 2009

SENSHAHVEBUT UNCEASSHAED



bullardz
Cross-Out

bullardz
Cross-Out


OIG Report No. ISP-I-09-18, Inspection of Embassy Koror, Republic of Palau, March 2009

SENSHIHVEBUTUNCEASSHAED



bullardz
Cross-Out

bullardz
Cross-Out


SENSHAHVEBUT UNCEASSHHAED

MANAGEMENT CONTROLS

The chargé is the management controls coordinator. Embassy Koror has an ac-

tive management controls program. However, the relative inexperience of the LE
staff compromises the Embassy’s management controls program. Obtaining train-
ing for its LE staff should address this problem. The small size of the staff limits
the degree of separation of duties for a number of management activities. The new
computer management assistant now helps with expendable and nonexpendable
property management.

Embassy Koror conducted a risk assessment prior to the inspection. The Em-
bassy took corrective action, including the added separation of duties.

Embassy Koror submitted its chief of mission annual management certification
on August 19, 2008. It did not flag any management vulnerabilities.

Consular Controls

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)

Access to the consular working space is not controlled; there is no booth for the
consular subcashier, and all aspects relating to space for clients, privacy, and room for
staff to conduct consular work are inadequate. There will not be issues following the
e e ) (2)D) (2)(b) () G)(b) (2)(B) 2)(b) 2)B) )(b) 2)(b) ()

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
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RECOMMENDATIONS

Recommendation 1: The Bureau of East Asian and Pacific Affairs should review
the status of Embassy Koror and determine if the appropriate level of U.S. repre-

sentation in Palau is at the level of a permanent chargé d’affaires or a resident or
nonresident ambassador. (Action: EAP)

Recommendation 2: The Bureau of East Asian and Pacific Affairs, in coordination
with Embassy Koror, should develop and implement a plan to improve coordina-
tion with the Department of the Interior on issues of Compact of Free Associa-
tion implementation. (Action: EAP, in coordination with Embassy Koror)

Recommendation 3: 0 )(0) (0) (b) 2)(b) (2)(b) (2)(b) (2)(b) 2)(b) (2)(b) (2)
(b) 2)(b) (2)(b) (2)(b) (2)(b) 2)(b) (2)(b) (2)(b) (2)(b) 2)(b) (2)(b) (2)(b) (A)(b) (2)
(b) 2)(b) (2)(b) (2)(b) 2)(b) (2)(b) (2)(b) (2)(b) (2)(b) 2)(b) (2)(b) (2)(b) ()(b) (2)
(b) (2)(b) (2)(b) ()(b) (2)(b) 2)(b) (2)(b) (2)(b) (2)(b) 2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) 2)(b) (2)(b) (2)(b) (2)

Recommendation 4: Embassy Koror should expand Visas Viper committee at-
tendees to include the heads of other agencies at the Embassy. (Action: Embassy
Koror)

Recommendation 5: Embassy Koror should immediately improve its controls over
nonexpendable property and provide training for its locally employed staff. (Ac-
tion: Embassy Koror)

Recommendation 6. ® 0) b) 2)(b) )(b) (2)(b) (2)(b) 2)(b) (2)(b) 2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) ()(b) 2)(b) (2)(b) 2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) ()(b) (2)(b) (2)(b) 2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) 2)(b) (2)(b) 2)(b) (2)(b) (2)(b) (2)(b) ()(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) ()(b) 2)(b) (2)(b) 2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Recommendation 7: The Bureau of Human Resources, in coordination with the
Bureau of East Asian and Pacific Affairs, and the Bureau of Information Re-
source Management, should schedule information systems security officer training
prior to the incoming chargé d’affaires arriving at Embassy Koror. (Action: HR,
in coordination EAP and IRM)
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INFORMAL RECOMMENDATIONS

Informal recommendations cover operational matters not requiring action by
organizations outside the inspected unit and/or the parent regional bureau. Informal
recommendations will not be subject to the OIG compliance process. However, any
subsequent OIG inspection or on-site compliance review will assess the mission’s
progress in implementing the informal recommendations.

CONSULAR AFFAIRS

The Embassy does not have a strong warden system and does not use its Web
site to post emergency information.

Informal Recommendation 1: Embassy Koror should revise its Internet Web site
to include information that would be useful to wardens or in the event of an emer-

gency.

MANAGEMENT

Compounding its isolation, the Embassy has neither an international voice gate-
way nor voice over Internet protocol. Voice over Internet protocol is inexpensive
and would be a positive factor for morale.

Informal Recommendation 2: Embassy Koror should take immediate steps to
install a voice over Internet protocol line.

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Informal Recommendation 3: (1 ) )(b) 2)(b) (2)(b) 2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (A)(b) (2)(b) ()

Embassy Koror’s Equal Employment Opportunity counselor options and proce-
dures are not posted.
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Informal Recommendation 4: Embassy Koror should post information about the
Equal Employment Opportunity counselor and procedures.

Embassy Koror lacks an LE staff handbook, a motor vehicle use policy, and other
written administrative guidance.

Informal Recommendation 5: Embassy Koror should prepare written administra-
tive guidance, including a local employee staff handbook and a motor vehicle policy.

Two US. Department of Agriculture LE staff are paid under the U.S. Civil Service
pay schedule and not the local compensation plan.

Informal Recommendation 6: Embassy Koror should seek to convert the two
United States Department of Agriculture locally employed staff to the appropriate
locally employed staff grades.

Two performance evaluations and the Post Differential report are overdue.

Informal Recommendation 7: Embassy Koror should complete the two late per-
formance evaluations and the Post Differential report and send them to the Depart-
ment.
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PRINCIPAL OFFICIALS

Chargé d’affaires

Other Agencies:

Department of Defense
Civic Action Team

US. Army Corps of Engineers

US. Department of Agriculture

Natural Resource Conservation

Name Arrival Date
Mark J. Bezner August 25, 2006

LTJG Riley Smith, U.S. Navy  April 04, 2008
Paul R. Bowen June 15, 1996

Daniel K. Bloedel April 20, 2008
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ABBREVIATIONS

CA
CAA
COFA
EACT
HR/OE
ICASS

IRM
ISSO
LE
NEC
NIV
OI1G
PSA
SMSe

Bureau of Consular Affairs

controlled access area

Compact of Free Association

enhanced alternate communications terminal
Office of Overseas Employment

International Cooperative Administrative Support
Services

Bureau of Information Resource Management
information systems security officer

locally employed

new embassy compound

nonimmigrant visa

Office of Inspector General

Personal Service Agreement

Security Management System enterprise
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FRAUD, WASTE, ABUSE, OR MISMANAGEMENT
of Federal programs
and resources hurts everyone.

Call the Office of Inspector General
HOTLINE
202-647-3320
or 1-800-409-9926
or e-mail oighotline@state.gov
to report illegal or wasteful activities.

You may also write to
Office of Inspector General
U.S. Department of State
Post Office Box 9778
Arlington, VA 22219
Please visit our Web site at:
http://oig.state.gov

Cables to the Inspector General
should be slugged “OIG Channel”
to ensure confidentiality.
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