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PREFACE

This report was prepared by the Office of Inspector General (OIG) pursuant to the Inspector
General Act of 1978, as amended, and Section 209 of the Foreign Service Act of 1980, as
amended. It is one of a series of audit, inspection, investigative, and special reports prepared by
OIG periodically as part of its responsibility to promote effective management, accountability
and positive change in the Department of State and the Broadcasting Board of Governors.

This report is the result of an assessment of the strengths and weaknesses of the office, post,
or function under review. It is based on interviews with employees and officials of relevant
agencies and institutions, direct observation, and a review of applicable documents.

The recommendations therein have been developed on the basis of the best knowledge
available to the OIG and, as appropriate, have been discussed in draft with those responsible for
implementation. It is my hope that these recommendations will result in more effective,
efficient, and/or economical operations.

| express my appreciation to all of those who contributed to the preparation of this report.

s i

Harold W. Geisel
Deputy Inspector General
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EXECUTIVE SUMMARY

Federal agencies are required by law and regulation to safeguard sensitive and
personally identifiable information (PII) contained on laptop computers. Over the
past several years, some agencies have lost laptops that contained PII, such as sol!
cial security numbers, financial data, or addresses, or possibly sensitive information
concerning agency operations. If unauthorized individuals obtain laptops that have
this data, the compromised data could result in the identity theft of individuals or the
disclosure of information that undermines U.S. interests.

The Office of Inspector General (OIG) conducted this audit to determine
whether the Department of State overseas diplomatic posts were adequately ac’
counting for their laptop computers, and were in compliance with security awareness
and laptop encryption policies.

OIG performed a complete physical inventory of all laptop computers at six
posts: Embassies Bogota, Mexico City, Rome, Tokyo, and Vienna and the American
Institute in Taiwan (AIT Taipei). OIG found that Embassy Tokyo and AIT Taipei
were able to account for all of their laptop computers, but that the inventories of
laptop computers at the four other embassies were inaccurate and incomplete. OIG
inventoried 706 laptops that were reported in the official inventories of record of
the six posts and found that 37 laptop computers were missing. During the physi |
cal inventory at Embassies Bogota, Mexico City, Rome, and Vienna, OIG found 106
laptop computers that were not included in the official inventory, of which 96 were
being used. Embassy officials reported that the remaining 10 were stolen or missing,

At Embassy Bogota, an additional nine laptops had been missing for 6 to 8
years, and had been improperly removed from the official inventory in 2008. Conse
quently, the Embassy did not know the locations of these nine laptops, they were not
in the inventory of record provided to OIG, and they were not propetly reported as
missing,

OIG also found that there was not sufficient documentation to support that
laptop users received the required laptop cyber security awareness briefing. OIG
reviewed 154 laptop user files and found that 55 files (36 percent) did not contain
laptop security awareness briefing acknowledgement forms. Overall, 40 (56 percent)
of 71 users interviewed said that they had not received the required briefing.
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OIG found that most posts visited were installing required encryption software
onto the hard drives of each laptop. To determine whether the six posts complied
with the Department’s 100 percent encryption requirement, OIG tested 350 laptops
and found that 298 (85 percent) of the laptop computers were encrypted. However,
approximately 15 percent of sampled laptops had not been encrypted. At Embassy
Mexico City, several users said that they had PII stored on their unencrypted laptops
while traveling on temporary duty, which posed security vulnerabilities.

OIG attributed the inventory deficiencies and noncompliance to various internal
control weaknesses, including the following:

e Tailure to enter laptops into the official inventory or to enter the laptops into
the system in a timely manner.

*  Need for validation and reconciliation of laptop inventories.

e Deficient loan documentation processes.

* Lack of coordination among post sections.

¢ Need for investigation and reporting of missing laptops.

* Need to maintain documentation to support security awareness briefings.
¢ Need for proper disposition of hard drives.

e Need to meet the Department’s encryption rate requirement.

Because the laptop computer inventories were inaccurate and incomplete, the
likelihood that the laptops could be misplaced, lost, or compromised was increased.
Inaccurate and incomplete inventories, as well as a lack of security awareness training
and encryption, pose security vulnerabilities that PII or potentially sensitive informal’|
tion about Department operations could be compromised if those computers are
lost or stolen.

Management Comments

In November 2009, a draft of this report was provided to the Bureau of Infor|
mation Resource Management (IRM) and the Bureau of Administration (A Bureau);
Embassies Bogota, Mexico City, Rome, Tokyo, and Vienna; and AIT Taipei.

OIG made recommendations for IRM to direct posts to provide more effective
control and monitoring of their laptop computers, investigate and report the circum! |
stances surrounding missing laptops, clarify the roles and responsibilities of the In"
formation Management Officers and the General Services Officers, and ensure that
post personnel are properly briefed on laptop security requirements. In response
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(Appendix B), IRM stated that it had issued a September 2009 ALDAC (All Diplo!
matic and Consular Posts) that contained guidance to address these issues. However,
the ALDAC guidance was valid for only 90 days and therefore, the guidance is no
longer effective in addressing the stated internal control weaknesses.

Embassy Bogota (Appendix C) agreed to take actions regarding laptop computer
inventorties, laptop loan-out procedures, the reporting of missing laptops, security
awareness briefings, the disposition of hard drives and laptop shipping documental !
tion, and laptop encryption.

Embassy Rome (Appendix D) stated that it had “developed and implemented
standard operating procedures to improve coordination” between the General Set |
vices Officer and Information Management Officer sections.

Embassy Tokyo (Appendix E) agreed that all laptop users should take the secul
rity awareness briefing and described how the briefings were to be conducted, and
how documentation acknowledging that the briefings had been conducted was to be
maintained.

Embassy Vienna (Appendix F) agreed to improve the laptop inventory system
and laptop loan-out procedures and documentation, to ensure that laptop users take
the security awareness briefings and maintain associated acknowledgement forms,
and to have laptops encrypted and/or obtain waivers to encryption as needed.

The A Bureau, Embassy Mexico City, and AI'T Taipei did not respond to the
draft report.

Based on the responses, OIG considers eight recommendations resolved, pend.
ing further action, and seven recommendations unresolved, including Recommendal|
tion 6. This recommendation pertained to the amount of time that loan documents
should be retained for laptop computers. OIG has modified the recommendation
and requests that IRM respond to the new Recommendation 6.
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BACKGROUND

Technological advances have expanded the use of mobile computers capable of
storing vast amounts of information on devices that are diminishing in size, increasl|
ing the possibility of pilferage. Mobile workers can process, transport, and transmit
sensitive information anywhere they work. The very nature of the portability of
laptops introduces information risk not associated with desktop computers. The
increased use of laptop computers improves productivity yet enhances the risk that
personally identifiable information (PII) or other sensitive information contained on
the devices may be compromised if the laptops are lost or stolen.

Federal agencies have reported lost or stolen laptops that contained PII or sensi |
tive information. In May 2000, a laptop computer was stolen from the home of
a Department of Veterans Affairs employee. The laptop had 26.5 million records
stored on it that contained PII, including names, social security numbers, and ad|
dresses. In July 2009, the Department of State, Office of Inspector General (OIG),
issued the report Awudit of Accountability, Inventory Controls, and Encryption of Laptop
Computers at Selected Department of State Bureaus in the Washington, DC, Metropolitan Area
(AUD/SI-09-15). In that report, OIG determined that out of a sample of 334 lap-
tops in the inventory, 27 were missing and 172 of sampled laptops were not encrypt_
ed. OIG recommended that the bureaus develop procedures to improve account. |
ability and inventory controls and develop a centralized method to track participation
in security awareness training. Since the July 2009 report was issued, the Department
has agreed to take corrective actions.

Under Title 11T of the E-Government Act of 2002, the Federal Information
Security Management Act requires Federal Government agencies to develop, docul
ment, and implement an agency-wide information security program to provide secu
rity for the information and information systems that support the operations and the
assets of the agency. Even eatlier, the Privacy Act of 1974 set out general require’!
ments addressing the need for the protection of PII.

The Office of Management and Budget (OMB) has primary oversight responl|
sibility for information management and information security. Between 2006 and
2007, OMB issued several policy directives to require and remind departments to
protect PII. Specifically, OMB Memorandum M-006-16, Protection of Sensitive Agency
Information, June 2006, recommended that departments and agencies encrypt all data
on mobile computers that carry agency data unless the data is determined to be non-
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sensitive. In addition, in May 2007, OMB issued Memorandum M-07-16, Safeguarding
Against and Responding to the Breach of Personally 1dentifiable Information, reemphasizing
agency responsibilities to safeguard PII and requiring all agencies to develop and
implement a breach notification policy and a policy on incident reporting and han']
dling in order to effectively respond when an agency is faced with a security incident
(such as the unauthorized release of PII through the loss of a laptop computer).

In response to OMB’s memoranda, the Department issued notices on responsi|
bilities related to handling PII and other sensitive agency data. The first in the series
of related unclassified cables, STATE 00058726, “Protection of Personally Identifi |
able Information (PII) on Laptops,” May 2007, was distributed to All Diplomatic
and Consular Posts (ALDAC). It mandated that all Department laptop hard drives
be encrypted. In a March 2008 ALDAC (STATE 00032537, “Unclassified and SBU
Laptop Inventory and Encryption Responsibilities”), the Information Managel |
ment Officer IMO) was assigned responsibility for the inventory and security of all
unclassified and sensitive but unclassified (SBU) laptops at the IMO?s site, and was
instructed to “review and validate the complete site inventory of existing laptops.”
This same ALDAC also reemphasized the need to immediately report all missing,
lost, or stolen laptops to cognizant post officials; to immediately report all suspected
or confirmed PII losses or thefts to the Bureau of Diplomatic Security (DS) Com
puter Incident Response Team; to ensure that all laptop users annually review DS’s
laptop cyber security awareness briefing; and to maintain records of such briefings.

Department Responsibilities

The Assistant Secretary of the Bureau of Information Resource Management
(IRM), as the Chief Information Officer (CIO), serves as the principal adviser to
the Secretary of State and other senior officials on matters pertaining to the applica |
tion of information systems, and supports the achievement of strategic Department
missions, including information secutity, in coordination with DS.! In this regard,
the CIO is responsible for developing, promoting, and coordinating the Department-
wide information security program activities. The Chief Information Security Of’]
ficer (CISO) heads IRM’s Office of Information Assurance (IRM/IA). The CISO is
designated by the CIO to carry out the responsibilities under the Federal Informal
tion Security Management Act and to ensure the development and implementation
of an agency-wide information security program. IRM’s Operations Support Branch
(IRM/OS) is the office responsible for ensuring valid, reliable, and timely informal|

44 U.S.C. 3506.
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tion by providing systems and network administration for the Department’s external

and internal customers.

Key responsibilities relating to the management of accountable property at post
are outlined in the Foreign Affairs Manual (FAM) (14 FAM 410).> The Property
Management Officer (PMO) at each post oversees all property inventories. Account. |
able property includes information technology equipment. A physical inventory of
all personal property must be taken annually, and be immediately reconciled with
the property records. After the reconciliation, an inventory certification, Property
Management Report, is required to be prepared by the PMO and submitted annually
to the Bureau of Administration (A Bureau) by March 15 of each year.

The IMO is the senior information management individual at post. The IMO
oversees all information management operations and personnel at post. STATE
00032537 states that the IMOs are responsible for the inventory and security of all
unclassified and SBU laptops at their respective sites.

The General Services Officer (GSO) is responsible for a range of functions that
involve the management of physical resources and logistical functions at diplomatic
and consular posts. The GSOs develop, plan, implement, and manage an ongoing
program of support that includes contracting, inventory/property, physical facilities,
motor pool, and maintenance and repair.

Property Inventory Systems

The Non-Expendable Property Application (NEPA) is the primary property
management system used at overseas posts to account for non-expendable property
from receipt through disposal. The NEPA system is a property inventory system
in the process of being replaced with the Integrated Logistics Management System
(ILMS). ILMS is a single, integrated Web-based system that is designed to track
purchasing, procurement, transport, storage, and disposal of Department property.
ILMS has already been implemented domestically and is being deployed at overseas
posts. As of April 2009, approximately 13 percent (35 of 277) of the overseas posts
had converted to ILMS.

214 FAM 410, “Personal Property Management for Posts Abroad.”
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OBJECTIVE

The objective of the audit was to determine whether overseas posts adequately
accounted for laptop computers, including inventory controls, and complied with sel
curity policies and procedures for encryption and security awareness briefings. (The
audit’s scope and methodology are detailed in Appendix A.)

OIG Report No. AUD/SI-10-08, Overseas Laptop Computer Inventory Controls and Security Management - January 2010 n
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AUDIT RESULTS

FINDING A. LaPTOP CoMPUTER INVENTORIES ARE INACCURATE
AND INCOMPLETE

OIG found that Embassy Tokyo and AIT Taipei were able to account for all of
the laptop computers reported in their official inventories of record. However, at
Embassies Bogota, Mexico City, Rome, and Vienna, 37 laptop computers in the em!
bassies’ official inventories of record were missing. During the physical inventory of
laptops at these posts, OIG found that 106 laptop computers were not included in
the official inventory, of which 96 were being used. Embassy officials reported that
the remaining 10 were stolen or missing.

These conditions occurred because the GSO did not enter newly acquired laptop
computers into the official inventory, the GSO and the IMO did not validate and
reconcile laptop inventory discrepancies, the IMO needed to improve the process of
documenting and controlling the loaning of laptops, and the PMO did not investi |
gate and report missing laptops and those that were improperly removed from the
official inventory.

Because the laptop computer inventories were inaccurate and incomplete, the
likelihood that the laptops could be misplaced, lost, or compromised was increased.
Inaccurate and incomplete inventories pose security vulnerability that PII or poten’
tially sensitive information about Department operations could be compromised if
those computers are lost or stolen.

Overseas Inventory Sample

OIG visited Embassies Bogota, Mexico City, Rome, Tokyo, and Vienna and AIT
Taipei during February and March 2009 (the sampling methodology is in Appendix
A). At these locations, OIG attempted to inspect all 706 laptop computers in the
official inventories of record; however, only 653 laptop computers were available to
be inventoried because 37 laptops were missing, 15 laptop computers were not physi |
cally available to be inspected, and one had been reported as stolen. However, OIG
was able to obtain sufficient documentation to demonstrate that the 15 laptops not
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physically available were in use by embassy officials at off-site locations or were about to
be destroyed.

During the physical inventory at Embassies Bogota, Mexico City, Rome, and Vienna,
OIG found 106 laptop computers that were not included in the official inventory, of
which 96 were being used. Embassy officials reported that the remaining 10 were stolen
or missing. A summary of OIG’ inventory of the laptop computers by location is in
Table 1.

Table 1. Results of OIG’s Physical Inventory of Laptop Computers

Mexico
In Official Inventory Bogota City Rome | Tokyo | Vienna | Taipei [ Totals
Physically inspected 117 89 93 155 96 103 653
Missing 13 16 7 0 1 0 37
Reported by post as stolen 0 0 0 0 1 0 1
Not available with appropriate
documentation at time of visit 3 3 6 1 2 0 15
Subtotal 133 108 106 156 100 103 706
Not in Official Inventory
(Unrecorded)
Physically inspected 27 43 2 0 24 0 96
Missing 9 0 0 0 0 9
Reported by post as stolen 0 1 0 0 0 1
Subtotal 36 44 2 0 24 0 106
Totals 169 152 108 156 124 103 812

Missing Laptops and Inaccurate Inventories

At Embassies Bogota, Mexico City, Rome, and Vienna, OIG was unable to locate
37 laptop computers, and it classified those laptops as missing. Embassy officials gener |
ally could not explain why the laptops were missing or the disposition of the computers.
However, OIG noted internal control deficiencies in laptop administration that caused
the laptops to be missing and unaccounted for, as described in the sections that follow.
For example, the FAM (14 FAM 411.4)° requires that personal property, including laptop
computers, be tracked on property records and inventoried regardless of cost. OIG
found 96 laptop computers that were physically accounted for but that were not entered
into the official inventory.

*14 FAM 411.4, “Definition of Accountable Property.”
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Embassy Bogota. OIG identified 13 laptops at Embassy Bogota that were in
ILMS but that could not be physically located. Embassy officials could not explain
why the laptops were missing. OIG also found 27 laptop computers that had not
been entered into ILMS, seven of which were not included in the IMO’s unofficial
listing, Four of the 27 were purchased in Washington, D.C., and were shipped to the
Regional Security Officer (RSO) at the Embassy without having gone through the
GSO or the IMO. As a result, the GSO was unaware of these laptops. In addi !
tion, OIG noted that 14 of the 27 laptops were purchased by the Narcotics Affairs
Section (NAS) for subsequent use by the Columbian Government. NAS officials
did not believe the GSO needed to be notified of these purchases. However, the
NAS should have notified the GSO when American citizens at post began using
the laptops to ensure they were propetly recorded in the post property inventory
for accountability and tracking purposes. Embassy officials did not explain why the
remaining nine of 27 laptops had not been inventoried.

Embassy Mexico City. OIG identified 16 laptops at Embassy Mexico City that
were recorded in ILMS but could not be located. Also, 43 laptop computers had
not been recorded in ILMS. Of the 43 laptop computers, 26 computers were in the
IMO?’s listing but not in ILMS, and 17 were not listed in either the IMO?s listing or
ILMS inventory, although OIG located them at the Embassy during its visit. Embas_]
sy officials did not explain why the laptops were missing or had not been recorded.

Embassy Rome. OIG found that seven laptops at Embassy Rome were in
NEPA but could not be located. An internal Embassy memorandum dated February
11, 2008, requested that these computers be removed from NEPA and stated that
they may have been unintentionally thrown away during the renovation of Embassy
office space instead of being properly disposed of through the property disposal
process. Also, two additional laptop computers were not entered into NEPA. Em[’|
bassy officials said that they had planned to send the laptop hard drives to IRM
for disposition, as required by the Foreign Affairs Handbook (FAH) (12 FAH-6
H-542.5-10).* The IMO had prepared disposition documentation for only one of
the two hard drives and had not sent either laptop hard drive to IRM for disposition.
Both laptops remained at post.

12 FAH-6 H-542.5-10, “Disposal/Disposition.”
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Embassy Vienna. OIG found that one laptop at Embassy Vienna was in
NEPA but could not be located. Embassy officials could not explain why the laptop
was missing. Also, 24 laptop computers were not entered into NEPA, of which 22
had been assigned to the Vienna Training Office (VTO) and had NEPA numbers afl’]
fixed to them. OIG queried the inventory system for the NEPA numbers and serial
numbers. For 11 NEPA numbers, a search of the system did not identify equipment
of any kind, while the remaining 11 were listed as items such as chairs and desks, but
none as computers. None of the serial numbers were found in the NEPA database,
despite the FAM requirement (14 FAM 414. 1-1) to track assets on property records.

In addressing why the VTO laptops had not been inventoried, one Embassy offi|
cial said that the NEPA numbers may have been affixed to the computers by another
post. However, post records showed that these computers were purchased by the
Embassy in September 2006. The GSO said that he did not control the VTO laptop
computer inventory; that VIO is, in essence, a separate entity from Embassy Vienna;
and that the VTO chief is responsible for the 22 computers.

The VTO chief said that the Embassy had not performed an inventory of these
computers during his tenure at the VI'O. The Embassy requested and received an
encryption waiver for 21 of the 22 computers. Although the laptop computers were
used exclusively for VTO training, they are Department property, which needs to be
propetly controlled by the IMO and entered into NEPA, as required by the FAM (14
FAM 410).

Two laptops were purchased with year-end funds, but they had not been entered
into NEPA as of the time the OIG team left Austria in March 2009. The purchaser
did not notify the GSO of the laptop purchases. As a result, these computers had
no NEPA labels and were not in the inventory database.

Factors Causing Inaccurate Laptop Inventories

Inventories at Embassies Bogota, Mexico City, Rome, and Vienna were inaccul|
rate for various reasons. The GSOs were not always notified of new laptops, laptop
inventories were not always validated and reconciled, laptops were not entered into
the inventory in a timely manner, loaned laptop computers were not documented
and controlled, and laptops were not investigated and reported when they were missl|

ing,

14 FAM 414.1-1, “Accountability Critetia.”
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Embassy sections or headquarters bureaus sometimes purchased laptops but did
not inform the GSO when the items were received. As a result, these laptops did
not get entered timely or at all into the official inventory.

GSOs Not Always Notified of New Laptops

The GSOs were not always notified of the arrival of new laptops by sections
that procured and used laptops, which weakened internal controls. Instances of not
being notified occurred, for example, at Embassies Bogota and Rome.

Embassy Bogota. The GSO did not ensure that all newly acquired laptop coml]
puters were entered into the official inventory because the NAS did not tell the GSO
that the laptops had been received or record them into ILMS. At Embassy Bogota,
14 of the 27 laptops not recorded in ILMS belonged to the NAS, which procures
and manages its own property at the Embassy. This contributed to the omission
of laptops entered into the ILMS inventory. Furthermore, the unrecorded laptops
were procured using funds from a Department program to support the Columbian
Government’s aviation law enforcement capabilities but were actually used by U.S.
Embassy officials in support of the same program. NAS officials indicated that the
laptops were initially intended to be given to the Columbian Government and that
the GSO was therefore not initially informed of the laptops’ existence.

Four other unrecorded laptops at the Embassy that were assigned to the RSO
had been procured in Washington, D.C., and shipped directly to the RSO without gol
ing through the GSO or the IMO. STATE 00049731, “Diplomatic Security Lap-
tops,” May 2008, requires the RSO to ensure that all DS laptops owned by DS are in
the official post inventory.

Embassy Rome. At Embassy Rome, the PMO said that the use of purchase
cards could cause the lack of expeditious entry of laptop computers into the inven’
tory system. If an Embassy section purchases laptops with a purchase card, and the
laptops are delivered directly to the purchasing office, the GSO may not be initially
aware of the purchase, although the GSO’ monthly purchase card review of the bill
might identify the purchase. However, the Supervisory GSO for the Embassy, the
reviewer of this bill, said that sometimes there is not sufficient information on the
bill to determine what was purchased. The PMO added that if the purchase is not
detected at this time, and the time for the monthly review passes, the next chance for
detecting the purchase is during the annual inventory. However, if the oversight is
not caught during the annual inventory review, according to the official, there is no
reason to believe it would be caught by anyone after that time.
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Even though a purchase card is not used, laptops still might not get entered into
NEPA. Laptop computers may be acquired via a purchase order through the GSO
rather than a purchase card. The item is delivered directly to the requesting office,
and that office completes the receiving report. Again, without notifying the GSO,
the item is precluded from being entered into NEPA.

Laptop computers also may not get entered into NEPA when a secure order is
placed through Washington, D.C. Laptop computers acquired in this manner could
take longer than several months to arrive at the post, which could result in officials’
losing track of the order date as well as the expected date of arrival. Upon arrival,
the item is delivered to a secure place on the post; therefore, Foreign Service Nation]
als assigned to the GSO have no involvement with the item. Consequently, the item
could be received and be in use, but would not have an inventory number (which
signifies entry into the official inventory system) until much later than actual receipt
at post, if at all.

The PMO for the Embassy further stated that the control of laptop comput! |
ers is rather complicated because both the GSO and the IMO are involved. The
GSO is concerned with purchasing laptops and the annual inventory, while the IMO
is concerned with systems administration, such as updating patches and installing
new virus protection software on laptops and other technology devices. However,
STATE 00032537 states that the IMO is responsible for the inventory and security
of all unclassified and SBU laptops at his or her respective site. As a result, there is
some confusion and responsibility overlap in the administration and management of
laptops at overseas posts.

Recommendation 1. OIG recommends that the Bureau of Information Rel
source Management emphasize, to Information Management Officers, their rel |
sponsibility for entering all Department of State laptop computers under their
control into the official inventory and entering them in a timely manner.

Management Response. IRM stated that it had issued guidance in the Sepl
tember 25, 2009, ALDAC 09 STATE 100287, “Unclassified and Sensitive but
Unclassified Laptop Inventory and Encryption Responsibilities,” to remind per
sonnel about laptop inventory accountability responsibilities and requirements.”
IRM stated that this was “an action ALDAC that provides instructions for IMOs
and ISSOs regarding laptop inventory and encryption activities.”
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OIG Reply. The FAH (7 FAH-1 H-145, “ALDACS”) states, “Policies and
procedures communicated in ALDAC’s are limited in validity to 90 days, during
which time continuing guidance is to be included in the FAM or the FAH.” As
such, the policies and procedures contained in the September 25, 2009, ALDAC
have expired. Therefore, in accordance with the FAH, IRM should codify, in the
FAM and/or the FAH, guidance for IMOs on procedures to follow to ensure
that all laptops are posted timely to the property system.

Recommendation 1 is considered resolved, pending receipt of documentation
showing that the IMOs’ responsibilities regarding laptop inventory have been
codified in the FAM and /or the FAH.

Recommendation 2. OIG recommends that Embassies Bogota, Mexico City,

Rome, and Vienna require the Information Management Officer and the Genl!

eral Services Officer to ensure that all laptops are properly entered into the post
inventory system and periodically reconciled to manual records.

Management Response. Embassy Bogota agreed, stating that the IMO and
the GSO “will ensure” that laptops are entered into ILMS, “even when the lap-
tops are procured outside of normal Embassy procurement channels,” and that
NAS and RSO personnel “understand Post’s policies.”” The Embassy further
stated that the IMO is now managing the NAS laptop inventory so that the lap-
tops are “properly inventoried.”

Embassy Rome also agreed with the recommendation, stating that the GSO and
the IMO sections “developed and implemented standard operating procedures to
improve coordination.”

Embassy Vienna generally agreed with the recommendation, stating that all of
the laptops controlled by the IMO are “entered into the post NEPA database.”
The Embassy also stated that the Foreign Service Institute was responsible for
controlling VTO laptop computers because these computers were outside the
Embassy’s area of responsibility. However, OIG notes that Department guide’
lines state that the IMO is responsible for the inventory and security of all
Department-owned unclassified and SBU laptops at post, which would include
VTO laptops.
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Further, the Embassy stated that it had “full accountability” of its laptop com!
puters and that it was “misleading” for OIG to “cite the NEPA inventory status
as a problem,” since at the time of OIG’s audit, the Embassy was “in the middle
of an exercise to dispose of old laptop computers and to prepare new laptop
computers . . . for issue.” However, during the audit, OIG did in fact take into
account the recording of laptops being prepared for disposal and issuance, and
OIG did not identify any laptops that had not been entered into the inventory.

OIG Reply. Embassies Bogota, Rome, and Vienna sufficiently addressed Rec
ommendation 2, and Embassy Vienna needs to provide a summary of the next
laptop inventory reconciliation based on a physical evaluation, to include those
laptops used by the VTO. However, the recommendation is considered unre
solved until Embassy Mexico City provides a response to the report.

Laptop Inventories Not Always Validated and Reconciled

OIG found a need for more effective coordination between the IMO and the
GSO at Embassies Bogota and Mexico City to ensure laptops were regularly vali |
dated and reconciled. Specifically, the IMOs did not reconcile the IMO’s unofficial
listing of laptops to ILMS. At Embassy Bogota, the IMO was not aware of 33 lap-
tops that were in ILMS, while 27 other laptops on the IMO’s unofficial listing were
not in ILMS. Similatly, at Embassy Mexico City, the ILMS inventory contained 63
laptops that the IMO was not aware of, while 27 laptop computers on IMO’s unoffi |
cial listing were not reflected in ILMS, in addition to 16 computers not accounted for
in either the official or the unofficial inventory. As a result, Embassies Bogota and
Mexico City could not account for about 109 (76 percent) laptops classified by OIG
as missing, stolen, or not inventoried.

STATE 00032537 states the IMO is responsible for the inventory and security of
all unclassified and SBU laptops at post. Responsibilities include the review and vali|
dation of the complete site inventory of existing laptops. Also, all laptops must be
physically located, recorded, and reconciled in the post’s inventory system. The FAM
(14 FAM 411.2-2)° states that the Accountable Property Officet’s (APO) functional
responsibility is inherent in the position of the GSO. The GSO is then responsible
for the custody, care, and safekeeping of all property under control of the posts; ac']
complishment and reconciliation of the physical inventory; and the documentation

14 FAM 411.2-2, “Accountable Property Officer.”
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of inventory shortages. The policies assign a level of responsibility to both the IMO
and the GSO for the validation and reconciliation of the laptop inventory with the
site’s official property inventory. To some extent, there is an overlapping of respon’

sibilities, which may have caused some confusion over the roles of the IMO and the
GSO.

Without efficient coordination and teamwork between the IMO and the GSO
in the administration and management of laptop inventories, posts risk having an
incomplete laptop inventory, thereby increasing the likelithood of theft or loss of
these laptops. The incomplete inventory may also result in the failure to ensure that
all laptops are encrypted, which places PII and sensitive information in jeopardy. Bel
cause of the importance of accounting for these sensitive items, having inventories
conducted more frequently than annually would be a valuable management practice.

Recommendation 3. OIG recommends that the Bureau of Administration
and the Bureau of Information Resource Management clarify the roles and
responsibilities of the posts’ Information Management Officer and the Genl]
eral Services Officer for controlling and inventorying laptop computers. They
should also require posts to validate and reconcile the official laptop computer
inventory data more frequently than annually.

Management Response. IRM stated that it had issued guidance to posts in the
September 25, 2009, ALDAC 09 STATE 100287 that addressed the recommen’ |
dation. IRM further stated that both it and the A Bureau did not agree that it was
necessary for posts to validate and reconcile the official laptop computer inven! |
tory data more than annually. IRM said that this “would not be practical and
would not produce substantially more benefits.”” However, IRM did state that
post management should conduct “periodic reviews” of the equipment to ensure
that the review results and the year-end inventory count agree.

OIG Reply. Although the September ALDAC is an effective reminder to the
IMOs of their responsibilities, the policies and procedures of the ALDAC have
expired (7 FAH-1 H-145). Therefore, in accordance with the FAH, IRM should
codify, in the FAM and/or the FAH, guidance on the GSOs’ inventory responsi |
bility for computer laptops to preclude an overlapping of duties with the IMOs.

Recommendation 3 is considered resolved, pending receipt of documentation of
the results of the first periodic review performed, which shows that the review
results agree with the year-end inventory count, and documentation showing that
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the roles and responsibilities of post IMOs and GSOs have been clarified in the
FAM and/or the FAH.

Recommendation 4. OIG recommends that Embassies Bogota and Mexico
City require the Information Management Officer to submit the results of the
next physical inventory of laptop computers, along with the accompanying recl
onciliation of the official inventory with the Information Management Officer’s
unofficial inventory, to the Bureau of Information Resource Management and
the Office of Inspector General.

Management Response. Embassy Bogota agreed, stating that the IMO “is
now responsible for all NAS laptops and will ensure” adherence to post and
Department procedures.

OIG Reply. Embassy Bogota sufficiently addressed Recommendation 4, pend_!
ing receipt of documentation showing the results of the next laptop computer
physical inventory and reconciliation to the property system. However, the
recommendation is considered unresolved until Embassy Mexico City provides a
response to the report.

Laptops Not Entered Timely Into Inventory System

At Embassy Rome, OIG found that six laptop computers were inventoried in
NEPA but were not entered into the system in a timely manner after receipt at the
Embassy. OIG believes that a reasonable time period for entering laptops into the
inventory should be no more than 2 months from the date of receipt. The aver |
age original entry date of the six laptops was more than 1 ' years from the date of
receipt. The Government Accountability Otfice’s (GAQO) Standards for Internal Control
in the Federal Government " requires the timely recording of transactions as part of an
effective internal control structure and safeguarding of sensitive assets. OIG could
conduct only limited testing in this area because the date of entry into NEPA was
not available to systems users. When pertinent Department ownership information
of laptop computers, such as the serial number and NEPA number, has not been
promptly recorded, the potential increases for laptop theft or loss.

"GAO/AIMD-00-21.3.1 (Washington, D.C.: Nov. 1999).
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The NEPA system does not provide a data field that identifies the date that an
item is inventoried. Not putting the original entry date into NEPA adversely impacts
internal control. According to the GAO standards, internal control should generally
be designed to ensure that ongoing monitoring occurs in the course of normal opl
erations. The inability to monitor the length of time it takes for a laptop computer
to be entered into the inventory system because of the lack of the date of original
entry into NEPA adversely impacts monitoring, which is an important aspect of
internal control. OIG did not conduct this analysis at the other four embassies and
AIT Taipei that it visited.

Recommendation 5. OIG recommends that the Bureau of Administration
ensure that data fields for the dates of original entry for laptop computers are
available in the Non-Expendable Property Application and the Integrated Lol
gistics Management System to facilitate inventory monitoring efforts.

Management Response and OIG Reply. The A Bureau did not respond to
Recommendation 5. Therefore, the recommendation is unresolved.

Loaned Laptop Computers Not Documented and
Controlled

Embassies Bogota, Mexico City, Rome, and Vienna did not always follow
Department-prescribed procedures for loaning and assigning laptops to employees.
Specifically, OIG found that for 83 (30 percent) of 279 loan documents sampled,
supervisory authotization signatures were missing, as shown in Table 2. In addi’
tion, loan forms were not always properly filled out, and some posts were destroying
loan documents when laptops were returned by users. While retaining documental’|
tion until the end of the loan period is permitted by regulations, OIG believes that
also maintaining loan documents for at least 1 year after the laptop is returned would
facilitate any future investigation into missing or misused laptops.

8Generally, OIG obtained its random sample from listings of all laptop computers that were
on loan at the time of its site visits, as well as from listings of computers returned during 2008.
However, OIG could not always sample returned forms because some embassies immediately
destroyed the forms when the computers were returned. OIG was also able to review all the
documents within its scope for Embassy Tokyo and AI'T Taipei rather than a sample.
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Table 2. Missing Authorization Signatures on Laptop Loan

Documents
Posts Number of Missing Number of Percent of Difference
Signatures Loans Tested

Bogota 18 23 78
Mexico City 25 25 100
Rome 9 18 50
Tokyo 0 107 0
Vienna 30 32 94
AIT Taipei 1 74 1
Totals 83 279 30

Embassy Bogota. OIG found that 18 (78 percent) of 23 of the laptop loan
documents reviewed at Embassy Bogota did not have authorizing signatures. Most
of the documents were in the NAS, where officials said that they were not aware of
the requirement to have authorizing signatures. OIG informed the NAS chief that
all laptop loans required a supervisory authorizing official to sign the forms, and he
agreed to ensure that this was done in the future.

Embassy Mexico City. OIG found that all 25 laptop loan documents sampled
and tested at Embassy Mexico City did not have authorization signatures. The Eml'!
bassy did not use the prescribed Department forms, DS-7642, Mobile Computing
and Data Storage Request Form, and DS-584, Nonexpendable Property Transaction.
Instead, the IMO section used a form it developed in-house that did not include
places for signatures of the authorizing and approving officials, for the signature
of the employee’s supervisor, or for the authorization of the removal of the loaned
equipment from the Embassy. In STATE 32537, the Department required posts to
use Form DS-7642 to manage laptop control, to check out laptops, and to track the
type of data stored on the laptop. The FAH (14 FAH-1 H-416)” also requites the
use of Form DS-584 in managing the charge out of Department property.

Embassy Rome. OIG found that nine (50 percent) of 18 laptop loan docul
ments at Embassy Rome did not have authorizing signatures. In addition, OIG
found several other anomalies pertaining to the process of documenting and con’
trolling laptop computers that were loaned to personnel for purposes such as for
temporary duty assignments. In two instances, the borrower signed the loan form

14 FAH-1 H-416, “Personal Custody Records.”
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acknowledging receipt of the laptop computer after the loan date, which may indi |
cate that loan forms were not always completed before the computers were provided
to the borrowers. In one instance, the loan forms for an employee on a protracted
temporary duty assignhment may have been generated after the laptop computer had
already been loaned to him. According to travel documents, this individual had left
for Baghdad, Iraq, on October 20, 2008, and the individual had not completed his
temporary duty assighment at the time the OIG team visited the Embassy on Februl |
ary 17-27, 2009. However, Form DS-584 was purportedly signed by this borrower
on October 24, 2008, 4 days after his departure to Baghdad. The Information Secu
rity Officer, the official responsible for loaning laptop computers, could not explain
the 4-day difference.

OIG found other instances in which loan forms at the Embassy were not always
filled out before the computers were provided to the borrowers, as required by the
FAM (14 FAM 416)." The FAM requires that laptop computers issued to an em/]
ployee for the employee’s use in the performance of official duties be documented
on Form DS-584. For example, a laptop computer that was thought to be missing
was found in the possession of an Embassy employee who was on temporary duty
travel, but there was no loan document on file despite the requirement to maintain a
record of the loan until the property is returned. This laptop computer was among
the original eight missing computers that the Embassy had self-reported when the
OIG team arrived at the Embassy. However, the Assistant GSO said that the com_
puter had been located just before the OIG team left the Embassy. Despite verifying
with the Information Security Officer to ensure that OIG had all the loan documents
on file for laptops on loan at that time, no loan documents were found for this com’
putet.

In addition, at least one of the remaining seven of the original eight missing
laptop computers was also apparently issued without the required loan forms being
completed. OIG found that Embassy Rome had loaned one of these seven laptop
computers to Embassy Vatican and that the laptop was subsequently lost. However,
no loan documents were on file.

OIG was unable to locate any loan documents for the remaining six of the
original eight laptops that Embassy Rome had self-reported as missing. Therefore,
OIG was unable to determine whether the six laptops had been issued to borrowers
without the required loan forms having been completed, whether the laptops were
lost while they were under the control of Embassy Rome, or whether it was a combi’
nation of both factors.

104 FAM 416, “Physical Inventory and Reconciliation.”
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Embassy Vienna. OIG found that 30 (94 percent) of 32 laptop loan docul!
ments sampled at Embassy Vienna were missing authorization signatures. Most of
the loan documents reviewed were in-house forms rather than the required Depart |
ment forms. However, OIG did find that two individuals had used the required
Department forms. The use of an unauthorized form, coupled with the inconsistent
use of the required Department forms, resulted in anomalies in addition to missing
authorization signatures, such as missing borrower signatures, missing loan dates, and
missing return dates.

Recommendation 6. OIG recommends that the Bureau of Information Re'
source Management ensure that embassies and posts properly complete loan
documents for laptop computers and maintain them for at least 12 months af’|
ter a laptop computer has been returned to allow for subsequent review, audit,
or investigation if the laptop is damaged or missing.

Management Response. IRM stated that it had issued guidance to the IMOs
in the September 25, 2009, ALDAC 09 STATE100287 on implementing a cenl |
tralized laptop control and check-out procedure. IRM also stated that it would
post guidance on its Web site on maintaining laptop loan documents for the
duration of a loan.

OIG Reply. OIG requests that IRM provide documentation showing that all
procedures pertaining to loaning and/or issuing laptops ate incorporated into the
FAM and/or the FAH. Also, the original Recommendation 6 implied that loan
documentation for laptop computers should be kept for 12 to 18 months after
the laptop was loaned to the user. However, OIG has modified Recommen
dation 6 for IRM to ensure that the loan documentation is retained for at least 12
months after a laptop is returned. This will allow for subsequent review, audit,
or investigation if a laptop is damaged or missing. Therefore, IRM is requested
to respond to the new Recommendation 6, which is unresolved.

Recommendation 7. OIG recommends that Embassies Bogota, Mexico City,
Rome, and Vienna require the Information Management Officer to ensure
compliance with laptop loan-out procedures and the proper preparation of
supporting documentation.
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Management Response. Embassies Bogota, Rome, and Vienna concurred
with Recommendation 7. Embassy Bogota stated that the IMO is now respon’
sible for all NAS laptops, and will ensure that these laptops “adhere to all Post
and Department procedures.” Embassy Rome stated that the GSO and the
IMO sections had “developed and implemented standard operating procedures
to improve coordination.” Embassy Vienna stated that it was in “the process of
transitioning to the [required] four-page laptop loan out form[s|” and anticipated
that the forms would be completed in January 2010.

OIG Reply. Embassies Bogota, Rome, and Vienna sufficiently addressed Rec
ommendation 7, pending receipt of documentation showing that the posts have
developed and implemented standard operating procedures pertaining to the
proper preparation of laptop loan-out procedures. However, the recommendal’]
tion is considered unresolved until Embassy Mexico City provides a response to
the report.

Missing Laptops Not Investigated and Reported

Embassy Bogota removed missing laptops from inventory without approval and
did not take required actions to review, investigate, and report those losses. This
occurred because the Embassy’s NAS and GSO did not follow required Department
procedures for reporting missing laptops and other nonexpendable property items.
Without a review and investigation of these missing items, the Government did not
have complete accountability for and security over the laptops and the associated
data stored on them.

During its review of laptop disposal procedures, OIG found documentation
indicating that the Embassy had removed nine laptops from its official inventory that
had been missing for 6 to 8 years and could not be located during previous annual
inventories. NAS removed five of these laptops in February 2008 without complet! |
ing Form DS-132, Property Disposal Authorization and Survey Report, and without
taking required actions to review, investigate, and report these laptop losses. At the
same time, the GSO identified and removed four other laptops before the PMO apl]
proved their disposal. The PMO did not approve the disposals until May 2008, more
than 3 months after the inventory had been adjusted.
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The FAM (14 FAM 416.5-1(A) and 14 FAM 416.5-1(B))"" establishes the report. |
ing requirements for missing property. It states that the APO must immediately
report missing property to the PMO on Form DS-132 and that the PMO must inl |
vestigate cases involving missing property, make a determination of financial liability,
determine what corrective actions are necessary, and authorize adjustment of invenl
tory records.

Because the laptops were missing items, the NAS should have reported these
losses immediately to the IMO, the officer responsible for controlling laptop coml!
puters, and to the APO. As the GSO, the APO should have completed a Form DS
132 and obtained approval from the PMO to dispose of the laptops prior to removi |
ing the laptops from the inventory. The PMO should have investigated and prepared
a report on the missing laptops before removing the laptops from the inventory. The
loss of computers should be reported timely to ensure that a breach of PII or sensi
tive data does not occur. Once the PMO was made aware of the four missing GSO
laptops from the Form DS-132, an investigation should have been conducted.

For the five NAS laptops, the lack of investigation and reporting occurred be’
cause NAS officials were not adequately informed of the property management and
security procedures, including reporting inventory shortages and missing laptops.
During its visit, OIG informed the NAS and the GSO of the need to immediately
report the missing laptops to cognizant officials for appropriate actions, to include
an investigation. In March 2009, the NAS prepared the required property disposal
reports for its five laptops.

Without review, investigation, and proper reporting of lost, stolen, or missing
property, the Government has no assurance that PII and sensitive data have not been
compromised.

Recommendation 8. OIG recommends that the Bureau of Information
Resource Management remind posts to immediately report stolen and missing
laptops; complete Form DS-132, Property Disposal Authorization and Survey
Report; and conduct investigations of stolen and missing laptops.

114 FAM 416.5-1(A), “APO [Accountable Property Officet] Action,” and 14 FAM 416.5-1(B),
“PMO [Property Management Officer] Action.”
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Management Response. IRM cited guidance it had provided to posts con’
tained in the September 25, 2009, ALDAC 09 STATE 100287 regarding missing
and stolen laptop computers.

OIG Reply. Although the September ALDAC is an effective reminder to posts
of their responsibilities, the policies and procedures of the ALDAC have expired
(7 FAH-1 H-145). Therefore, in accordance with the FAH, IRM should codity,
in the FAM and/or the FAH, guidance on reporting stolen and missing laptop
computers.

Recommendation 8 is considered resolved, pending receipt of documentation
showing that the responsibilities for the posts to propetly report stolen or miss’
ing laptops have been codified in the FAM and/or the FAH.

Recommendation 9. OIG recommends that Embassy Bogota require the Inl]
formation Management Officer and the General Services Officer to investigate

the disposition of each missing laptop and prepare the required documentation
as necessary. The Bureau of Information Resource Management and the Office
of the Inspector General should then be notified with the accompanying docul
mentation.

Management Response. Embassy Bogota agreed with the recommendation,

stating that the IMO “will remind NAS and GSO of the reporting requirement
for missing property as directed in FAM” and that the IMO “is now responsible
for all laptops so this issue should never recur.”

OIG Reply. The Embassy did not address that part of the recommendation rel
lating to investigating the disposition of the missing laptop computers that OIG
discovered during its audit.

Recommendation 9 is considered resolved, pending receipt of documentation
showing the results of the completed investigation of the five missing laptop
computers.
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FINDING B. SECURITY AWARENESS BRIEFING PROGRAM
IMPROVEMENTS ARE NEEDED

The IMOs at the six posts visited did not always maintain required documen’
tation to support laptop user security briefings, and the briefing process at these
posts was not adequate to ensure that the users received the briefings and clearly
understood their responsibilities when using government-owned laptops. STATE
00032537 requires all laptop users to receive the DS Unclassified/SBU Laptop Cyber
Security Awareness Briefing to understand the security requirements and risks before
being issued a laptop. Users must also sign an acknowledgement form at the end of
the briefing agreeing to adhere to those requirements. However, because of a lack of
adequate controls for tracking and monitoring the security briefings, the posts’ rel
cords were generally not complete and lacked evidence that some users had taken the
briefings. OIG randomly reviewed 154 laptop user files to determine whether laptop
computer users had acknowledged receiving the required briefing.”* OIG found that
55 (36 percent) did not have an acknowledgement form on file. Additionally, based
on random interviews of laptop users at each post, OIG found that 40 (56 percent)
of 71 users overall stated that they had not received the required briefings. As a rel
sult, the posts could not provide assurance that all laptop users had sufficient knowl |
edge to adequately protect PII and other sensitive data from unauthorized access and
risk of loss.

Department Requirements for Awareness Briefing

In addition to requiring laptop users to take the required briefing, STATE
00032537 also requires records to be maintained that identify the individual laptop
users who have received the required briefing. The required briefing includes instruc
tions on overall laptop usage and on the proper storage of SBU and PII data; enl |
cryption requirements; and procedures for reporting missing, lost, or stolen laptops.
The guidance in the briefing specifies adherence to Department security policies,
such as that only system managers are authorized to install Department-owned and
-approved hardware and software on laptops, that users must not disable or alter
security features, and that passwords must adhere to Department password policies.

2Generally, OIG randomly sampled records pertaining to the requited annual briefing. At Em[]
bassy Tokyo, however, OIG was able to test all pertinent documentation rather than a sample.
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The briefing is available on DS’s Web site and includes an acknowledgement
form recommended by DS. The form includes signature lines for the prospective
laptop user to acknowledge receipt of the awareness briefing, and to agree to abide
by Department requirements set out in the briefing. The form also includes lines for
the signatures of Department officials who provided the briefing and for the dates
for tracking,

Laptop Users May Not Have Received Required Briefing

Of the random review of 154 laptop user files to determine whether laptop
computer users had acknowledged receiving the required briefing, OIG found that
55 files (36 percent) did not contain acknowledgement forms.

OIG interviewed a cross section of laptop users to obtain a general understand_!
ing of laptop usage at each post. One question was whether the laptop users had
taken the required DS Unclassified/SBU Laptop Cyber Security Awareness Briefl |
ing. Although results varied by embassy and AIT Taipei, 40 (56 percent) of 71 total
laptop users interviewed said that they had not received the required briefing. Based
on these statistics, OIG questions whether the process of user self-certification is
achieving the desired results. For example, at Embassy Mexico City, 8 (57 percent)
of 14 users interviewed said that they had not received the laptop briefing. Conl
versely, all nine recent laptop users interviewed at Embassy Rome said that they had
received the briefing.

Embassy Bogota. At Embassy Bogota, the IMO policy was that a prospec’
tive laptop computer borrower was sent a copy of the DS laptop briefing via e-mail
when the employee requested the use of a laptop. The IMO, or a point of contact
within the employee’s section, prepared the loan form, Form IDS-7642, for the box |
rower. The borrower, upon arriving to pick up the laptop, signed the Form DS-7642
acknowledging that the required laptop security briefing had been taken. The Em]
bassy did not use the DS-recommended acknowledgement form but instead relied
on the Form DS-7642 self-certification in the loan document. OIG found that 4 (16
percent) of 25 user files reviewed did not contain signed acknowledgement forms.
Of 13 users (62 percent) OIG interviewed, eight said that they had not received the
briefing.

Embassy Mexico City. At Embassy Mexico City, the IMO provided the prol
spective laptop borrower a copy of the DS Unclassified/SBU Laptop Cyber Security
Awareness Briefing to read prior to picking up a laptop. OIG found that none of
the 27 laptop borrowers tested had signed an Embassy-specific laptop loan form
acknowledging that they had received the briefing. OIG noted that 23 of the 27 users
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had signed an Embassy-specific acknowledgement form attesting to the fact that they
had received the required annual cyber security awareness training, which is different
from the laptop-specific briefing. The four remaining laptop users signed another
Embassy-specific form that did not include an acknowledgement section regarding
security training. Of 14 users OIG interviewed, eight (57 percent) said that they had
not received the briefing;

Embassy Rome. According to the Information Security Officer, Embassy
Rome did not have a mechanism in place to ensure that the training was received an’|
nually; rather, the borrowers self-certified that they had taken the training when they
signed out the computers. Prospective laptop users were advised by the ISO of the
DS cyber security briefing on the Web site. The ISO said that he destroys laptop loan
documents immediately when loaned laptops are returned and does not maintain a
log of users who have received the briefing, Therefore, at any given time, records are
available only for laptops currently on loan. During OIG’s visit, 18 laptops were on
loan, and all the borrowers had signed Form DDS-7642. All nine laptop users OIG
interviewed said that they had been briefed.

To comply with Department policy, the IMO needs to ensure that laptop us_
ers have received the required laptop security briefing and have signed an acknowl |
edgement form. OIG concluded, based on its analyses, that not all users had been
briefed on their laptop security requirements. This occurred because of the dell
scribed weaknesses over presenting users with the briefing information. To ensure
that all users are properly briefed each year, a formal training session is preferable to
reviewing briefing slides or visiting the DS Web site. This type of session would al |
low for student-instructor interaction and would provide the most up-to-date infor' |
mation on the subject.

There is precedent for conducting laptop briefings in this manner. On June 17,
2009, DS issued a Department Notice, Laptop Cyber Security Awareness Briefing
Schedule, which stated that all users in the Washington, D.C., area who had been as’]
signed an unclassified/SBU laptop computer were required to attend an initial briefl]
ing and to renew their certification annually. DS schedules two briefings each month
that last 1 hour each. The potential for compromised laptop data is greater overseas
than domestically, and face-to-face briefings could readily be duplicated at overseas
embassies and posts. These briefings would likely enhance the security awareness of
laptop users. Domestic bureaus can continue to provide staff with their own laptop
security briefings rather than the DS version.
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Embassy Tokyo. The Information Systems Security Officer at Embassy Tokyo
said that he required users to review the DS briefing in the IMO section’s office area
before he issued the loaned laptop. The user and the Information Systems Security
Officer then signed the recommended DS briefing acknowledgement form. OIG
believes this policy is more robust than policies at the other locations visited, as it
requires the user to actually view the briefing. Nonetheless, OIG found that six (23
percent) of the 26 user files it reviewed did not contain signed acknowledgement
forms, and the IMO could not provide reasons for the omissions.

Embassy Vienna. IMO policy at Embassy Vienna is to send the prospective
laptop users an e-mail that contains the link to the DS Web site and instructs the
users to review the briefing material on that site. When users pick up their laptops,
they sign the DS-recommended acknowledgement form. OIG found that 14 (50 pet]
cent) of the 28 laptop user files did not contain signed acknowledgement forms. Of
eight laptop users interviewed, only one said that he had not been briefed.

AIT Taipei. The Information Systems Security Officer at AI'T Taipei required
all users to take the DS briefing from the DS Web site. After taking the briefing, the
user printed out the training certificate and signed it, which acknowledged receipt of
the awareness briefing. The user then provided a copy of the certificate to the Infor |
mation Systems Security Officer, who retained the certificate for 1 year. When the
training was documented, the Information Systems Security Officer loaned the user
a laptop. OIG found that for 26 of the 30 laptops on loan at the time of its visit, a
completed laptop user acknowledgement form was on file, reflecting an 87 percent
compliance rate. This was the highest rate of acknowledgement certificates for the
six locations in OIG’s sample. All three of the laptop users interviewed said that
they had received a laptop security briefing,

Recommendation 10. OIG recommends that the Bureau of Information
Resource Management (IRM) reinforce the requirements that all laptop users
should receive the Bureau of Diplomatic Services Unclassified/SBU Laptop
Cyber Security Briefing and that the employee and the Information Management
Office briefer should sign and retain the accompanying acknowledgement form.
In addition, IRM should encourage all embassies and posts to provide, to laptop
users, interactive annual briefings.
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Management Response. IRM said that it had issued guidance to posts to
address this recommendation in the September 25, 2009, ALDAC 09 STATE
100287 that “remind(s] personnel about laptop inventory accountability respon
sibilities.”

OIG Reply. However, the ALDAC, which has expired, did not discuss the part
of the recommendation relating to encouraging posts to ensure that laptop users
are fully aware of their responsibilities. In that regard, interactive briefings, with
opportunities for users to ask questions and receive answers, should be provided
to potential laptop users. OIG believes that this approach would strengthen

the briefing process and help ensure that users understand their responsibilities
before they receive their laptops.

Recommendation 10 is considered resolved, pending receipt of documentation
showing that IRM has codified, in the FAM and/or the FAH, guidance for the
posts to make laptop users more fully aware of their responsibilities regarding
laptops, such as by encouraging posts to conduct interactive briefing sessions anl |
nually.

Recommendation 11. OIG recommends that Embassies Bogota, Mexico

City, Rome, Tokyo, and Vienna and the American Institute in Taiwan require
the Information Management Officer to ensure that all laptop users receive the
annual cyber security awareness briefing and to maintain documentation to supl
port that the briefing was presented.

Management Response. Embassy Bogota agreed, stating that the IMO “is
now managing the complete laptop program.” The Embassy further stated that
the user acknowledges that the briefing has been completed by “signing the form
DS-7642 Mobile Computing and Data Storage Request.” Embassy Rome stated
that the GSO and the IMO sections had developed and implemented operating
procedures to improve coordination between the offices and to address this rec’|
ommendation. Embassy Tokyo agreed with the recommendation, stating that its
ISO ensures that all laptop users receive the briefing, which “must take place on
a stand-alone computer within the Information Systems Center (ISC).” Embassy
Tokyo also stated that the ISC “maintains documentation” supporting that the
briefing was presented. Embassy Vienna stated that it was updating its cyberse’!
curity acknowledgement forms.
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OIG Reply. As stated in Recommendation 10, all posts should have interactive
briefing sessions given by the ISSO, and an acknowledgement form developed
by DS or a similar form should be filled out and certified by both the briefer and
the laptop user. The signing of Form DS-7642 is not a substitute for the DS
acknowledgement form, which serves as a certificate of training completion.

Embassies Bogota, Rome, Tokyo, and Vienna sufficiently addressed Recommen’]
dation 11, pending receipt of confirmation showing that the laptop users actually
received the security awareness briefing. However, the recommendation is con
sidered unresolved until Embassy Mexico City and AIT Taipei provide responses
to the recommendation.

FinDING C. HARD DRivE DisposITION/DESTRUCTION PROCESS
IMPROVEMENTS ARE NEEDED

Although four of the six sites visited followed proper laptop hard drive disposi |
tion/destruction procedures, procedutres at Embassy Bogota and AIT Taipei needed
improvement. Specifically, Embassy Bogota’s NAS officials did not send their laptop
hard drives to IRM for disposition/destruction as required, and AI'T Taipei did not
maintain documentation to support that the hard drives were destroyed in accor
dance with the FAH (12 FAH-6 H-542.5-10). Without adhering to these controls,
the Department had no assurance that accountability over hard drive disposition
was being maintained, and data on the hard drives could be at risk of unauthorized
disclosure and use.

Embassy Bogota. During FY 2008, Embassy Bogota’s NAS disposed of 14
laptops through auction, but the NAS did not follow the Department’s regulation for
the proper disposition of hard drives. The FAH (12 FAH-6 H-542.5-10) requires all
hard drives to be sent via classified pouch to IRM for disposition.

NAS officials said that the hard drives had been erased with Department-apl
proved software to remove any information prior to sale. However, all hard drives
must be sent via classified pouch to IRM for disposition. The NAS officials further
stated that they were unaware of the requirement to send the hard drives to IRM and
that it was the NAS’s understanding that embassies and posts were allowed to sani |
tize hard drives and to destroy them in accordance with local procedures.

AIT Taipei. AIT Taipei officials could not account for 14 hard drives. The
Information Systems Security Officer said that the hard drives were shipped back to
Washington, D.C., for destruction and provided OIG with supporting documenta-
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tion. The documentation included a shipping telegram and two diplomatic pouch
receipts (Form OF-120, Diplomatic Pouch Mail Registration) to support the shipl
ment of various hard drives. However, the receipts did not identify serial numbers,
NEPA numbers, or other specific information that could be traced back to AIT
Taipei inventory records.

AIT Taipei officials were using a disposition request telegram that did not have
sufficient detail to identify the shipped hard drives. AIT Taipei officials did not
follow IRM’s Web site guidance, under the template “Sample Disposal Telegram,”
which provides directions to posts and recommends that posts send a telegram to
IRM requesting disposition instructions before shipping items for destruction. In
the telegram, IRM requires detailed descriptive information on each shipped item, to
include manufacturer, model, serial number, bar code, classification, and location.

Because the 14 hard drives could not be accounted for, there was no assurance
that they were propetly destroyed. Therefore, data stored on these hard drives may
be at risk of improper dissemination and use.

Recommendation 12. OIG recommends that the Bureau of Information
Resource Management (IRM) direct all overseas embassies and posts to comply
with the requitements stipulated on IRM’s Web site for the proper disposition/
destruction of hard drives on laptop computers.

Management Response. IRM provided information contained in its Septem]
ber 25, 2009, ALDAC 09 STATE 100287 regarding embassy and post compli
ance on IRM’s Web site for the proper disposition/destruction of hard drives.

OIG Reply. However, in accordance with the FAH (7 FAH-1 H-145), informal’
tion contained in this ALDAC has expired. In accordance with the FAH, IRM
should codify, in the FAM and/or the FAH, guidance on appropriate procedures
for the IMOs to follow regarding the disposition/destruction of laptop comput! |
ers.

Recommendation 12 is considered resolved, pending receipt of documentation
showing that the procedures specified have been codified.
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Recommendation 13. OIG recommends that Embassy Bogota and the
American Institute in Taiwan require the Information Management Officer
to comply with the provisions of the Foreign Affairs Handbook (12 FAH-6
H-542.5-10) for hard drive disposition and the proper preparation of laptop
shipping documentation.

Management Response. Embassy Bogota agreed with Recommendation 13,
stating that the IMO “is now managing the laptop program including all NAS
laptops.” The Embassy further stated, “Disposition of all NAS laptops and hard
drives will comply with the provisions of 12 FAH-6 H-542.5-10.”

OIG Reply. Embassy Bogota sufficiently addressed Recommendation 13.
Howevert, the recommendation is considered unresolved until AIT Taipei pro]
vides a response to the report.

FINDING D. OveERSEAS PosT ENCRYPTION RATES FOR LAPTOP
CompUTERS HAVE IMPROVED

The Department requires that all laptop computers be encrypted. In that regard,
OIG found, in a sample® of 350 laptop computers, that 298 (85 percent) laptop
computers tested were encrypted, as shown in Table 3. The encryption rates varied
considerably by location and ranged from 28 percent at Embassy Mexico City to 100
percent at Embassy Rome. Encryption of laptop computers is critical because it
reduces the likelihood that data stored on laptops will be compromised. The three
embassies (Embassies Bogota, Mexico City, and Vienna) that had not encrypted all
of their laptops were aware of the requirement, but for operational reasons, they had
not achieved a 100 percent encryption rate at the time of OIG’s review.

BGenerally, OIG randomly sampled laptop computers to test for encryption. However, OIG
tested only those laptop computers for encryption that were operational. Computers in the prol]
cess of being disposed of with the hard drives removed were not tested. Additionally, laptop
computers with encryption waivers were not subjected to testing. At Embassy Tokyo and AIT
Taipei, OIG was able to test all laptop computers for encryption rather than just a sample.
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Table 3. Results of Encryption Testing of Laptop Computers

Mexico
Bogota City | Rome | Tokyo | Vienna | Taipei | Totals
Number of laptops tested 32 32 49 105 69 63 350
Number of laptops encrypted 25 9 49 104 49 62 298
Number of laptops not
encrypted 7 23 0 1 20 1 52
Percent of encrypted laptops 78 28 100 99 71 98 85

The Department issued ALDAC STATE 00064226, “Reminder: Unclassified and
SBU Laptop Encryption Responsibilities,” June 2008, to all diplomatic and conl|
sular posts that reminded IMOs and Information Systems Security Officers of their

responsibilities to ensure that all Department-owned laptops are encrypted, and it
established a date of July 1, 2008, for that goal to be achieved.

Embassy Bogota. At Embassy Bogota, OIG found that 25 (78 percent) of 32
laptops it tested for encryption were actually encrypted. Embassy officials said that
some laptops had not been encrypted because they were too old, were waiting for
disposal, or had insufficient memory. Despite these circumstances, however, suffi’|
cient time had elapsed since the Department notification (June 2008) for all posts to
take the actions specified in the telegram regarding laptops that cannot be encrypted.

Embassy Mexico City. At Embassy Mexico City, only nine (28 percent) of 32
laptops were encrypted. The other 23 laptops were not encrypted. Embassy offi
cials said that they did not know that those laptops were in the Embassy’s inventory.
The users said that three of the 23 unencrypted laptops had PII stored on them.

Embassy Vienna. At Embassy Vienna, 49 (71 percent) of 69 laptops tested
were fully encrypted. Embassy officials said that some laptops had not been en’
crypted because they were too old, had insufficient memory, or were used exclusively
for training. Moreover, Embassy officials had problems encrypting laptops because
the Embassy was used as a lead post for the Department’s encryption initiative and
the officials said that they had to work out issues involving the Protect-Drive encrypl|
tion software.

Embassy Tokyo and AIT Taipei. Embassy Tokyo and AIT Taipei had only
one laptop each that was not encrypted. The Embassy’s laptop was not encrypted
because of compatibility issues between the encryption software and the operating
system, and AI'T Taipei’s laptop was not encrypted because of the laptop’s age and
its specialized use.
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Again, in each circumstance where laptops were not encrypted, sufficient time
had elapsed since the Department notification for all posts to have taken appropri |
ate actions in accordance with the guidance. When laptops could not be encrypted,
they should have been excessed or had encryption waivers obtained for them, as ad’
dressed in STATE 00064226.

Because of the importance inherent in safeguarding sensitive information (that
is, national security or PII) from unauthorized viewing, coupled with the heightened
concern over the extent to which sensitive information maintained by federal agen’
cies is vulnerable to theft or compromise, the Department and particularly the CIO
need a greater level of assurance from the posts that all Department-owned laptop
computers and other mobile computing devices used by personnel at overseas posts
have been configured with approved encryption software to protect information
stored on these devices. Therefore, OIG believes that one approach to gain greater
assurance that appropriate and continuous actions are being taken is to have the
IMOs inform IRM annually of the program status at their respective embassies and
posts.

Recommendation 14. OIG recommends that the Bureau of Information
Resource Management (IRM) require each embassy and post to certify annually
that all laptop computers have been encrypted. In addition, for laptops that
cannot be encrypted or where there is a valid operational justification for the
laptops not to be encrypted, IRM should remind embassies and posts of the
requirement to obtain waivers from IRM’s Information Assurance Office.

Management Response. IRM stated that it “will work with the Bureau of
Diplomatic Security to require each embassy and post to certify, annually, that all
laptop computers have been encrypted.” IRM also stated that its September 25,
2009, ALDAC 09 STATE 100287 reminds posts of the requirement to obtain
waivers to laptop encryption from IRM/IA. IRM cited two paragraphs (Nos.
3F and 4) in the ALDAC that directed posts to a Web link at IRM/TA to obtain
more information on the laptop encryption waiver request process.

OIG Reply. In accordance with the FAH (7 FAH-1 H-145), information poli’|
cies and procedures contained in the September ALDAC have expired. There!
fore, in accordance with the FAH, IRM should codify, in the FAM and/or the
FAH, specific guidance to the posts on how to obtain laptop encryption waivers.

Recommendation 14 is considered resolved, pending receipt of documentation
showing that guidance on how to obtain laptop encryption waivers has been
codified in the FAM and/or the FAH.
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Recommendation 15. OIG recommends that Embassies Bogota, Mexico
City, and Vienna require the Information Management Officer to comply with
Department of State policy to encrypt all laptops or to obtain waivers when
there is a valid operational justification.

Management Response. Embassy Bogota stated that the IMO is now manag |
ing the laptop program, that all laptops have been encrypted, and that the NAS
and the RSO laptops that were too old for encryption have been disposed of.

Embassy Vienna stated that “all laptops under [its] control are being encrypted”
and that it had requested and obtained waivers as was recommended.

OIG Reply. Embassies Bogota and Vienna sufficiently addressed Recommen!|
dation 15. However, the recommendation is considered unresolved until Eml
bassy Mexico City provides a response to the report.
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RECOMMENDATIONS

Recommendation 1. OIG recommends that the Bureau of Information Resource
Management emphasize, to Information Management Officers, their responsibil |
ity for entering all Department of State laptop computers under their control into
the official inventory and entering them in a timely manner.

Recommendation 2. OIG recommends that Embassies Bogota, Mexico City,
Rome, and Vienna require the Information Management Officer and the General
Services Officer to ensure that all laptops are properly entered into the post in|
ventory system and periodically reconciled to manual records.

Recommendation 3. OIG recommends that the Bureau of Administration and the
Bureau of Information Resource Management clarify the roles and responsibili
ties of the posts’ Information Management Officer and the General Services Of! |
ficer for controlling and inventorying laptop computers. They should also require
posts to validate and reconcile the official laptop computer inventory data more
frequently than annually.

Recommendation 4. OIG recommends that Embassies Bogota and Mexico City
require the Information Management Officer to submit the results of the next
physical inventory of laptop computers, along with the accompanying reconcili |
ation of the official inventory with the Information Management Officer’s unofl]
ficial inventory, to the Bureau of Information Resource Management and the Off
fice of Inspector General.

Recommendation 5. OIG recommends that the Bureau of Administration ensure
that data fields for the dates of original entry for laptop computers are available in
the Non-Expendable Property Application and the Integrated Logistics Managel |
ment System to facilitate inventory monitoring efforts.

Recommendation 6. OIG recommends that the Bureau of Information Resource
Management ensure that embassies and posts properly complete loan documents
and maintain them for at least 12 months after a laptop computer has been re|
turned to allow for subsequent review, audit, or investigation if the laptop coml
puter is damaged or missing;
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Recommendation 7. OIG recommends that Embassies Bogota, Mexico City,
Rome, and Vienna require the Information Management Officer to ensure com/
pliance with laptop loan-out procedures and the proper preparation of support]
ing documentation.

Recommendation 8. OIG recommends that the Bureau of Information Resource
Management remind posts to immediately report stolen and missing laptops;
complete Form DS-132, Property Disposal Authorization and Survey Report; and
conduct investigations of stolen and missing laptops.

Recommendation 9. OIG recommends that Embassy Bogota require the Infor |
mation Management Officer and the General Services Officer to investigate the
disposition of each missing laptop and prepare the required documentation as
necessary. The Bureau of Information Resource Management and the Office of
the Inspector General should then be notified with the accompanying documenl]
tation.

Recommendation 10. OIG recommends that the Bureau of Information Resource
Management (IRM) reinforce the requirements that all laptop users should receive
the Bureau of Diplomatic Services Unclassified/SBU Laptop Cyber Security
Briefing and that the employee and the Information Management Office briefer
should sign and retain the accompanying acknowledgement form. In addition,
IRM should encourage all embassies and posts to provide, to laptop users, intet! |
active annual briefings.

Recommendation 11. OIG recommends that Embassies Bogota, Mexico City,
Rome, Tokyo, and Vienna and the American Institute in Taiwan require the Inl]
formation Management Officer to ensure that all laptop users receive the annual
cyber security awareness briefing and to maintain documentation to support that
the briefing was presented.

Recommendation 12. OIG recommends that the Bureau of Information Resource
Management (IRM) direct all overseas embassies and posts to comply with the
requitements stipulated on IRM’s Web site for the proper disposition/destruction
of hard drives on laptop computers.

Recommendation 13. OIG recommends that Embassy Bogota and the American
Institute in Taiwan require the Information Management Officer to comply with
the provisions of the Foreign Affairs Handbook (12 FAH-6 H-542.5-10) for hard
drive disposition and the proper preparation of laptop shipping documentation.
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Recommendation 14. OIG recommends that the Bureau of Information Resource
Management (IRM) require each embassy and post to certify annually that all lap’
top computers have been encrypted. In addition, for laptops that cannot be en!
crypted or where there is a valid operational justification for the laptops not to be
encrypted, IRM should remind embassies and posts of the requirement to obtain
waivers from IRM’s Information Assurance Office.

Recommendation 15. OIG recommends that Embassies Bogota, Mexico City, and
Vienna require the Information Management Officer to comply with Department
of State policy to encrypt all laptops or to obtain waivers when there is a valid
operational justification.
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APPENDIX A

Scope AND METHODOLOGY

The Office of Inspector General (OIG) visited Embassies Bogota, Mexico City,
Rome, Tokyo, and Vienna and the American Institute of Taiwan (AIT) in Taipei durt |
ing February and March 2009. OIG conducted this performance audit in accordance
with generally accepted government auditing standards. Those standards require that
OIG plan and perform the audit to obtain sufficient, appropriate evidence to provide
a reasonable basis for the findings and conclusions based on the audit objectives.
OIG believes that the evidence obtained provides a reasonable basis for the findings
and conclusions based on the audit objectives.

OIG analyzed Department of State policies and procedures, as well as other
relevant laws, regulations, and standards, including the Foreign Affairs Manual, the
Foreign Affairs Handbook, the Government Accountability Office’s Standards for
Internal Control in the Federal Government, and Office of Management and Budget
directives. OIG also interviewed officials who were responsible for managing and
maintaining the laptop computers, applicable records, and inventory and acquisition
systems at the embassies and posts. OIG also interviewed officials from the Bureau
of Information Resource Management (IRM), the Bureau of Diplomatic Security,
and the Bureau of Administration who were involved with laptop computers at Del]
partment headquarters. Moreover, OIG interviewed representatives of the regional
bureaus to obtain their perspectives and understanding of their roles and responsi
bilities with respect to accounting for and providing security over laptop computers
at post.

The overseas posts were selected for site visits and review using a nonstatistical
sampling method known as judgmental sampling, Rather than basing the selection
criteria on the laws of probability, a judgment sample is chosen via the use of dis
cretionary criteria. The criteria for selection of posts included the number of laptop
computers reported by the posts in response to an IRM survey, the self-reported
encryption rates reported in this survey, failure to respond to the IRM survey, the
inventory control system in place (Non-Expendable Property Application or Intel |
grated Logistics Management System), geographical distribution, and the recency of
OIG visits.
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With respect to selecting individual items to test at each post, one of three
procedures was used. In order of preference, the procedures were census (that is,
complete enumeration of a population), statistical sampling, and nonstatistical sam
pling. Regardless of the sampling procedure chosen for a particular test, the actual
selection of the specific items was accomplished via the use of random numbers
whenever practicable, even if a nonstatistical sample, such as judgment sampling, was
used in order to preclude the introduction of bias into the selection process. Factors
considered in determining the particular method chosen included time constraints
and the adequacy of the embassies’ or posts’ records.

Other areas of testing included a review of the adequacy of laptop computer
loan documentation, compliance with disposal procedures, and the completeness of
documentation to support the required cyber security awareness briefing. All OIG
testing, including the results, is detailed in appropriate sections of the report.

Review of Internal Controls

OIG tested the official inventory lists provided for existence and completeness
to assess whether the system of internal controls over the inventory of laptop com!]
puters was effective (that is, whether it provided reasonable assurance as to the reli’!
ability of inventory information and accountability of the individual computers). As
stated in the report, OIG identified internal control weaknesses in recording laptops
in the official inventory and/or in entering the laptops into the inventory in a timely
manner, in the laptop loan documentation process, and in the coordination between
post sections for validating and reconciling the inventory of laptops.
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APPENDIX B

United Sintes Depariment of State

Chief Information Officer
Information Resource Managemeni

Washimgton, D.C. J0520-6311

MEMORANDUM —

TO: O1G = Mr, Harry Geisel, Acting F—'r ﬁ )

FROM:  CIO- Sumw

SUBJECT: Draft Report of dudit of Overseas Lapiop Computer frventory
Cowttrals and Securily Management (AULDYSI-10-08)

Thank you for the opportunity 1o review and provide written comments about the
subject draft report.

IRM issued guidance in 09 State 100287, Subject: Unclassified and Sensitive but
Unelassified Laptop Inventory and Encryption Responsibilities, dated 92509, w
remind personnel about laptop inventory accountability responsibilities and
requirements, We believe that this ALDAC addresses OIG Recommendation
numbers 1, 3, 6, &, 10 12 and 14, as shown on the attachment. 'We have cited and
copied the paragraphs from the attached ALDAC that we believe addresses each of
the recommendations. The ALDAC is also attached.
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Draft Report of
Audit af Ohverseas Laptop Compurer Inventory Controls and Secwrity Moanagemend!
{AUTVSI-10-08)

Recommendation 1: OIG recommends that the Bureau of Information Resource
Management emphasize, to Information Management Officers, their responsibility
for entering all Department of State laptop computers under their control into the
official inventory and entering them in a timely manner.

IRM's Response: 09 State 100287, paragraph 1 states: “.._IMOs are responsible
for the inventory and security of all unclassified and SBL laptops at their site.”
This is an action ALDAC that provides instructions for IMOs and 1550s regarding
laptop inventory and encryption activities.

Recommendation 3: OIG recommends that the Bureau of Admimistration and the
Bureau of Information Resource Management clarify the roles and responsibilities
of the posts' Information Management Officer and the General Services Officer for
contralling and imventorving laptop computers. They should alse require posts to
validate and reconcile the official laptop computer inveniory data more frequently
than annually,

IRM's Response: 0% State 100287, paragraph 1 states: ... IMOs are responsible
for the inventary amd security of all unclassifed and SBL laptops at their site.”

The Bureau of Admmistration and the Bureau of Information Resource
Managerment believe that it i3 sufficient (o require posis o validate and reconcile
the official laptop computer inventory data, annually. In addition, post
management should conduct periodic reviews of the equipment o ensure the
review resulis agree with the vear-end inventory ¢ouni. To require more than an
annual inventory would not be practical and would not produce substantially more
benefits.

Recommendation &: OIG recommends that the Bureau of Information Resource
Manzgement ensure that embassies and posts properly complete loan documents

and maintain them for the lapiop computers for a neasonable period of time, such
as for 12 to 18 months, to allow for subsequent review, audit, or investigation of

the laptop computers.
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IRM's Response: 09 State 100287, paragraph 3C states: “The MO, as the central
site officer for laptop management, must implement a centralized laptop control
and check out procedure, regardless of the purchasing office. eForm DS-7642,
Muobile Computing and [ata Storage Request Form, provides a means to manage
laptop control and check out™ Additionally, IRM will include on its website,
guidance 1o IMOs asking that they maintain loan documents for the duration of the
loan of a laptop.

Recommendation 8 001G recommends that the Burean of Information Resource
Management remind posts to immediately report stolen and missing laptops;
complete Form DS-132, Property Disposal Authorization and Survey Report; and
conduct investigations of stolen and missing laptops.

TRM Response: 06 State 100287, paragraph 3B, states “Record and report any
missing, lost, stolen, excessed, or destroyed laptops in accordance with established
policy. Computer security requirements for the disposal/destroction of media
{including hard drives) can be found in 12 FAH-6- H-542.5-10, and relevant
property management guidance can be found within 14 FAM 4107

Recommendation 10: O1G recommends that the Bureas of Information Resoures
Management (IRM) reinforce the requirements that all laptop users should receive
the Bureau of Diplomatic Services Unclassified’ SBU Laptop Cyber Security
Briefing and that the employes and the Information Management Office briefer
should sign and retain the accompanying acknowledgment form. In addition, IRM
should encourage all embassies and posts to provide to laptop users, interactive
annual briefings.

IRM Response: 09 State 100287, paragraph 30, states “All laptop users, in
coordination with their 1850, must annually review the DS Unclassified/SBLU
Laptop Cyber Security Awareness Briefing and sign the acknowledgement form,
Eoth documents are available on the DS/SLCS website at:
hetpa-/intranet.ds._state. shm@&!hbtwhwmmnssliﬂwmn:ss%lﬂ
fiy Dﬂbllﬂ]mﬂ_’ e - e fing : j
The IS5 must sign and retain all mmpl&wd a:knnwladgemem f-::rms in order 1o
identify users who completed their briefing requirement.”

Recommendation 12; OIG recommends that the Bureau of Information Bezource
Management (IRM) direct all overseas embassies and posts to comply with the

requirements stipulated on TRM"s Web site for the proper disposition/destruction
of hard drives on laptop computers.
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IRM Response: 09 State 100287, paragraph 3B, states “Computer security
requirements for the disposal’destruction of media (including hard drives) can be
found in 12 FAH-6 H-542.5-10, and relevant property management guidance can
be found within 14 FAM 410"

Recommendation 14: OIG recommends that the Bureau of Information Besource
Management (TRM) require each embassy and post to cerify annually that all
laptop computers have been encrypted. In addition, for laptops that cannot be
encrypted or where there is a valid operational justification for the laptops to be
encrypled, IRM should remind embassies and posts of the requirement to obtain
waivers from IRM's Information Assurence Office,

IRM Response;

IRM will work with the Bureau of Diplomatic Security to require each embassy
and post 1o certify, annually, that all laptop computers have been encrypted.

Additionally, 0% State | 00287, paragraphs 3F and 4 state respectively:

{3F) *Encrypt all laptops according to Department guidance (see REFTEL A). The
current encryption product has been tested and works on both Vista and XP
operating systems, however it does not work on 64-bit machines, If post has
procured or plans to procure 64-bit machines they should use WINmagic as an
encryplion solution available at www winmagic.com, The SafeMet ProtectDrive
encryption software and mstallation instructions

available at: httpoVirm.m.state sbuw/downloadslaptopencrvptionPagesWelcom
3500

and

{4) “Laptop waiver requests: The Office of Information Assurance (IRM/TA) has a
procedure for granting a waiver to the laptop encryplion requirement. Waivers are
granted on a

case=by-case basiz and require sirong justification, For more information or to
submit a waiver request online, visit;

http://inm.m.state.sbu/sites/ia/SiteDirectory/laptopwaiver/Pag
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APPENDIX C

Fram: Dempseey, Kevin J

Sent: Friday, Mowsmber 30, 2009 2:98 PM

Tor Klermnstine, Evelm (015}

Ce: Marting, Jim (D0G); Gllesple, Stephanie &; Leach, Theresa M

Subject: PW: Comiments on Draft Beport on Audit of Cverseas La pbop Computer Tnventory Controls and
Security Management (AUDYSI-10-08)

Fvl

Frum: SAMART Core

Sl Friday, November 20, 3009 02:25:05

Taz Dempacy, Fevm

Sulsject: :‘.“mnnwtg an Daflt Report an Andin of Overseae Laptop Computer Inventory Controls
and Security Muonngement (ALTTYSL- 1085

1 BOGOT A 3T02

oy 0, 2008 1 20T825E MO OB

AMEMBASSY BOGOTA

WhASHDC, SECSTATE ROLTINE

=

BMGT, A2IG, AlMF

SIFeS

AJ 5 N 2008 MEMOR ANDLIM FROM ﬂHG HARDLD W GEISEL TO
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El ORAFT REPORT O AL[HTGF@J'EFESEAS LAaPTOP COMPUTER

BHVENTORY CONTROLS AND SECLIRITY MANAGEMENT {ALUCYSI-10-08}

FOR OFFICE OF IMSPECTOR GENERAL (0I5

Subject: Comments on Oraft Report on fudt of Ceers=as Lapiop Computer imsenbony
Crorirols. and Security Managemen? [(AJDSE1-10-08)

i

1. Follpwing is Embassy Bogota commants on the draft repert and informatien an actions takan
far the seven recommendations (Mes. 2, 4, 7, 9, 11, 13 and 15) that require Post's attantion par
Faf AL

2. OIG Recemmandation 2. QIG recommands that Embassies Bogota, Maxico City, Roma,
and Vienna reguire the Information Management Cfficer and the General Serdces Officer to
arksune that all Bptops are properly antarad into the post inventory system and pariadically
recenciled to manuwal records,
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Agree, Per the drafl DG report, ref B, IMO and G50 will ensure that MAS procured lapleps and
RS0 pracured mptops are amtared n ILUS avan when the laptaps are pracured outsice of
normal Embassy precwement channols, |MO & GE0 will ensure that all MAS and RSO
personnel understand Post's policies. IMO has taken over the management of MAS laplop
imentony to ensune all MAS laptops are propary invemtoried,

3. 4G Recommendabion 4. OIG recommands that Embazsies Bogota and Mexico Ty reguire
the Information Managemant Officer to submit the resuliz of the mest physical Inventory of laptog
compuiers, aleng with the accompanying reconcilaton of the offizial invamory with tha
Infarmation Managemant Officers unofficial irmeentory, bo the Bureau of Infformation Resounce
Management and the Office of Inspector Genaral.

Agree. GS0 and IRM will malch laplop inventories on a quaniedy basis and ensune all laplops,
hiorseavar or by whoever procured are endered inte the ILMS Inventery. IMO & now responsibla
far complete managemant of all State Depatment lapiops,

4. OIG Recommendalion 7. OIG recommands that Embassies Bogota, Mexico City, Roma,
and Vianna reguire the Information Management Officar to ensure compliance with laptep loan
out procedunes and the proper preparation of supporting documentation,

Agras, MO will assure that per the OKG draft report, ref B, since "Mest of the documants wars
in tha MAS, where afficials said that they wenz not avware af the requiremant to have autharizing
Signatures,” NAS officials are awars of the requirement, Ref B also states that "0IG informead
the MAS chief that all laplop koans required a supervisery autharizing ofMiclal to sign the farms,
and ke agraed to ansura that this was dong in the future.” [MO s now responsible for all FMAS
lapiops and will emsure these laptops adben io all Past and Depafment procedunes.

5. QIG Recommandation 9. QIG racommeands that Embassy Bogata require the |nfarmaticn
Mamagement Cfficer and the Genaral Services Officer o investigate the dispasition of each
mig=ing lapiog and prapare the required documeniation as necessary. The Bureau of
Infoarmation Rescurce Management and the Cifice of the Inspector General shauld then be
nedified with the accompanying documantation,

Agree, Par Ref B “this cocurred because the Embasey's MAS and G50 did not folloyw reguired
Department procedures for reporting missing laptop., MAS should have repored these losses
immmadiataly to the IWO" This recommendation ales reates back b recommendation 2 where
"all laptops are propedy antered inte the post imentory system”. COnce this occurs IMO can
ansura all lapieps ane counted and missing lapteps proparly dispesed of, Par Ref B, *During its
wisik, OIS informed MAS and tha G50 of tha need to mmedialely repor the missing lapiops to
cognizant officials for appropriate actions...In March 2008, the NAS prepared the reguired
property dispesal raports for &85 five laptops.” IO will remind MAS and GEO of the reparting
reguiremant for missing property as direcied in FAM. IMO is now respansible for all laptops 5o
thiz tssue should mever necur.

8. NG Recommandation 11. QIG recemmends that Embassies Begata, Mexice City, Roma,
Taloyo, and Vienna and tha Amencan Instituta in Taiwan raquira tha Information Managemsant
COfficer to ensure that all lapiop users recoive the annual cyber security awareness briefing and
to maintain documaniation o suppor thal the brefing was presented.

Agraa, MO is now managing the complete laptep program. Since all Eptop wsers will b
=subject to procedures aullined in Ref B thare should be no unsigned acknowledgemant fonms.
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By signing the form DS-T642 Mobil Computing and Data Storage Request, the user
acknowledges that tha brisfing has besn complated.

7. QIG Recommendation 13, O1G recemmends that Embasey Bogota and the American
Institute in Tamwvan requine the Infprmation Managemant Officer to comply with the provisiens of
the Farzign Affairs Handbaok {12 FAH-8 H-242,5-10) far hard drive disposition and the proper
pregaration af lapbap shipping documentation.

fgrae, Par Ref B, “During FY 2008, Embassy Bogeta's MaS disposed of 14 lapsops through
audtion, but tha MAS did not follow the Depadment’s regulation for the proper

disposiion of hand drivves. The FAH (12 FAH-B H-542.5-10) reguires all hard dives 1o be sam
via classfied pouch to IRM for disposion. NAS offizials said that tha haed drives had baen
erased with Depariment-approwed saffwane to remave any information prior o sake. However,
all hard drives must b= sent via classiied peuch i IRM for disposibon. The MAS offliclals further
stated that they ware unaware of the requiremeant te send the hard drives to IR and that it was
the MAS's understanding that embassias and posts were allowad to saniize hard drivas and to
destroy tham in accordance with local procedures.®

D B rew managing the laptep program Including all NAS laptops. Diapesition of all NAS
lapiops and hard drives will comply wigh the pravisions of 12 FAH-6 H-542 5-10

4. OIG Recommendation 15, OIG recommants that Embassles Begota, Mexics ity and
Vienna requira the Infermation Managemant Officer to comply with Department of State palizy
ta ancrypt ol lopicps or to cbisin warvara whan thare @ 5 valid cparationel justificeticn,

Agrae. MO |5 now managing the laptop program and &ll lapteps ane ancrypted. MAS and RSO
lapiops that were too old for encryplion have been dsposed,

8. Post appraciates the epporunity to participate in this overseas review and comect noted

deficiencias,

Hignature: BROMWMFIELDY

Dirafied By BOGOTA Dampeey, Kevin J
Cleared By: Gillespie, Siephanie &
Approved By: BOGOTA Dempsey, Kevin J
Relaased By BOGORT A Dampsey, Kavin J
Infos:

Altachrmenly: Metacaia cat

Acticn Post:

Dissamination Fubs; Rig b s Copy
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APPENDIX D

Embarey of the Lodted Simivs of Anrericas

' Iume, Novembor 17, 7008
LINCLASSIFIELD

WAL MDREAN
T Ms Evelyn B Klemestine, Assiqsr Inspeetor General for Audies, O10

FRLNA: Ambaiascor Divid H, Thimio, }i &j{;’l..:—-'

SUBIECT:  Drafl Report on Asd¥ oy Charsear Legieyn Cumpaver Dnemory Conines and
Negverity Manageeend (A LINS1- | D-0E)

‘I'sank you for the apparoniy 1o provice wrisien commeses an the denft repon on Al af
Edvrrivu Lapwop Crimputer fiverneey {nnimds g Seoneity Mangpamign (A LINS-10208).

[imitssy Riorse mpeves with recommendations 2, 7. and |1 from the QG wedi repen. In
respanse o these lradings the GSO and |MO sectivns developed and Enplemenied siondand
eperating, pecedures i imprave coondinggion and addeess the G s renmimenidations.
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APPENDIX E

Memorandum

Aneriam Exbaay- ey
DATE: Movenbar 12, 2009
™ Evelyn R. Klenastine, Asalacant Inspector Genaral for Audics
FROH: John L, Wave, Inforsabicn Syatans WEiﬂHt’H

BUBIECT - Drale Report on AEIEC of Overgeas Lapbop Cofmputer IRWentory
Comtrals amd Security Management (AODASI-10-08) .

Regarding the following recompendatien from the recent Andit of

Dhverseas Laptop Compuber Imwenbory Controls apd Seoupicy Manamemrent at
OE Enbasgy Tokyo:

Raconmendatlon 11. OIG recommards chat Enbassies Bogdta, Besicos
City, Rome, Tokyo, and Vienna and the Anerican Inskitute in
Taiwan regquire the Informaticn panagement DfEficer to ensure chat
all laptop users receive the aopual cyber security awarsoess
Eriefing and to maintein documentation to support that the
bri=fing was pres=gte=d.

Tokyo sgress Lo this reconnendation. Embassy Tokwvo ISD ensures that
all laptop users receive the anoual cyber security awareness briefing.
The briefing must take place on a stand-alone computer within the
Information Syarema Centar [IBTF. I8C maintalns documentation to
support that che briefing was preseanced amkl che INMO will have che
abkility ta view this infermatico ¢n Tokyo's SharePoint saite. Anfual
lapoon briefings are reguired For all lapeop users.

co: ANE - John Room
DM - Janes Zumsalt
Managenent Coumselor - Jamos Forbas
IMO - Robesrt Adsms
G50 - Robert Bare
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APPENDIX F

Embassy of the United Siares of America

Vienna, Rustria

Hovember 25, 200%

THCLASSIFIED
T 0IG: Harcld W. Geisel, Acting
FEOM: AMB: William C. Eachs, III

SUBJECT: ODraft Report on Aodit of Overseas Laptop Computer
Inventory Controls and Security Management [ARURSSI-10-
08

Executive Summary

The summary cocrectly notes that "Federal government
agencies are réagquired by law and regulation o safeguard
#aengitive and personally identifiable information (FLI)
contained on laptop computers.® This is wery clear and iz a2
logical security safegquard. Howewer, the Department of State
(003) auvtomatlically places all laptop computers in the category
of holding PII ilnformation. In reality, however, very fow
laptop computers actually have any PII information. Yet, poats
ara regquired by internal DOS requirsment to enceypt all lapktops
as if they do, While walvers age often granted, wa stlll find
the DOS interpretation as illogical, too restrictiwe, and a time
SOonauming make=work axercise,

It 15 our view that the annual Foreign Service Inatitute
(F531] Cyber Jecurlty Awarenessa Courds (F3 800) regquired of all
COpenlet ugers iz adequate user Awareness education far most
gituations. Requiring a secondary annual "DS Unclassified/SBO
Laptop Cyber Security Awareness Briefing® creates an onerous
duplication of awareness educatlon for users. We agree that PII
or 5B data sheuld reguire encrypted laptops. Howewar, wa Lind
that most routine cases of uaing laptops abroad do not it
either FII <r 3BU data criteria. We often temporarily issue
laptops zimply as an enabling portable tonol for Internet access
to usze DOS issued OpenNet Everywhere (ONE fob) devices. Using
the ONE fob, the laptop iteelf will not contain any PII or SEU
data,
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Vienna maintains that oer overall internmal ceontrol
procedures are affestive and correct. The literally hundreds of
man-hours spent already this year as an BETA laptop enccyptian
pilot site on behalf of the entlre DOS clearly shows our serious
and positive support to the program. In fack, it was Vienna
that initially resclwved the sericus world-=wide technical proeblem
with using SAFEMET and SYMANTEC together. The DOS sent
mandatory policy instrocticons to the field when in realicy; the
software didn’t ewven work correctly. Vienma has 100%
accountablility of all laptop computers. One "miassing laptop™ Ls
bolieved to have besn correctly dispased of, but with transposed
WEFA numbers., The “stolen” laptop computer as cited In the 0IG
report was documented as transferred to a local wendor for
repair, after which the vendor lost the laptop in transition
batwaen ita facilitiea, This was verified by the Reglional
Security Office.

The OTG report fails to adeguately recognize the Vienna
pilot role regarding encryption. We also cited the minimum four
man-houra required te encrypt a single laptop computer, and that
every significant Microsoft aor cther applicable security update
patch requirea a complete new encryptlon activity. The rpisk ws.
man-houks to support the DOS epcryption program Wwag ROt even
considered by the OIG team. Such a rescurce intensive program
should be highlighted and IPM offices adequately staffed.

Conaldering the fact that mosb laptop computers never
contain any PII ar 5B0 data:; we recommend D05 authorize posts to
logcally determine encryption need based on the speciiic and
individual buainess vas of the laprop. The ISS0 can alas
validate the decision.

The ©IG report correctly notes that not all laptops ware
updatced in officlial inventories (NEFA). This is due to Che fact
that cur G20 does not ectually maintain a real-time inventory
update, but performs batch procesalng and reconciles the master
inventery once a year. However, as clearly noted during the
audit, Vienna still had accountability of all laptop computers.
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Background

OB Memorandoem M-06-16 requires enceyption “unlesa the data
is determined to be nonsensitiwve.” Post agrees with this 0IG
reacommendation and believes that PoEtE are J}E'Et-]:lﬂﬂitlﬂl'l@li to
evaluate whether data is sensitive or not, especially if no PII
or 5Bl data is involved at all. A procedure that would reguire
lssuance of waivera by Washington would create uRnmeCesSary Work,
processing time and delays.

Wienna is planning to implement the new Integrated
Logistics Management System (ILMS) for inwentory managemsnt in
2010. We believe that this will help tighten inventory
processing here.

Andit Results
H.ﬂ.:l.i.ngl.

The key peint is that pest had full accountability for all
ita laptop computers. In addition, the OIG team was aware that
poast was in the middle of an axercise to dispose of o1d laptop
computers and to prepare new laptop computers purchased with EOY
2008 funds for issue. Many were abill in che factory bDoxes and
b=ing in-processed. MHatwrally, this timing meant IPC's
inventorles were not fully reflected in the HNEFRE maintaimed by
G300, Despite the off-cycle transition process before GS50"s
annual check of svery device, post still was ahle to account for
all laptop computers. So we balieve it is misleading to cite
the HEFA inventory status as a problem.

We do not agree that the MO and G50 are respon=ible for
the Vienna Traimning Qffice [VTO} laptop computers. VTO is a
completely separate, PROGRAM funded organization, which is
guperviged directly by the Publiec Diplomacy Teaining Divisien at
the Foreign Service Institute (FSI/JSPAS/FD). Curcently, all
eguipment operations and maintenance asgsoclated with the
training activity is solely the responsibility of F5I. as with
other non-ICASS equipment at poat, the IMD has no operatiocnal
cantral far VTO's laptop computers, nor does GSO inventory these
devices. Should the relevant bureaue of DIS decide to make them
the reaponaibility of local IMO and G20 management under a
“site” interpratacion, then they would be handled as an ICASS
service, wlth an ICASS workload count and direct charges to the
relevant program code.
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The ¥I0Q Trainling Manager maintains full accountabilicy of
their laptop computers. Therefore, it is neither deairable por
necassary to transfer this function to IMO and GSO and create
additional ICASS workloads and charges. Hote that this division
of responsibility does not prevent sharing of best practices or
other collegial assistance. For example, to expedite and
resolve the anorypiion question, the Vieana ISS0 submitted a
walwver reguest on YTD0's behalf to DO5 headguarters. We alseo
wizh to point out that the practice with VTO is similar teo other
DoE program offices. The Bureau of Diplomatic Security laptops
are not part of any "site” inventory, encryption or cther IMO
procedures, DS sendas laptopa directly te Engineering Services
colleagues and some Agents. IEf in faet G50 and IMO wera alsao
made responalble for those computers, then DOS headquarters
should make that new practice clear and we alss would have to
include thoae dewices as ICASS werkload counts.

STATE 3537 states that *“the IMO 15 responsible for the
inventory™ of laptop computera. While impressive in thought, in
practical reality this is an illegical approach. The master
unclassifled WEFA or ILMS inventory 1ls maintalned exclusively by
G50, not the IMO. Consider too that it is wswally local Fareign
Mational collesaguss who maintain the database. Expanding hands=
on ARveRnCory CALa Management Lo non=-usw offices and starff would
create a conflict of interest. We agrem that there should be
more effective and timely coordination between the IMO and the
G830, but to expand accéss bo master inventorles and hawve
multiple staff maintain the data would result in a reduction of
inwentory and overall management controle.

Per the OIG suggestion, Vieana now maintains a
documentation file folder of all issued and returned laptop
computers. While we enjoyed usinmg an in-house developed single
page accountability signaturce form, we have transitioned to the
required four separate DOS forma that headquarters feals
neceasary for fssuing & single laptop computer. This alas
includes the user security briefing form.
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Vienna confirms that our curcent precess for users to
raview the 0S5 on-line briefing (placed on the desktop of every
laptop waer) is adeguate and appropriate. This ls especially
legical since many users fregquently check-out laptop computers
for TOY trips but otherwiss do not keep permanent cuatoedy of the
device. We will continue to obtain an acknowledgement
signature.

All users in Vignna are kept uwp to date on the redgquired
annual F3I Cyber Security Awareness Coursae. In accordance with
policy, we disable uwaer accounte on overdue certlfications until
the user completes the annual requirement and provides the ISC
and ISSO with completlien certificates.

Rudit Results
Finding ©

Vienna destrovs all computer hard drives; no matter the
system or device it was used on.

Audit Results
Finding D

The COIG draft report's “Table 3" percentage data is
nmnislesding. Howewver, ths report correctly cites that many
laptop computers were too old, had insufficient memocy, or were
uzed exclusively for training. BAs the OIG team was aware, we
had many old laptop computers being prepared for disposal. Thay
cbvicusly will not be encrypted. In additlon, even aa late as
when the OIG Ceam, was at post, Che enceyption solbware was
still in BETA testing and would not permit sneryption of many
laptops.

dur technicians were concerned that the 0IG ceam was not
actually leoking at the correck information as te whether.the
encryption process had besan fully completed. They had been
locking at each laptop, right-clicking the key ieon and locking
ar the software version and install date. While Ehis is vsaful
information, the final step of the encryption process should
have uploaded Che encryption anvelope Lo the Laptop Enceyprion
SharePoint Web Site. Only a comparison of the vploaded
envelopes with the physically enceyprted laptops will demonstrate
a completion of che entire process.
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We do not At all agree with the OIG drafe report sTtatement;
"Again, in each circumatance where laptops were not encrypied;
sufficient time had elapsed since the Department notificatlion
for all posts to have taken appropriate actions in accordance
with tThe guidanese.* Heow could asy post meet this requirement
when the scftware did not work? It was still malfunctionming
when the OIF tTeam visited Vienna.

Response to recommendations specific to Embassy Vienna
Recommendation 2

0I5 recommends that Embassies Doagota, Mexico City, Rome,
and Vienna reguire the Information Management Officer and the
Genaral Services Officer bto ensure that all laptops are properiy
entered inte the past inventory system and periodically
recanciled co manual records.®

ﬂ:l-l.ll'_f Vienna responsa

Agree - ALl laptops under the control of the IM) arce
entered into the post HEPR database.

Eecommandatciaon 7

"IG recommends that Embassies Bogota, Mexico City, Roae,
and Vienna reguire the Information Management Officer to ensure
coppliance with laptop lean cubt procedures and the proper
preparation of supporting documentation. ™

Embassy Vienna response

Agree — Vienma is in the process of transitioming te the
four-page laptop loan out form. We anticipate completion of tThe
new forms with the annual physical check of all laptops in
Januwary 2014,

Becommendation 11

"oIE recommends that Embassies Bogota, Mexica City, Rome,
Takya, Vienna, and the American Institobte in Taiwan reguire ghe
I'nformation Management {fficer toe ensure that all laptop users
receiva the annusl cybersecurity awarensss briefing and to
maintain documentation o support that the briefing was
presented.
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Embassy Vienna response
Agree - Wienma L= in the process of updating the

cybergecurity acknowledgemant form. At present, 28 are signed
and cthree remain pending.

Recommandation 15

YOIS recosmends that Embassiss Bogoba, Mayxico City, and
Vignna require the Information Mrnagemant SfFficer to campily wiCh
Department policy to encrypt all laptops or ta obtain waAivers
wihen cthere 2 a wvalid CIPE'I'&E.EG'J'JEI JHSEII!C‘EEICIH.-

Exbagsy Vienna Eesponse

Disagree - Posts should have flexibiliey o determine the
need for laptop encryption. Howewer, in compliance with current
DOE direckives, a&ll lapteps currently under Wienna IMO
management control are being encrypted; 57 have been completed,
one waiver has been granted, one walver has been reguested and
che remaining laptep is scheduled for enceyprion at the
conclusion of a conference in Decoamber .

Conalusion

While the QI Awdlt cltes some valild areas for concern, in
particular with inventory management, it i5 necessary for the
OIG to reconsider same of eheir findings For accuracy and
consistancy with ovarall device accountability. refocus their
recommandations, and also cleacly note the critical man—-power
requirements that are necessary to support a laptop computer
program.

It ia a fast that maintaining a laptop computer program at
post is very time consuming. In additiom, getting the SAFENET
and SYMANTEC software to work corpectly with & particular device
can take several man—days to cesolve. The report as currently
drafted dees not take these Ffaste inte acccunt, yet they hawe
significant management and resource implications.

1. 0S5 establish a central office, similar to GITM, ta
manage the entire corporate .'I.HPI'.DP- cCoOmputer progcam, For
this axerci=s, we will refer to this as the "Hobile
Computing Office (MOO),; perhaps actually a lagical and
existing IRM office for ik.
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2, All laptop computers should be centrally administered
from the MCO. Posts submit working capital funds per
device to pay for program management, technical support
for encryption and computer administrative, inventory
managemgnt,; pouching te/from peost, deviee purchase; and
moat importantly te enaure cerpoarate wide capability and
consistency with software and equipment products, and IT-
CCB standards. This would save every post the headache
of getting the SAFENET and SYMANTEC software ea work with
different models of devices, which industey changes about
every six months {or less.} Such an approach would alsc
atop aeparate ICASS workload accounting, thereby actually
daving USG funds. It is a windwin for all.

J. Clear D05 clarity is necassary to determine exactly who
is responsible for malntaining the laptep computer
inventary inm HEPA or ILMS. DO2 instructions are
contradictory.

4. Clear DOS clarity to decermine exactly what constitutes
an IMO's “slte* responslbllity. I[f in fact Tralning
Centers, Diplomatic Security, or other program and
regiconal activities are to follow the same corporate
regquirements, then all laptop computers must be shipped
directly to the IMO and administered under the corpeorate
pregram wia HEFA or ILMS. If DOS chocses to establish a
corporate polley for laptep security, it is important for
Bureay of Diplomatic Security to support it. HAgain, our
recommendation (11 and (2] resclves this issue too.

Thank you for the opportunity to comment to the drafc OIG
report. We trust that the necessary cocrections will be made
before final release.
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ABBREVIATIONS

A Bureau
AIT Taipei
ALDAC
APO
CIO
CISO
DS

FAH
FAM
GAO
GSO
ILMS
IMO
IRM
IRM/TA
IRM/OS
NAS
NEPA
OIG
OMB
PII
PMO
RSO
SBU
VTO

Bureau of Administration

American Institute in Taiwan

All Diplomatic and Consular Posts
Accountable Property Officer

Chief Information Officer

Chief Information Security Officer
Bureau of Diplomatic Security
Foreign Affairs Handbook

Foreign Affairs Manual

Government Accountability Office
General Services Office/Officer
Integrated Logistics Management System
Information Management Officer
Bureau of Information Resource Management
Office of Information Assurance
Operations Support Branch

Narcotics Affairs Section
Non-Expendable Property Application
Office of Inspector General

Office of Management and Budget
personally identifiable information
Property Management Officer
Regional Security Office

sensitive but unclassified

Vienna Training Office
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FRAUD, WASTE, ABUSE, OR MISMANAGEMENT
of Federal programs
and resources hurts everyone.

Call the Office of Inspector General
HOTLINE
202-647-3320
or 1-800-409-9926
or e-mail oighotline@state.gov
to report illegal or wasteful activities.

You may also write to
Office of Inspector General
U.S. Department of State
Post Office Box 9778
Arlington, VA 22219
Please visit our Web site at:
http://oig.state.gov

Cables to the Inspector General
should be slugged “OIG Channel”
to ensure confidentiality.
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