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ToTo thethe Secretary, Secretary, DepartmentDepartment ofof State: State:

We We were were engagedengaged toto auditaudit thethe accomaccompanying panying ConsolidatedConsolidated Balance Balance Sheet,Sheet, ConsolidatedConsolidated 
StatementStatement ofof Net Net Cost,Cost, ConsolidatedConsolidated StateStatement ment ofof ChaChanges nges in in Net Net Position, Position, Combined Combined Statement Statement
ofof Budgetary Budgetary Resources, Resources, and and Consolidated Consolidated Statement Statement of of Financing Financ ing (Annual (Annual Financial Financial
Statements) Statements) as as of, of, and and for for thethe years years ended,ended, SeSeptember ptember 30,200630,2006 and and 2005.2005. WeWe have have examined examined
internalinternal controcontrol l overover financial financial reporting reporting asas oof, f, anand d dduring uring thethe year year ended,ended, September September 30,30, 2006,2006, 
andand we we havehave examinedexamined compliancecompliance with with aapplicable pplicable lawlaws s andand regulations. regulations.

We We are are unableunable tto o express express an an opinion opinion onon the the Annual Annual Financial Financial Statements Statements as as of, of, and and forfor 
the the year year ended, ended, September September 30, 30, 2006, 2006, because because of of limitations limitations on on the the scope scope ofof our our work. work. Thus, Thus, the the
financial financial statementsstatements maymay be be unreliable. unreliable. ThThe e Department Department wawas s unableunable to to provide provide complete complete
financial financial statementsstatements or or respond respond to to requests requests for for evidential evidential material material in in a a timelytimely manner,manner, and and we we
werewere not not able able to to perform perform other other auditing auditing procedures procedures to to satisfy satisfy ourselves ourselves as as to to the the accuracy accuracy ofof the the
financial financial statementsstatements inin timetime to to meet meet thethe November November 15, 15, 2006, 2006, deadline deadline imposed imposed by by the the Office Office ofof 
Management Management andand Budget Budget for for issuing issuing our our report. report. Therefore, Therefore, the the scope scope ofof our our work work was was not not
sufficient sufficient toto enable enable us us to to express,express, and and we we do do not not exexpress, press, an an opinionopinion onon thethe 2006 2006 financial financial
statementsstatements. .

During During FY FY 2006,2006, the the Department Department became became aware aware ofof material material amounts amounts ofof real rea l propertyproperty that that
had had not not beenbeen reported reported properly properly in in its its 2005 2005 financial financial sstatements. tatements. AsAs a a result, result, thethe Department Department has has
restated restated 2005 2005 balances balances and and activity. activity. Accordingly, Accordingly, our our report report on on the the Department's Department's 2005 2005 financial financial
statements, statements, dateddated DecemberDecember 14,2005, 14,2005, should shoul d not not be be relied relied upon. upo n.
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We We are are unable unable toto expressexpress anan opinionopinion onon thethe AnnualAnnual Financial Financial StatementsStatements asas ofof, , andand for for
the the year year ended, ended, September September 30, 30, 2005, 2005, because because of of limitations limitations onon thethe scope scope ofof our our work. work. Thus, Thus , the the
financial financial statements statements may may be be unreliable.unreliable. The The DepartmentDepartment was was unable unable toto provideprovide completecomplete 
financial financial statementsstatements oror respondrespond to to requests requests for for evidential evidential material material on on its its restatement restatement of of the the 20052005 
financial financial statementsstatements inin aa timelytimely manner, manner, andand wewe werewere notnot ableable toto performperform otherother auditingauditing 
procedures procedures toto satisfy satisfy ourselvesourselves asas toto the the accuracyaccuracy of of the the financial financial statementsstatements inin timetime toto meetmeet the the
November November 15,2006, 15,2006, deadline deadline imposed imposed byby the the Office Office of of Management Management and and Budget Budget for for issuingissuing our our
report. report. Therefore, Therefore, thethe scopescope of of our our workwork waswas not not sufficientsufficient toto enableenable us us toto eexpress, xpress, andand wewe dodo 
notnot express, express , an an opinion opinion on on the the 2005 2005 financial financial statements. statements.

We We found found thethe following: following:

•• Reportable Reportable conditionsconditions onon weaknessesweaknesses inin the the Department's Department's internal internal controls.controls. 

•• Instances Instances of of noncompliance noncompliance withwith selectedselected provisionsprovisions of of applicable applicable lawslaws andand 
regulations regulations involving involving the the Department's Department's financial financial management management system. system.

• • The The Department'sDepartment's financial financial managementmanagement systemssystems did did not not substantiallysubstantially complycomply wwith ith
the the requirementsrequirements of of the the Federal Federal Financial Financial ManagementManagement Improvement Improvement Act Act (FFMIA) (FFMIA) of of
1996.1996 . 

Each Each of of these these conclusions conclusions is is discussed discussed in in more more detail detail below. below. This This report report also also discussesdiscusses 
the the scope scope of of our our work. work.

ANNUAL ANNUAL FINANCIAL FINANCIAL STATEMENTS STATEMENTS

Because Because the the Department Department was was unable unable to to provide provide complete complete financialfinancial statementsstatements oror respondrespond 
toto requestsrequests for for evidential evidential material material in in aa timely timely manner manner and and we we werewere notnot ableable toto perform perform otherother 
auditingauditing proceduresprocedures toto satisfysatisfy ourselvesourselves asas toto thethe accuracyaccuracy ofof the the 20062006 financial financial statements statements inin 
timtime e tto o meetmeet thethe November November 15, 15, 2006,2006, deadlinedeadline imposedimposed byby thethe Office Office of of Management Management and and
Budget Budget for for issuingissuing ourour reportreport, , ththe e scopescope of of our our workwork waswas notnot sufficientsufficient to to enable enable us us to to exexpress, press,
aand nd we we do do not not expressexpress, , anan opinion opinion on on thethe financial financial statements statements as as of of and and for for the the year year ended ended
September September 30,30, 2006.2006. 

BecauseBecause thethe DepartmentDepartment waswas unableunable toto provide provide completecomplete financial financial statementsstatements oror respondrespond 
toto requestsrequests for for evidentialevidential material material onon itsits restatement restatement of of the the 2005 2005 financial financial statementsstatements (as(as detaileddetailed 
in in Note Note 2020) ) inin a a timelytimely manner,manner, andand wewe werewere notnot ableable toto performperform otherother auditingauditing proceduresprocedures toto 
ssatisfy atisfy ourselves ourselves as as to to the the accuracy accuracy of of the the 20052005 financial financial statementsstatements in in timetime to to meetmeet the the
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November November 15,2006, 15, 2006, deadlinedeadline imposed imposed by by the the Office Office ofof ManagementManagement andand BudgetBudget for for issuing issuing ourour 
report,report, thethe scopescope ofof ourour work work waswas not not sufficientsufficient toto enableenable usus to to expressexpress, , andand wewe dodo notnot express,express, 
anan opinionopinion onon thethe restatedrestated financialfinancial statements statements asas ofof andand for for the the yearyear endedended SeptemberSeptember 30,2005.30,2005. 

AsAs discusseddiscussed in in Note Note 22, , in in FYFY 2005 2005, , thethe DepartmentDepartment determineddetermined thatthat majormajor aircraftaircraft 
componcomponents ents -- high high dolladollar r valuevalue ititems ems	 that that are are repairable repairable and and in in serviceable serviceable condition condition -- should should be be
trtreated eated as as general gen eral	 property property andand equipmentequipment andand asas suchsuch capitalicapitalized zed andand depreciateddepreciated overover thethe lifelife ofof 
thethe asasset set onceonce ininstalled stalled onon anan aircraft.aircraft. InIn FY FY 2006,2006, thethe Department Department conductedconducted anan analysisanalysis thatthat 
detern1ined determined	 thatthat the the actual actual usefuluseful lifelife ofof suchsuch componentscomponents waswas lessless thanthan twotwo yearsyears andand, , aas s suchsuch, ,
diddid not not meetmeet thethe definitiondefinition ofof generalgeneral propertyproperty andand equipmentequipment asas providedprovided forfor in in thethe Statement Statement ofof 
FederalFederal Financial Financial andand Accounting Accounting StandardsStandards (SFF(SFFAS) AS) NumberNumber 6, 6, AccountingAccountingfor for PropProperty, erty,
Plant, Plant, and and Equipment. Equipment. InIn addition,addition, thesethese componentscomponents dodo notnot meetmeet thethe definitiondefinition ofof inventoryinventory asas 
provided provided forfor in in SFFSFFAS AS Number Number 3, 3, AccountingAccountingfor for Inventory Inventory andand RRelated elated PropProperty. erty .

INTERNAL INTERNAL CONTROL CONTROL

InIn planninplanning g andand performing performing ourour auditaudit work,work, we we consideredconsidered thethe Department'sDepartment's internal internal
controlcontrol over over financial financial reporting. reporting. We We did did this this to to determine determine ourour proceduresprocedures forfor auditingauditing thethe 
financialfinancial statementsstatements andand toto complycomply with with OfficeOffice ofof Management Management andand Budget Budget (OMB)(OMB) auditaudit 
guidance.guidance. WeWe limited limited ourour internalinternal controlcontrol testingtesting to to those those controls controls necessary necessary to to achieve achieve the the
objectives objectives described described in in OMB OMB Bulletin Bulletin 06-03, 06-03, AuditAudit RequirementsRequirements forfor Federal Federal Financial Financial
Statements. Statements. We We diddid notnot test test allall internal internal controlscontrols relevantrelevant toto operatingoperating objectivesobjectives asas broadlybroadly
defineddefined bby y thethe Federal Federal Managers'Managers' FinancialFinancial Integrity Integrity ActAct of of 1982,1982, suchsuch asas thosethose controlscontrols relevantrelevant 
to to ensuringensuring eefficient fficient operations.operations. TheThe objectiveobjective ofof ourour auditaudit was was notnot toto provide provide assurance assurance on on
internal internal control. control. Consequently, Consequently, we we do do not not provide provide an an opinion opinion on on internal internal control. control.

The The objectivesobjectives ofof internal internal controlcontrol areare toto provideprovide management management withwith reasonable, reasonable, but but not not
absoluteabsolute, , assuranceassurance that that the the followingfollowing objectivesobjectives areare met:met: 

•	 • Transactions Transactions are are properly properly recorded recorded andand accounted accounted for for to to permit permit the the preparation preparation ofof 
reliablereliable financialfinancial reports reports andand toto maintainmaintain accountabilityaccountability overover assets. assets.

•• FundsFunds, , propertyproperty, ,	 and and other other assets assets are are safeguarded safeguarded against against loss loss from from unauthoriunauthorized zed
acquisition,acquisition, use, use , or or disposition. disposition.

•	 • Transactions, Transactions , including including those those related related to to obligations obligations and and costs, costs, are are executed executed in in
compliance compliance with with laws laws and and regulations regulations that that could could have have a a direct direct and and material material effect effect on on
the the financial financial statements statements and and other other laws laws and and regulations regulations that that OMB,OMB, Department Department
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management, management, oror the the InspectorInspector GeneralGeneral havehave identifiedidentified asas beingbeing significantsignificant forfor which which
compliancecompliance cancan bebe objectivelyobjectively measuredmeasured andand evaluated.evaluated. 

••	 Data Data thatthat supportsupport reportedreported performanceperformance measuresmeasures areare properlyproperly recorded recorded and and accountedaccounted 
for for toto permitpermit preparation preparation ofreliableofreliable andand completecomplete performance performance ii

Our Our consideration consideration ofof the the internalinternal controlcontrol overover financialfinancial reportingreporting wowo
ddiscloseisclose all all mattersmatters ofof internalinternal controlcontrol overover financialfinancial reportingreporting that that might might beb
cconditions.onditions. Under Under standardsstandards issuedissued byby thethe AmericanAmerican InstituteInstitute ofof CertifiedCertified 
rreportableeportable conditions conditions are are mattersmatters coming coming toto ourour attentionattention relatingrelating toto signifisignifi
ddesignesign or or operationoperation ofof internalinternal controlcontrol that,that, inin ourour judgment,judgment, couldcould adverseladversel
DDepartment's epartment's abilityability toto record,record, process,process, summarize,summarize, andand reportreport financialfinancial dada
aassertionsssertions ofof managementmanagement in in thethe financial financial statements.statements. Material Material weaknessesweaknesses
cconditionsonditions in in which which thethe design design or or operationoperation ofof one one or or moremore ofof thethe internal internal cc
ddoes oes not not reduce reduce to to a a relatively relatively lowlow levellevel thethe riskrisk thatthat errorserrors oror irregularitiesirregularities 
wwouldould bebe materialmaterial inin relationrelation toto thethe financial financial statementsstatements being being audited,audited, maymay
ddetected etected within within a a timely timely period period byby employees employees inin the the normal normal coursecourse ofof perfoperfo
ffunctions. unctions.

We We are are required required to to review review the the Department's Department's currentcurrent Federal Federal ManagManag
AActct report report andand disclosedisclose differences differences withwith thethe materialmaterial weaknessesweaknesses in in ourour reprep
iidentifydentify anyany discrepanciesdiscrepancies. .

We We noted noted six six matters matters involving involving internal internal control control that that we we considerconsider toto 
cconditionsonditions asas follows: follows:

••	 We We havehave identifiedidentified deficienciesdeficiencies relatedrelated toto thethe recordingrecording ofof persoperso
relatedrelated depreciation depreciation expense expense andand accumulatedaccumulated depreciation. depreciation. ThTh
have have an an adequateadequate systemsystem ofof controlscontrols to to identify identify andand recordrecord propprop
contractorscontractors. . Further, Further, the the Department's Department's controlscontrols overover vehiclesvehicles aan
property property are are ineffectiineffective. ve. OurOur tests tests disclosed disclosed (1) (1) significant significant discdisc
inventories inventories ofof property property reported reported by by postsposts and and bureaus bureaus andand those those
and and used used as as a a source source for for reporting reporting for for financialfinancial statementstatement purpospurpos
submitting submitting inventoriesinventories ofof property property with with no no investigationinvestigation byby respresp
officials,officials, (3)(3) propertyproperty notnot reported reported byby postsposts andand bureaus,bureaus, (4)(4) errerr
ineffective ineffective interface interface betweenbetween IT IT applicationsapplications related related to to propertyproperty,
depreciation depreciation resulting resulting from from incorrect incorrect in-servicein-service dates.dates. 

nformation.nformation. 

ulduld not not necessarilynecessarily 
e reportablereportable 
Public Public Accountants,Accountants, 
cantcant deficienciesdeficiencies inin thethe 
yy affectaffect the the
tata consistent consistent withwith thethe 
 areare reportablereportable 
ontrolontrol componentscomponents 
in in amountsamounts, , whichwhich 
 occuroccur andand not not be be
rmingrming theirtheir assignedassigned 

ers' ers' FinancialFinancial IntegrityIntegrity 
ort.ort. We We diddid notnot 

bebe reportablereportable 

nal nal propertyproperty and and
e e Department Department doesdoes not not
ertyerty in in thethe handshands ofof 
dnd otherother personalpersonal

repanciesrepancies betweenbetween
maintained maintained centrallycentrally 
es, es, (2)(2) postsposts notnot 
onsible onsible DepartmentDepartment 

orsors resulting resulting from from
, andand (5) (5) errorserrors in in
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•	 • We We have have identified identified deficiencies deficiencies related related to to information information system system security security that that we we believe believe
could could be be exploited exploited to to have have a a detrimental detrimental effect effect on on the the information information used used to to prepare prepare the the
financial financial statements. statements. We We believe believe that that the the information information system system networks networks for for domestic domestic
operations operations are are vulnerable vulnerable to to unauthorized unauthorized access.access. Consequently, Consequently, systems, systems, including including
the the Department's Department's financial financial management management system, system, that that process process data data using using these these
networks networks may may also also bebe vulnerable. vulnerable.

The The two two items items above above were were reported reported asas material material weaknesses weaknesses in in our our report report on on the the 20052005 
financfinancial ial sstatements. tatements.

••	 TheThe Department'sDepartment's financial financial andand accounting accounting system, system, as as ofof September September 30,200630,2006, , was was
inadequate.inadequate.	 ThereThere isis aa riskrisk ofof materiallymaterially misstating misstating financial financial informationinformation und under er the the
current current conditions.
 conditions. This This condition condition is is a a significant significant reason reason that that the the Department Department waswas
unable unable to to provide provide complete complete financial financial statements statements or or respond respond to to requests requests for for evidential
 evidential
material material in in a a timely timely manner, manner, whichwhich ledled to to our our inability inability toto express express anan opinionopinion onon thethe
 
20062006 financial financial statements.statements. The The principalprincipal areasareas ofof inadequacy inadequacy werewere the the following:following:
 

•	 • Certain Certain	 elements elements ofof the the financial financial statements, statements, including, including, but but not not limitedlimited to, to,
personal personal property, property, capital capital leases, leases, and and certain certain accounts accounts payable, payable, are are developed developed from from
sources sources otherother than than the the general general ledger. ledger. The The use use of of sources sources otherother thanthan thethe general general
ledger ledger to to generate generate elements elements ofof the the financial financial statementsstatements increases increases thethe potentialpotential forfor 
omissionomission ofof significant significant transactions. transactions.

•• During During 2006, 2006 , the the Department Department used used several several systems systems for for the the management management ofof grants grants
and and other other types types ofof financial financial assistance.assistance. TheThe systemssystems lackedlacked standardstandard datadata 
classificationsclassifications andand commoncommon processesprocesses andand were were notnot integratedintegrated withwith thethe 
DDepartment's epartment 's centralicentralized zed financialfinancial managementmanagement system.system. Further,Further, thethe Department Department
ccould ould notnot produceproduce reliable reliable financialfinancial information information thatthat defineddefined thethe universe universe ofof 
grants grants andand other other federal federal financial financial assistance. assistance. The The Department Department has has undertaken undertaken anan 
initiatiinitiative ve jointljointly y with with thethe U.SU.S. .	 AgencyAgency for for InternationalInternational Development Development to to estestablish ablish
a a grants grants management management system. system. Subject Subject toto funding funding approval, approval, implementation implementation ofof 
such such aa system system isis expected expected to to begin begin in in the the FY FY 2007 2007 time time frame. frame.

••	 The The Department Department is is unable unable to to produce produce year-endyear-end financial financial datadata to to be be included included in in its its
Performance Performance and and Accountability Accountability Report Report in in a a timely timely manner.manner. 

• • The The Department's Departm ent 's	 internal internal control control process process related related to to thethe managementmanagement ofof undelivered undelivered
orders orders was was inadequate. inadequate. The The Department Department has has made made significant significant improvements improvements in in this this
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area area overover the the pastpast threethree years.years. TheThe Department Department hashas activelyactively workedworked with with bureausbureaus toto 
validatevalidate undeliveredundelivered orders orders and and hashas successfullysuccessfully clearedcleared up up a a significant significant number number ofof 
obligations obligations that that werewere outstanding outstanding from from past past years.years. However,However, thethe Department Department needsneeds to to
perform perforrn additional additional work work to to correct correct thisthis condition. condition. OurOur teststests indicatedindicated thatthat overover
$400$400 millionmillion ofof undelivered undelivered ordersorders should should have have been been deobligated deobligated as as ofof September September 30, 30,
2006. 2006. Also, Also, we we noted noted thatthat thethe Department's Department's undeliveredundelivered ordersorders balancebalance hashas growngrown to to
$10.7$10.7 billion billion asas ofof September September 30, 30, 2006. 2006. The The Budget Budget andand AccountingAccounting ProceduresProcedures ActAct 
ofof 1950 1950 requires requires that that the the Department'sDepartment's accounting accounting system system provide provide effective effective control control
overover funds. funds . Failure Failure toto deobligatedeobligate funds funds inin a a timelytimely mannermanner maymay result result in in the the lossloss ofof
availability availability ofof those those funds. funds .

The The aboveabove two two reportable reportable conditions conditions were were cited cited in in our our audit audit ofof the the Department's Department 's 1997 1997
financial financial statementsstatements andand subsequentsubsequent audits.audits. 

••	 AlthoughAlthough thethe Department Department compliedcomplied withwith certaincertain aspectsaspects ofof SFFSFFAS AS Number Number 4,4, 
Managerial Managerial Cost Cost AccountingAccounting Standards Standards (for (for instance, instance, it it chose chose reasonable reasonable
responsibility responsibility segments, segments, recognized recognized the the cost cost ofof goods goods and and services services that that it it receives receives
from from other other entities, entities, and and used used anan appropriate appropriate allocation allocation methodology), methodology), it it did did not not
implement implement an an effective effective process process to to routinely routinely collect collect managerial managerial cost cost accounting accounting
information information or or establish establish outputs outputs for for each each responsibility responsibility segment. segment. Until Until this this is is done, done,
wewe do do not not believe believe the the information information will will be be useful useful as as a a management management decisionmaking decisionmaking
tool. tool.

TheThe aboveabove conditioncondition waswas reportedreported in in our our audit audit ofof the the Department's Department's 20002000 financial financial
statementsstatements andand subsequentsubsequent audits.audits. 

••	 TheThe Department's Department's controls controls relatedrelated to to the the recording recording ofof real real propertyproperty andand relatedrelated 
depreciation depreciation expense expense andand accumulated accumulated depreciation depreciation during during most most ofFYofFY 2006 2006 and and all all ofof 
FYFY 2005 2005 were were inadequate, inadequate, resultingresulting in in (1) (1) significant significant amounts amounts ofof construction construction costs costs
being being expensed expensed rather rather than than capitalized capitalized and and (2)(2) costscosts ofof completed completed projects projects not not being being
moved moved from from construction-in-progress construction-in-progress on on a a timely timely basis. basis.

These These reportable reportable conditions, conditions, although although not not considered considered material material weaknesses, weaknesses, represent represent
deficiencies deficiencies in in the the design design or or operation operation ofof internal internal control,control, whichwhich could could adverselyadversely affect affect any any
decisiondecision byby management management that that isis based, based, inin wholewhole oror in in part,part, onon informationinformation thatthat is is inaccurate inaccurate
becausebecause ofof them. them. UnauditedUnaudited financial financial informationinformation reportedreported byby thethe Department,Department, including including budget budget
informationinformation, , also also may may containcontain misstatementsmisstatements resultingresulting from from these these deficiencies.deficiencies. 
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In In addition,addition, wewe consideredconsidered thethe Department's Department's internalinternal controlcontrol overover Required Required
SupplementarySupplementary Information Information byby obtainingobtaining anan understandingunderstanding ofof thethe Department'sDepartment's internal internal control,control, 
determiningdetermining whetherwhether controlscontrols hadhad beenbeen placedplaced in in operation,operation, assessingassessing controlcontrol risk,risk, andand 
perforn1ing performing tests tests ofof controlscontrols as as required required byby OMBOMB BulletinBulletin 06-0306-03 andand not not toto provide provide assuranceassurance onon 
thosethose internalinternal controls.controls. Accordingly,Accordingly, we we dodo notnot provideprovide an an opinionopinion onon thosethose controls.controls. 

Finally, Finally, withwith respect respect toto internalinternal controlcontrol related related toto performance performance measures measures reportedreported inin 
Management's Management's Discussion Discussion andand Analysis,Analysis, wewe obtainedobtained anan understanding understanding ofof thethe designdesign ofof 
significantsignificant controlscontrols relating relating toto thethe existenceexistence andand completenesscompleteness assertionsassertions andand determineddetermined whetherwhether 
thosethose controlscontrols hadhad beenbeen placed placed in in operationoperation as as requiredrequired byby OMBOMB Bulletin Bulletin 06-03.06-03. OurOur procedures procedures
were were not not designeddesigned toto provideprovide assuranceassurance onon internalinternal controlcontrol overover reportedreported performanceperformance measures, measures,
andand, , accordingly,accordingly, we we dodo notnot provideprovide anan opinionopinion onon suchsuch controls.controls. 

We We notednoted certaincertain other other internal internal controlcontrol issuesissues that that we we have have reported reported to to the the Department's Department's
management management in in a a separate separate letter letter dated dated November November 14,2006. 14,2006.

COMPLIANCECOMPLIANCE WITH WITH LAWS LAWS ANDAND REGULATIONS REGULATIONS

The The Department's Department's management management isis responsibleresponsible forfor complyingcomplying withwith lawslaws andand regulationsregulations 
applicableapplicable to to thethe Department.Department. As As partpart ofof obtainingobtaining reasonablereasonable assuranceassurance about about whetherwhether the the
financialfinancial statementsstatements areare free free ofof material material misstatement, misstatement, we we performed performed tests tests ofof thethe Department's Department's
compliancecompliance withwith certaincertain provisions provisions ofof lawslaws andand regulations,regulations, noncompliancenoncompliance withwith whichwhich couldcould 
havehave aa directdirect andand material material effect effect on on the the determination determination ofof financialfinancial statementstatement amounts,amounts, andand certaincertain 
otherother lawslaws andand regulationsregulations specifiedspecified inin OMBOMB BulletinBulletin 06-03,06-03, includingincluding the the requirements requirements referredreferred 
toto inin FFMIA. FFMIA. We We limitedlimited ourour teststests ofof compliancecompliance to to thesethese provisions, provisions, and and wewe diddid notnot testtest 
compliance compliance with with all all laws laws and and regulations regulations applicableapplicable toto thethe Department. Department. TheThe objectiveobjective ofof ourour 
auditaudit ofof thethe AnnualAnnual FinancialFinancial Statements,Statements, includingincluding ourour teststests ofof compliancecompliance withwith selectedselected 
provisionsprovisions ofof applicableapplicable lawslaws andand regulations,regulations, waswas not not to to provideprovide anan opinionopinion onon overalloverall 
compliancecompliance withwith such such provisionsprovisions. . Accordingly,Accordingly, we we dodo notnot express express such such an an opinionopinion. .

MaterialMaterial instances instances ofof noncompliancenoncompliance areare failuresfailures toto follow follow requirements requirements oror violationsviolations ofof 
prohibitionsprohibitions inin statutesstatutes andand regulations regulations that that causecause usus toto concludeconclude thatthat thethe aggregationaggregation ofof thethe 
misstatementsmisstatements resultingresulting from from thosethose failures failures or or violations violations is is material material to to the the financial financial statements statements or or
that that sensitivity sensitivity warrants warrants disclosure disclosure thereof. thereof.

The The results results of of ourour teststests ofof compliancecompliance withwith thethe lawslaws andand regulations regulations describeddescribed aboveabove, ,
exclusive exclusi ve of ofFFMIA, FFMIA, discloseddisclosed thethe followingfollowing instancesinstances ofof noncompliance noncompliance withwith laws laws and and
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regulations regulations that that are are required required to to be be reported reported under under GovernmentGovernment AuditingAuditing StandardsStandards, , issuedissued byby thethe
Comptroller Comptroller General General of of the the United United States, States, and and OMB OMB BulletinBulletin 06-03.06-03.

Overall, Overall , we we found found that that the the Department's Department's financial financial managementmanagement systemsystem diddid notnot complycomply
with with a a number number oflaws of laws and and regulations regulations as as follows:follows:

•	 • Budget BudQ.et and and Accounting AccountinQ. Procedures Procedures Act Act ofof 1950.1950. ThisThis actact requiresrequires anan accountingaccounting 
system system to to provide provide full full disclosure disclosure of of the the results results ofof financial financial operations;operations; adequateadequate 
financial financial information information needed needed in in the the management management ofof operationsoperations andand thethe formulationformulation 
and and execution execution of of the the budget; budget; and and effective effective controlcontrol overover incomeincome, , expenditures,expenditures, funds funds,, 
property, property,	 and and other other assets. assets. However, However, we we found found thatthat thethe DepartmentDepartment's 's financialfinancial systemsystem
(1) (1) does does not not provide provide effective effective control control overover personalpersonal property,property, (2)(2) doesdoes notnot managemanage 
undelivered undelivered	 orders orders effectively, effectively, and and (3) (3) isis unableunable toto issue issue yyear-end ear-end financialfinancial datadata toto bbe e 
included included in in its its PAR PAR in in a a timely timely manner. manner.

•	 • Federal Federal Managers' Managers' Financial Financial Integritv InteQ.fitv ActAct ofof 1982.1982. ThisThis actact requiresrequires thethe
implementation implementation of of internal intemal accounting accounting andand administrativeadministrative controlscontrols thatthat provideprovide
reasonable reasonable assurance assurance that that (1) (1) obligations obligations andand costscosts are are inin compliancecompliance withwith applicableapplicable 
laws; laws; (2) (2) funds, funds , property, property,	 and and other other assets assets are are safeguardedsafeguarded againstagainst waste,waste, lossloss, ,
unauthorized unauthorized use, use, or or misappropriation; misappropriation; and and (3)(3) revenuesrevenues andand expendituresexpenditures applicableapplicable 
to to Department Department operations operations are are properly properly recordedrecorded andand accountedaccounted forfor toto permitpermit thethe 
preparation preparation of of accounts accounts and and reliablereliable financial financial andand statisticalstatistical reportsreports andand toto maintainmaintain 
accountability accountability over over the the assets. assets. However, However, asas discusseddiscussed above,above, wewe foundfound thatthat thethe 
Department's Department's financial financial system system does does notnot provideprovide effectiveeffective controlcontrol overover personalpersonal 
property property and and does does not not managemanage undelivered undelivered ordersorders effectively.effectively. HenceHence, , thesethese fundsfunds areare 
not not adequately adequately protected protected from from waste waste oror loss. loss.

• • Chief Chief Financial Financial Officers Officers Act Act of of 1990. 1990. ThisThis actact requiresrequires thethe developmentdevelopment andand 
maintenance maintenance of of an an integrated integrated accounting accounting andand financialfinancial managementmanagement systemsystem thatthat (1)(l) 
complies complies with with applicable applicable accounting accounting principles, principles, standardsstandards andand requirementsrequirements, , andand 
internal intemal	 control control standards; standards; (2) (2) complies complies with with suchsuch policiespolicies andand requirementsrequirements asas maymay 
be be prescribed prescribed by by the the Director Director ofOMB; of OMB ; (3)(3) compliescomplies withwith anyany otherother requirementsrequirements 
applicable applicabl e to to such such systems; systems;	 and and (4) (4) provides provides forfor (i)(i) completecomplete, , reliablereliable, , consistentconsistent, , andand 
timely tim ely information information that that is is prepared prepared on on aa uniformuniform basisbasis andand thatthat isis responsiveresponsive toto thethe 
financial financial information information needs needs of of agency agency management; management; (ii)(ii) thethe developmentdevelopment andand 
reporting reporting of of cost cost information; information; (iii) (iii) the the integration integration ofof accountingaccounting andand budgetingbudgeting 
information; information;	 and and (iv) (iv) the the systematic systematic measurement measurement ofof performanceperformance. . However,However, wewe 
found found that that the the Department's Department 's financial financial system system diddid notnot provideprovide completecomplete informationinformation inin 
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that that certain certain elements elements ofof the the financialfinancial statementsstatements areare developeddeveloped from from sources sources other other
than than the the general general ledger, ledger, nor nor does does the the Department'sDepartment's financial financial managementmanagement systemsystem 
produce produce year-endyear-end financial financial data data to to bebe includedincluded inin itsits PARPAR in in a a timely timely manner. manner.

•	 • OMB OMB Circular Circular A-127.A-ln. This This circular circular requires requires the the Department Department to to establish establish and and
maintain maintain an an accounting accounting system system that that provides provides for for (1)(1) complete complete disclosure disclosure ofof the the
financialfinancial resultsresults of of the the activitiesactivities of of the the Department; Department; (2) (2) adequate adequate financial financial information information
for for Department Department management management	 and and for for formulationformulation andand execution execution ofof the the budgetbudget; ; and and (3) (3)
eeffective ffective controlcontrol overover revenue, revenue, expenditureexpenditure, , funds, funds , propertproperty, y, andand otherother assetsassets. .
How However, ever, wewe ffound ound	 againagain thatthat thethe financial financial system system diddid notnot maintainmaintain effecti effective ve controlcontrol 
oover ver	 personalpersonal property property andand undelivered undelivered ordersorders. . FurtherFurther, , thethe Department's Department's failure failure toto 
implementimplement anan effectiveeffective managerialmanagerial costcost accountingaccounting systemsystem precludesprecludes effectiveeffective controlcontrol 
overover revenuesrevenues andand expendituresexpenditures. .

The The aboveabove arareas eas	 ofof noncompliance noncompliance werewere cited cited in in our our audit audit ofof the the Department'sDepartment's 1991997 7
financial financi al sstatements tatements andand subsequentsubsequent audits.audits. 

The The results results ofof our our teststests of of compliance compliance with with otherother laws laws andand regulations regulations disclosed disclosed no no
material material	 instancesinstances ofof noncompliance. noncompliance. ComplianceCompliance withwith FFMIA FFMIA is is discusseddiscussed belowbelow. .

Under Under	 FFMIA, FFMIA, wewe areare requiredrequired toto reportreport whether whether the the DepartmentDepartment's 's financial financial managementmanagement 
ssystems ystems substantiallysubstantially complycomply withwith federal federal financial financial management management systemsystem requirements, requirements, applicableapplicable 
accountingaccounting standards, standards, and and the the U.S. U.S. StandardStandard GeneralGeneral Ledger Ledger atat thethe transactiontransaction level.level. ToTo meet meet
thithis s requirement, requirement, wewe performed performed tests tests ofof compliance compliance using using the the implementationimplementation guidanceguidance forfor 
FFMIAFFMIA iissued ssued bby y	 OMBOMB on on JanuaryJanuary 4,2001.4,2001. OMB OMB implementation implementation guidance guidance states states thatthat, , to to bebe inin 
ssubstantial ubstantial complicompliance ance withwith thisthis requirement, requirement, thethe DepartmentDepartment mustmust adhereadhere toto allall applicableapplicable 
SFFASSFFASs; s; meet meet	 specificspecific requirementsrequirements of ofOMBOMB Circular Circular A-127,A-127, includingincluding thethe computercomputer securitysecurity 
cocontrols ntrols required required	 byby OMBOMB CircularCircular A-130, A-l30, Management Management ofofFederal Federal Information Information Resources; Resources; and and
rreceive eceive an an unqualifiunqualified ed opinion opinion on on its its financial financial statements statements that that discloses discloses no no material material weaknesses weaknesses
in in internal internal control control	 that that affect affect the the Department's Department 's abilityability toto prepareprepare financial financial statements statements and and related related
disclosures. disclosures.

The The results results of of ourour tests tests disclosed disclosed instances, instances, described described below, below, wherewhere the the Department's Department's
financial financ ial	 management management systemssystems diddid not, not, inin ourour viewview, , substantiallysubstantially complycomply withwith the the requirementrequirement toto 
follow follow the the fefederal deral	 financial financial managementmanagement systemsystem requirements, requirements, nornor diddid itit complcomply y withwith applicableapplicable 
aaccounting ccounting sstandards. tandards.
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• • SFFSFFASAS NoNo.4, .4, as as noted noted above, above , requires requires implementation implementation ofof an an effectiveeffective processprocess to to
routinroutinely ely collect collect managerial managerial costcost accountingaccounting informationinformation andand establishestablish outputsoutputs forfor 
eeach ach responsibility responsibility segment. segment. We We found, found , as as discussed discussed aboveabove, , that that the the Department Department had had
not not met met this this requirement.requirement. 

• • Circular Circular AA-127 -12 7 requires requires that that the the Department's Department 's systems systems support support management's management's
fiduciary fiduciary role rol e by by providing providing complete, complete, reliable, reliable, consistent, consistent, timely, timely, and and useful useful financial financial
management management information. information. BasedBased onon thethe deficienciesdeficiencies related related toto financialfinancial managementmanagement 
systemssystems discusseddiscussed in in the the report report on on internalinternal controls controls and and thethe preceding preceding paragraphsparagraphs inin 
the the reportreport on on compliancecompliance withwith lawslaws andand regulations, regulations, wwe e determineddetermined thatthat the the
DepartmentDepartment was was notnot substantiallsubstantially y in in compliancecompliance with with this this standard.standard. 

•• CCircular ircular A-130A-130, , Appendix Appendix III, III, requires requires that that thethe Department Department ensure ensure an an adequate adequate level level
oof f securitsecurity y for for allall agencagency y automatedautomated informationinformation systems. systems. Specifically, Specifically, thethe 
Department Department should should ensureensure that that automatedautomated informationinformation systemssystems operateoperate effectivelyeffectively andand 
havehave appropriateappropriate safeguards safeguards toto ensureensure thethe integrityintegrity ofof those those systems. systems. Based Based on on our our
concerns concerns related related toto thethe financial financial management management systems systems discussed discussed in in the the report report on on
internal internal controlcontrol and and the the preceding preceding paragraphs paragraphs in in the the report report on on compliancecompliance with with laws laws
and and regulations, regulations, we we consider consider the the Department Department to to not not substantially substantially comply comply with with this this
standard. standard.

In In addition, addition, we we were were unable unable to to express express an an opinion opinion on on the the Annual Annual Financial Financial Statements Statements as as
of, of, and and for for the the years years ended, ended, September September 30, 30, 2006, 2006 , because because ofof limitations limitations on on thethe scopescope ofof our our workwork. .
The Th e Depmiment Department was was unable unable toto provide provide complete complete financial financial statements statements or or respond respond to to requests requests for for
evidential evidential material material in in a a timely timely manner, manner, andand we we were were not not ableable to to performperform otherother auditing auditing
procedures procedures to to satisfy satisfy ourselves ourselves as as to to the the accuracy accuracy ofof the the financial financial statements statements in in time time toto meet meet the the
NNovember ovember 15,2006, 15,2006, deadline deadline imposedimposed byby thethe OfficeOffice ofof Management Management andand BudgetBudget forfor issuing issuing ourour 
report.report. 

TheThe DepartmentDepartment's 's Bureau Bureau ofof Resource Resource Management Management (RM)(RM) has has overall overall responsibility responsibility for for
the the Depal1ment's Department's financial financial management management systems. systems. The The foregoing foregoing noncompliance noncompliance has has its its roots roots in in
ththe e lack lack ofof organization organization and and integration integration ofof the the Department's Department's financial financial management management systemssystems. . In In
ourour audits audits ofof the the Department'sDepartment's financial financial statementsstatements sincesince 1997, 1997, we we observed observed that that the the
Department's Department ' s financial financial management management systems systems were were not not in in compliance compliance with with FFMIA FFMIA and and
recommended, recommended, in in connection connection with with our our audits audits ofof the the Department's Department 's 1997 1997 andand 1998 1998 Principal Principal
Financial Financial Statements, Statements, thatthat a a remediation remediation plan plan be be prepared. prepared. RM RM submitted submitted its its planplan to to remediate remediate
noncompliance noncompliance with with FFMIA FFMIA to to OMB OMB on on March March 16,16, 2000.2000. AlthoughAlthough RM RM has has made made significant significant

10 10

UNCLASSIFIED UNCLASSIFIED



UNCLASSIFIEDUNCLASSIFIED
 

progress progress inin completing completing several several phasesphases ofof itsits plan,plan, thethe planplan hashas notnot effectivelyeffectively dealtdealt with with the the issuesissues 
related related toto managerialmanagerial costcost accountingaccounting or or eliminatedeliminated thethe deficienciesdeficiencies inin systemssystems security. security.

We We notednoted certaincertain otherother instances instances ofof noncompliancenoncompliance thatthat we we reportedreported toto the the Department's Department's
management management in in a a separate separate letter letter dated dated November November 14,2006. 14,2006.

RESPONSIBILITIES RESPONSIBILITIES AND AND METHODOLOGYMETHODOLOGY 

Department Department managementmanagement hashas responsibility responsibility forfor thethe followingfollowing: :

••	 Preparing Preparing the the AnnualAnnual Financial Financial StatementsStatements, , required required supplementarysupplementary information,information, andand 
otherother accompanying accompanying information information in in conformity conformity with with accounting accounting principles principles generally generally
accepted accepted in in the the United United StatesStates ofof AmericaAmerica. .

••	 Establishing Establishing andand maintainingmaintaining effectiveeffective internalinternal control.control. 

•	 • ComplyingComplying withwith applicableapplicable lawslaws andand regulations.regulations. 

We We areare responsible responsible for for obtainingobtaining reasonablereasonable assurance assurance about about whetherwhether management management
maintained maintained effective effective internal internal control. control. We We are are also also responsible responsible for for testing testing compliance compliance with with
selected selected provisions provisions ofof applicable applicable laws laws andand regulations regulations that that may may materiallymaterially affectaffect thethe financial financial
statements.statements. 

In In orderorder to to fulfill fulfill thesethese responsibilities, responsibilities, we we took took the the followingfollowing actions:actions: 

••	 WithWith respect respect to to thethe Department's Department's internal internal control control over over financial financial reporting, reporting, we we
obtained obtained an an understanding understanding ofof thethe designdesign ofof internalintemal controls,controls, determineddetermined whetherwhether theythey 
had had been been placed placed in in operation,operation, assessedassessed controlcontrol risk, risk , andand performedperformed tests tests ofof controls.controls. 

••	 With With respect respect toto performanceperformance measuresmeasures includedincluded in in Management's Management's Discussion Discussion andand 
Analysis,Analysis, wewe obtainedobtained anan understanding understanding ofof thethe designdesign ofof internalinternal controlscontrols relatingrelating toto 
the the existenceexistence andand completenesscompleteness assertionsassertions andand determined determined whether whether they they hadhad been been
placed placed in in operation.operation. 

••	 We We obtainedobtained anan understandingunderstanding ofof thethe process process by by whichwhich thethe agencyagency identifiesidentifies andand 
evaluatesevaluates weaknessesweaknesses requiredrequired toto bebe reported reported under under FMFIAFMFIA andand related related agency agency
implementingimplementing procedures. procedures.
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•	 • We We tested tested compliance compliance with with selected selected provisions provisions ofof lawslaws andand regulationsregulations thatthat maymay havehave 
a a direct direct and and material material effect effect on on the the financial financial statements.statements. 

•	 • We We performed performed other other procedures procedures as as we we consideredconsidered appropriateappropriate under under thethe 
circumstances. circumstances.

We We performed performed our our work work in in accordance accordance with with auditingauditing standardsstandards generallygenerally acceptedaccepted inin thethe 
United United States States of of America, America, the the standards standards applicable applicable toto financialfinancial audits audits containedcontained inin thethe 
Government Government Auditing Auditing Standards, Standards, and and the the provisions provisions ofOMBofOMB BulletinBulletin 06-03.06-03. WeWe consideredconsidered thethe 
limitations limitations on on the the scope scope of of our our work work in in forming forming our our conclusions.conclusions. 

The The Management's Management's Discussion Discussion and and Analysis Analysis andand RequiredRequired SupplementarySupplementary InformationInformation 
are are supplementary supplementary information information required required by by OMB OMB CircularCircular A-136,A-136, FinancialFinancial ReportingReporting 
Requirements, Requirements, and and the the Federal Federal Accounting Accounting Standards Standards AdvisoryAdvisory Board.Board. WeWe havehave appliedapplied certaincertain 
limited limited procedures, procedures, which which consisted consisted principally principally of of inquiries inquiries ofof management management regardingregarding thethe 
methods methods of ofmeasurement measurement and and presentation presentation ofthe of the	 supplementarysupplementary information.information. HoweverHowever, , wewe diddid 
not not audit audit the the information information and and express express no no opinion opinion onon it.it. 

This This report report is is intended intended for for the the information information ofof thethe Inspector Inspector GeneralGeneral ofof thethe U.SU.S. .
Department Department of of State, State, the the Department's Department's management, management, OMB,OMB, andand thethe Congress.Congress. ThisThis restrictionrestriction isis
not not intended intended to to limit limit the the distribution distribution of of this this report, report, whichwhich isis aa mattermatter ofof publicpublic record.record. 

Comments Comments by by the the Depaliment's Department's management management onon thisthis report report areare presentedpresented asas AppendixAppendix A.A. 

'--\.~~ CC b---\.'::r---~:A.~ J\ S~S~ "-\. 
\'
" 

Leonard Leonard G.G. Birnbaum Birnbaum andand Company,ComPany, LLPLLP 

Alexandria, Alexandria, Virginia Virginia
November November 14,2006 14, 2006
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United United StatesStates DepartmentDepartment ofof StateState 

Washington,Washington, D.C. D.C. 2052020520 

NOV NOV 1152006 52006

MEMORANDUMMEMORANDUM 

TO:TO:	 OIGOIG -- MrMr.. Howardard J.J. KrKrongardongardHow

FROM:FROM: RMRM -- BradfordBradford R.R. Higgingginss Hi

SUBJECTSUBJECT:	 : DraftDraft AuditAudit ReportReport on on thee DepartmentDepartment of of State'sState's
 
ll StatementsStatements
 

th
20062006 and and 20052005 FinanciaFinancia

;:fir;fir 
This This isis inin response response to to youryour request request forfor commentscomments onon thethe draftdraft report report titledtitled "Audit "Audit
ofof thethe U.S. U.S. DepartmentDepartment of of State State 2006 2006 andand 20052005 FinancialFinancial Statements"Statements" (Report).(Report). 

The The Department Department is is committedcommitted toto effectiveeffective internal internal controls.controls. ThroughoutThroughout 20062006 
wewe workedworked closelyclosely with with thethe IndependentIndependent AuditorAuditor to to address address the the materialmaterial 
weaknesses weaknesses inin accountingaccounting forfor personalpersonal propertyproperty and and information information systems systems
security security reported reported in in theirtheir FY FY 20052005 IndependentIndependent Auditor'sAuditor's Report.Report. As As aa result, result,
and and as as reflected reflected in in thethe Report, Report, thethe IndependentIndependent AuditorAuditor downgradeddowngraded these these itemsitems 
toto aa reportablereportable condition,condition, andand reportsreports no no materialmaterial weaknessesweaknesses in in internalinternal 
controls.controls. 

ToTo strengthenstrengthen internalinternal controlscontrols in in 2006,2006, thethe Department Department committedcommitted to,to, andand fullyfully 
implemented, implemented, thethe requirements requirements ofof AppendixAppendix A,A, InternalInternal ControlControl over over FinancialFinancial 
Reporting, Reporting, ofOMB ofOMB CircularCircular A-123.A-123. During During thethe implementationimplementation ofof AppendixAppendix A,A, 
and and otherother workwork during during FYFY 2006,2006, DepartmentDepartment managementmanagement identifiedidentified aa material material
weaknessweakness relatedrelated to to accounting accounting for for real real property property construction-in-progress. construction-in-progress.
Recognizing Recognizing the the severity severity ofof thethe deficiency,deficiency, the the Department Department developeddeveloped moremore 
detadetailed iled proceduralprocedural guidanceguidance forfor establishingestablishing projectsprojects toto ensureensure constructionconstruction 
costscosts areare properlyproperly capitalized, capitalized, andand implemented implemented monitoring monitoring controlscontrols forfor both both
projectproject establishmentestablishment andand projectproject completion.completion. AsAs aa resultresult ofof thethe correctivecorrective 
actionsactions takentaken, , thethe materialmaterial weaknessweakness waswas resolvedresolved by by SeptemberSeptember 30,2006. 30,2006.
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Unfortunately,Unfortunately, duedue toto the the complexitycomplexity ofof thethe matters matters involved involved in in addressingaddressing the the
real real property property deficiencies, deficiencies, the the accelerated accelerated financial financial reporting reporting requirements, requirements, and and
our our commitment commitment and and focus focus to to successfully successfully resolve resolve the the material material weaknesses weaknesses
noted noted above, above, the the Department Department was was unable unable to to provide provide timely timely financial financial statementsstatements 
or or documentation documentation on on the the appropriateness appropriateness ofof thethe associatedassociated restatementrestatement toto satisfysatisfy 
thethe Independent Independent AuditorAuditor with with regardregard toto thethe presentation presentation ofof realreal property property inin timetime 
for for this this Report. Report. As As a a result result and and as as more more fullyfully explained explained in in the the IndependentIndependent 
Auditor's Auditor's Report,Report, the the independent independent auditorsauditors issued issued aa disclaimerdisclaimer ofof opinionopinion onon ourour 
FY FY 20062006 andand restatedrestated FY FY 2005 2005 financialfinancial statements.statements. WeWe areare committedcommitted toto 
continuingcontinuing to to workwork withwith thethe Independent Independent Auditor Auditor on on thisthis issue issue until until such such time time asas 
they they can can satisfy satisfy themselves themselves about about the the amounts amounts presented presented as as real real property, property, and and
other other accounts accounts as as necessary. necessary.

In In relation relation to to internal internal controls, controls, the the ReportReport citescites sixsix reportable reportable conditions conditions in in (1)(1) 
the the recording recording and and related related depreciation depreciation ofofpersonal personal property, property, (2)(2) the the Department'sDepartment's 
securitysecurity ofof informationinformation systemssystems networks,networks, (3) (3) thethe inadequacyinadequacy ofof thethe 
Department'sDepartment's fmancialfmancial managementmanagement systems,systems, (4)(4) the the management management ofof 
unliquidated unliquidated obligations, obligations, (5) (5) the the recordingrecording andand relatedrelated deprecation deprecation ofof realreal 
property, property, and and (6) (6) the the implementation implementation ofofManagerial Managerial Cost Cost Accounting Accounting Standards. Standards.
The The Department's Department's financial financial management management systems systems are are also also reportedreported asas 
noncompliantnoncompliant withwith lawslaws andand regulations,regulations, includingincluding thethe FederalFederal Financial Financial
Management Management ImprovementImprovement ActAct ofof 19961996 (FFMIA). (FFMIA). EachEach ofof the the mattersmatters 
identifiedidentified in in thethe Independent Independent Auditor Auditor'sJs ReportReport will will be be addressed addressed asas wellwell asas otherother 
deficiencies deficiencies noted noted duringduring theirtheir audit.audit. 

InIn OctoberOctober 2005,2005, thethe Department'sDepartment's ManagementManagement Control Control SteeringSteering CommitteeCommittee 
(MCSC)(MCSC) -- thethe body body charged charged with with overseeing overseeing the the Department's Department's management management
control control program program under under the the Federal Federal Managers' Managers' Financial Financial Integrity Integrity ActAct (FMFIA)(FMFIA)
-- createdcreated a a subcommitteesubcommittee to to address address the the weaknesses weaknesses in in personal personal property. property. In In
2006 2006, , improvementsimprovements werewere implementedimplemented inin thethe methodsmethods usedused to to identifyidentify andand 
reportreport armored armored vehicle vehicle costs, costs, aircraft, aircraft, property property held held by by contractors, contractors, and and
Department-owned Department-owned vehicles. vehicles. In In 2007,2007, the the MCSC MCSC and and seniorsenior Department Department
management management will will ensureensure that that effortsefforts continue continue toto furtherfurther strengthenstrengthen thethe controls controls
overover thethe accounting accounting for for personal personal property. property.

ForFor informationinformation systems systems security, security, the the Department Department remains remains intensely intensely aware aware ofof the the
value value andand sensitivitysensitivity ofof its its informationinformation andand informationinformation systems systems and and isis dedicated dedicated
to to the the vigilance vigilance required required toto ensureensure theirtheir adequateadequate protection.protection. Accordingly, Accordingly, thethe 
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DepartmentDepartment continuescontinues toto monitormonitor thisthis areaarea throughthrough thethe MCSC. MCSC . InIn FYFY 2007,2007, inin 
addition addition toto improved improved certificationcertification andand accreditationaccreditation processes,processes, ourour effortsefforts willwill 
focusfocus on on obtainingobtaining aa clearclear inventoryinventory ofof systems,systems, addressingaddressing thethe manymany newnew OMBOMB 
andand NISTNIST systemsystem requirements, requirements, patchpatch management, management, andand ensuringensuring thethe 
DepartmentDepartment hashas thethe latestlatest versionsversions ofofprotectionsprotections inin place.place. 

Compliance Compliance with with Federal Federal financial fmancial systems systems requirementsrequirements remains remains a a top top priority. priority.
In In 2006, 2006, thethe MCSC MCSC voted voted unanimously unanimously to to categorize categorize this this issue issue as as a a fmancial fmancial
system system deficiency, deficiency, aa significant significant improvement improvement from from its its long-standing long-standing status status as as a a
material material or or reportable reportable non-conformance. non-conformance. InIn 2007, 2007, domestic domestic usersusers 'Will will bebe 
convertedconverted toto thethe samesame platformplatform andand softwaresoftware thatthat servicesservices overseasoverseas users, users,
therebythereby establishingestablishing thethe GlobalGlobal FinancialFinancial ManagementManagement SystemSystem (GFMS).(GFMS). AsAs 
partpart ofof thethe GFMSGFMS implementation,implementation, thethe most most up-to-date up-to-date modulemodule forfor accountingaccounting 
forfor fixed fixed assets assets wi11 will bebe installed, instal1ed, andand aa new new dataqata warehousewarehouse is is beingbeing builtbuilt that that
wi11 will provide provide forfor better better reporting reporting capabilities capabilities for for users. users.

To To improveimprove thethe management management ofofgrantsgrants andand otherother typestypes ofof fmancial financial assistance,assistance, 
the the DepartmentDepartment is is developing,developing, inin collaboration col1aboration withwith USAIDUSAID, , thethe JointJoint AssistanceAssistance 
ManagementManagement SystemSystem (JAMS). (JAMS). JAMSJAMS willwi11 provideprovide thethe capabilitycapability toto centrallycentrally 
tracktrack andand managemanage Federal Federal fmancial fmancial assistanceassistance issuedissued byby thethe DepartmentDepartment. . TheThe 
DepartmentDepartment plansplans toto conduct conduct aa pilot pilot phase phase inin 2007,2007, followedfollowed byby deploymentdeployment 
throughthrough 20082008. .

StrengtheningStrengthening thethe management management ofofundelivered undelivered ordersorders (UDOs)(OOOs) isis an an important important
financialfinancial managementmanagement initiative. initiative. TheThe IndependentIndependent Auditor'sAuditor's ReportReport notesnotes thatthat 
therethere havehave beenbeen improvements improvements inin thisthis area,area, andand wewe continuecontinue ourour effortsefforts toto 
establishestablish adequateadequate processesprocesses andand controls. controls. NewNew capabilities capabilities inin thethe DepartmentDepartment's 's
CentralCentral FinancialFinancial ManagementManagement SystemSystem allowallow for for thethe automaticautomatic deobligationdeobligation ofof 
UDOsUDOs basedbased on on aa wide wide range range ofof criteriacriteria (e.g.,(e.g., age,age, objectobject class,class, dollardollar amount).amount). 
InIn addition,addition, asas partpart ofof ourour effortsefforts onon thethe President's President's ManagementManagement AgendaAgenda 
InitiativeInitiative forfor Improved Improved FinancialFinancial Performance,Performance, wewe chart chart and and reportreport onon thethe 
percentage percentage ofUDOsofUDOs withwith no no activityactivity forfor the the pastpast 1212 months. months.
These These actions actions have have resulted resulted in in the the deobligation deobligation ofof thousands thousands ofof itemsitems withwith aa 
valuevalue exceedingexceeding $200$200 millionmillion duringduring 2006.2006. 

TheThe DepartmentDepartment continuescontinues to to makemake progressprogress inin implementing implementing Managerial Managerial CostCost 
AccountingAccounting StandardsStandards (MCAS),(MCAS), but but acknowledgesacknowledges thatthat additionaladditional work work is is
neededneeded toto substantially substantial1y complycomply with with thesethese standards.standards. In In 20052005, , the the DepartmentDepartment 
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established established a a projectproject team, team, whichwhich includes includes consultants consultants with with experienceexperience 
implementing implementing Cost Cost AccountingAccounting Systems. Systems. In In 2006,2006, the the team team surveyed surveyed other other
agenciesagencies andand organizationsorganizations for for lessonslessons learned learned andand best best practices; practices; conducted conducted an an
assessment assessment ofofoffices offices to to determine determine business business needs needs for for cost cost information, information, current current
costcost accountingaccounting practices,practices, outputsoutputs andand outcomes,outcomes, andand unmetunmet needs;needs; evaluatedevaluated aa 
managerialmanagerial costcost softwaresoftware module module andand confirmedconfmned usability;usability; and and developeddeveloped a a
strategic strategic approach approach and and implementationimplementation strategy. strategy. InIn 2007, 2007, thethe teamteam willwill conductconduct 
pilotspilots to to testtest thethe strategy,strategy, to to be be followedfollowed byby aa phasedphased implementationimplementation 
department-wide.department-wide. 

We We thank thank you you for for the the opportunity opportunity to to comment comment on on the the draft draft report. report. We We would would
also also like like toto extend extend ourour appreciation appreciation toto youryour staffstaff and and to to your your contractor, contractor, Leonard Leonard
G.G. BirmbaumBirmbaum andand Company,Company, LLP,LLP, forfor thethe professional professional and and collaborativecollaborative mannermanner 
inin whichwhich theythey conductedconducted thethe audit.audit. WeWe believebelieve considerableconsiderable progressprogress onon aa 
number number ofof matters matters has has been been made made over over the the past past year, year, and and the the Department Department
remains remains committed committed to to improving improving the the managementmanagement ofof its its programsprograms andand thethe 
quality quality ofof its its financial financial reporting.reporting. 


