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KEY JUDGMENTS 

•	 An Ambassador with strong human rights and regional experience heads a 
thinly staffed mission that has suffered enormously from personnel gaps.  He 
receives exceptional support from a deputy chief of mission (DCM) who 
functions also as the management and security officer.  This makes no sense. 
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• 

• 

•	 Reporting has taken a quantum leap in the past 18 months as the Ambassador 
and the political/economic/public affairs/consular officer have become far 
more active.  Earlier, there was virtually no reporting.  Economic and social 
factors are missing from reporting, however, resulting in incomplete analyses 
of  trends in East Timor. 

•	 Embassy Dili has not been well served by the Department of  State (Depart­
ment) particularly in the staffing of  American positions.  In addition, building 
and construction projects underway have experienced challenges and are 
taking a considerable amount of time to complete. 

•	 Information management procedures are not systematic and rigorous enough 
either for the current information management operation or as the operation 
expands to include classified processing. 

The inspection took place in Washington, DC, between April 4 and April 29, 
2005, and in Dili, East Timor, between June 12 and June 19, 2005. Ambassador 
Fernando E. Rondon (team leader), Alan Berenson (deputy team leader), E.J. 
Fischer, Mary Heard, and Vickie Huss conducted the inspection. 
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CONTEXT 

Timor leapt from obscurity 
onto the world stage in 1974 when 
Portugal began to rapidly 
decolonize the territory, leaving a 
power vacuum in Dili. The 
Timorese themselves divided into 
factions and debated - sometimes 
violently - the future of the coun­
try. Before the debate was settled, 
Indonesia stepped in, crushed 
Timorese aspirations, and ruled so 
brutally that worldwide outrage 
coupled with political change in 
Jakarta led to a UN-supervised 

referendum in 1999. Although the vast majority of Timorese chose independence, 
bloodshed erupted, and Indonesian-backed militias rampaged through the country 
destroying more than 70 percent of  the country’s infrastructure, forcing more than 
200,000 people to flee across the border to West Timor, and murdering approxi­
mately 1,400 people.  A UN intervention force ended the bloodshed, and, after two 
years of  tutelage under the UN, East Timor became an independent republic on 
May 20, 2002. A U.S. embassy was established in the capital, Dili, the same year. 
The Congress supported only the use of $7 million in FY 2002 to fund the con­
struction of  an unclassified facility, and only $5 million in FY 2003 for a classified 
annex and a Chief of Mission residence. 

Known officially as the Democratic Republic of Timor-Leste, the country has 
an estimated 950,000 people, most of them Catholic. It is the poorest country in 
Asia and has extremely high child and maternal mortality rates. East Timor’s hope 
lies in the development of  its oil and gas resources. In 2005 alone, the country will 
export $243 million of  oil and gas. If  an expected agreement with Australia over 
the resources in the Timor Sea is reached, energy exports will increase dramatically. 
Although the exploitation of offshore resources will make the country richer, the 
challenge of modernizing East Timor will remain. 
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Nationbuilding is the task at hand for the Timorese and its friends, including 
the United States.  Sandwiched between Indonesia, with which it shares the island 
of Timor, and offshore Australia, East Timor must balance its own interests with 
those of  its two powerful neighbors. 

Orderly Department operations appear to be proving as difficult for the United 
States as nationbuilding is for the Timorese. In a scant three years, embassy Dili 
has had five temporary management officers, and a sixth is on the way.  Indeed, a 
number of operational concerns led the Office of Inspector General (OIG) to 
conduct a management review in November 2003.1 The Department is not unique 
in its startup problems, because the Peace Corps has gone through nine directors 
and 12 deputies in three years. 

The official American presence is minimal and includes nine American person­
nel working for the Department, the U.S. Agency for International Development 
(USAID), the Department of Justice, and the Department of Defense. There are 
six U.S. personal services contract staff  of  all agencies and approximately 130 
locally employed staff  in addition to 50 Peace Corps volunteers.  Economic assis­
tance is about $22.5 million a year, and there is a modest military training and 
grants program. 

1 Office of Inspector General, Management Assessment Review of Embassy Dili, East Timor, Report 
Number ISP-I-04-05A, January 2004. 
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EXECUTIVE DIRECTION 
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LEADERSHIP 

An Ambassador with strong human rights experience and relevant knowledge 
of  East Timor’s struggle for independence has headed Embassy Dili almost since 
its independence in 2002. The Ambassador is said to be the only envoy that has 
learned the local language, Tetum, and this fact contributes significantly to the 
positive American image in this tiny country. 

The Ambassador heads a thinly staffed mission that has suffered enormously 
from personnel gaps.  He receives exceptional support from a DCM who functions 
also as the management and security officer.  This makes no sense.  An embattled 
entry-level officer serves as political/economic/commercial/public affairs/consu­
lar officer; another overwhelmed officer serves as information management officer/ 
general services officer.  Understandably, reporting suffers, 

, there is virtually no public affairs program, 
  In this newly minted embassy, FSNs do not receive much 

needed mentoring. 

Morale 

FSN morale is generally high, thanks in large part to the Ambassador’s atten­
tion. That same attention is not lavished on American staff, some of whom feel 
undervalued and overworked.  The Ambassador’s very deliberate management style 
does not facilitate ease of operations because he tries too hard to factor his views 
into everything, be it reporting, management of  USAID’s program, or the recruit­
ment of  security guards.  This is not to say that the Ambassador’s concerns are not 
often valid, but ease of operations and morale can suffer under his style. 

Entry-Level Officer Program 

The one entry-level officer assigned to Dili serves on a one-year tour as eco­
nomic/political/public affairs/consular officer.  He is rightly considered essential 
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and is a bright, motivated officer who works closely with both the Ambassador and 
DCM. The latter serves as his respected mentor. 

SECURITY 

While this subject and a recommendation are reviewed later in this report, OIG 
was surprised by the Department’s dumping of  these responsibilities in the lap of 
an already overburdened DCM. 

  Local guard surfing of  Internet pornography sites 
was one unintended consequence of  a lack of  supervision found by OIG.  The 
Department might counter Dili would have a regional security officer (RSO) if the 
Ambassador had cooperated with the previously assigned security officer. 

. Should an emergency arise, the Department could be embarrassed 
seriously. 

MISSION PERFORMANCE PLAN 

OIG found the embassy in the process of revising its FY 2007 Mission Perfor­
mance Plan (MPP). The Department had complained that an earlier version was 
too detailed for a post the size of Dili. MPP goals in the new plan comprise eco­
nomic growth, democratic practices, law enforcement and the judiciary, global 
health, and post infrastructure.  The MPP makes a convincing case for a manage­
ment officer and overdue completion of  ongoing, needed construction projects. 
Requests for a reporting or consular officer appear premature, but this assumes the 
Department will staff the much-needed RSO and management officer positions, 
freeing the DCM to assume some of  the reporting responsibilities. 

COUNTRY TEAM 

The Ambassador meets weekly with a country team that includes officers from 
USAID, Office of  Defense Cooperation, Department of  Justice’s International 
Criminal Investigative Training Assistance Program (ICITAP), and Peace Corps. 
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USAID plays a critical role in East Timor and administers approximately $22.5 
million in economic support funds, focused primarily on economic growth, good 
governance, and improved health of the Timorese, notably women and children at 
greatest risk. The cost-effective health program could have an immediate impact 
on health if the Timorese use the inexpensive mosquito netting that USAID will 
provide.  USAID and ICITAP seek to strengthen the rule of  law by training both 
the judiciary and police.  The Department of  Justice’s $500,000 ICITAP program 
provides a key advisor to the Ministry of Interior and assists in the development of 
an internal affairs unit that will demand respect for human rights from the country’s 
fledgling police force. Peace Corps volunteers, soon to increase to 55, assist with 
local governance as well as health and community development. 
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POLICY AND PROGRAM 
IMPLEMENTATION 

REPORTING 

Political reporting has taken a quantum leap in the past 18 months, as the 
Ambassador and the political/economic/public affairs/consular officer have 
become far more active.  Earlier, there was virtually no reporting.  Notwithstanding 
criticism contained in the following paragraphs, geographic bureau officials felt that 
Embassy Dili’s reporting has improved continually over the past year, both in terms 
of style and content. This is no small achievement at a beleaguered post with 
virtually no previous reporting experience. 

The April antigovernment protests were covered in some detail, reflecting the 
post’s mastery of  local politics. Although reporting on security threats to East 
Timor’s future has been toned down considerably, Washington readers still question 
statements such as the one contained in the FY 2007 MPP. To wit, “East Timor 
continues to face significant threats to its peace and security.  One such threat is 
posed by the remnants of anti-independence militias that participated in the 1999­
era violence. Some of these groups are now engaged in various criminal activities 
on both sides of  the border.” 

The embassy needs to report more cautiously on what Washington readers 
perceive as unlikely threats from Indonesia and now largely disbanded militias said 
to operate out of West Timor.  Economic reporting is almost nonexistent. 

The Ambassador might do well to split his reporting portfolio with the entry-
level officer, enabling the officer to report more easily, for example, on economic 
and social matters.  The embassy needs to learn more about East Timor’s model 
petroleum revenue trust fund and how disbursements will be made.  With almost 
$250 million expected in 2005, this vital source of development revenue should 
not be overlooked.  In the unlikely event that time is found, Washington readers 
would welcome think pieces on East Timor’s future, factoring in issues such as oil 
revenues, rampant population growth, and corruption. 
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Washington intelligence analysts relish the detail contained in some of  the 
embassy’s messages.  Nevertheless, almost all reporting would benefit from greater 
brevity and a summary paragraph that is not an introduction but a recap of material 
contained in messages.  Embassy Dili should not lose sight that it is a small post 
with generally minimal U.S. interests. 

PUBLIC DIPLOMACY 

It is hard to imagine a country enjoying a reputation better than the one the 
United States has in East Timor.  The highly popular Ambassador and some 50 
Peace Corps volunteers make an enormous difference in a country of  under one 
million persons. 

However, East Timor desperately needs training, and the post has lost leader 
grant opportunities due to its own inaction. Embassy Dili, for example, failed to 
select two candidates for the 2004 International Visitors Program. There was a 
perception in the Department that the program got stuck in the Ambassador’s 
office, and this is probably the last thing the Ambassador wished to see happen. It 
is evidence, however, that he must delegate more forcefully. 

CONSULAR SERVICES 

Embassy Dili offers basic American citizens consular services.  This work is 
performed in timely, efficient fashion. The embassy demonstrated particular 
initiative by negotiating a new visa reciprocity schedule that will benefit Americans 
and Timorese alike. 

About 200 American citizens live in the embassy’s consular district. There are 
few tourists. Americans work mainly for international organizations with well-
organized support systems.  An officer who spends about 15-20 percent of  his time 
on consular matters ordinarily executes 100 passport related services a year.  He 
oversees an emergency warden system, visits arrested American citizens, responds 
to public inquiries, provides voting information, and supplies other services. 

Potential visitors to the United States may obtain basic information from the 
Dili office but apply for visas elsewhere, chiefly at the embassy in Jakarta. That 
embassy also provides almost all immigrant visa services.  A formal memorandum 
of understanding between Embassy Dili and Embassy Jakarta describes the ar­
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rangement. Most Timorese do not travel overseas, and there is no history of 
document fraud. Other posts in the region assist with Embassy Dili’s nonimmi­
grant visa work to varying extents.  Nonetheless, the embassy expends considerable 
effort in supplying visa-related information to applicants as well as arranging visa 
interview appointments. 

Consular space includes a public waiting and service room that seats 12 people. 
The area is clean and boasts easy wheelchair access.  However, the officer’s space is 
about 60 feet from it. Though entry into the general mission compound appears 
well protected, consular clients walk from the gate to the consular waiting area, a 
distance of about 200 feet. 
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(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)

Recommendation 1: 

Recommendation 2: 

Recommendation 3: 

  

SENSITIVE BUT UNCLASSIFIED 

Chancery 

Embassy Dili moved into the new interim office building in May 2004. The 
building meets all physical security standards.  It will serve as a temporary chancery 
until the construction of  a new embassy compound. The post is scheduled for a 
permanent $60.6 million new embassy compound project within the Department’s 
Long-Range Overseas Building Plan in FY 2010. 
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(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Phase II of  the interim office building project 

is in various stages of completion. 

 

SENSITIVE BUT UNCLASSIFIED 

U.S. Agency for International Development 

USAID has obtained collocation and security waivers to use the old chancery as 
its primary office space. Upgrades are required but cannot take place until funding 
has been identified and USAID Washington approves the security plan.  Once this 
has been accomplished, USAID will begin construction and modifications of  its 
new offices in order to occupy them, as planned originally, in October 2005. 
Upgrades include construction of  a perimeter wall/fence, public access control and 
CAC construction, and the installation of  technical security enhancements. 

Safety, Health, and Environmental Management 
Program 

The general services officer/information management officer serves as the post 
occupational safety and health officer.  The Bureau of Overseas Buildings Opera­
tions (OBO) conducted a maintenance program evaluation and assistance visit in 
July 2004. This visit identified deficiencies, and the embassy is taking the neces­
sary corrective action. A new recreational facility and parking lot are currently 
under construction.  OIG noted that protective equipment such as hardhats, 
although available, is not always worn.  This was brought to post management’s 
attention and is being addressed in a variety of ways such as training and post 
management notices. 
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RESOURCE MANAGEMENT 

Agency  U.S.  U.S. Local- Foreign Total Total
 Direct - Hire Staff* National Staff Funding 
Hire Staff Staff  (millions) 

State  6  2 113**  121 1.4 
Peace Corps  3  1  8 12 .8 
Defense -Office of  1  1 2  .1
 Defense Cooperation 
U.S. Agency for  1  4  12 17  22.5# 
International Development
 - Economic Support Funds 
International Criminal  0  2  2  4  .3 
Investigative Training 
Assistance Program -
(ICITAP)*** 
Totals       11  9  136  156  $ 25.1 

Data provided by Embassy Dili 
* Includes U.S. Personal Service Contractors 
** Includes 96 Local Guards 
***Program temporarily suspended pending resolution of funding issues 
#Amount includes funding for both programs and operating expense 

Embassy Dili has not been well served by the Department, particularly in the 
staffing of  American positions.  In addition, construction projects have experienced 
challenges in the form of  earthquakes and logistical delays that have impacted 
work on the interim office building annex and the Chief of Mission residence. 
Furthermore, the decrease in funding from Congress has resulted in a reduction of 
the scope of work. 

STAFFING 

At the time of the inspection this small post did not have an RSO or a manage­
ment officer.  Both are sorely needed. Imminent turnover will also take a toll.  The 
DCM, who wears several hats including that of management officer/human re­
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SENSITIVE BUT UNCLASSIFIED 

sources officer/post security officer, is due to depart post in July 2005, but a 
successor has yet to be named and assigned. The entry-level political/consular 
officer was also due to transfer in the 2005 summer cycle. Assigning responsibility 
for all information management and general services functions to one individual 
also needs to be revisited.   The individual who can perform two very different 
functions is rare. 

The urgent need for an RSO is discussed in the security section of this report. 
The critical need for a full-time management officer has been recognized by the 
post for at least two years and has been included in the MPP.  OIG made a recom­
mendation for providing a management officer in a 2004 management review.   As 
of June 2005, there had been no compliance. Instead of assigning a management 
officer, the Department has opted to send retired officers to post for temporary 
duty assignments lasting several weeks each.  Some have been better than others. 
However, this band-aid approach does not work. The relatively new FSN staff 
needs constant hands-on supervision, guidance, and on-the-job training.  Weak­
nesses, most of which are known to management, exist in virtually every area. 
Cashiering and collection problems are discussed in the management controls 
section of this report. It appears that the Department has recognized the need for a 
management officer and advertised the position (number 50297146) in May 2005. 

HUMAN RESOURCES 

Human resource issues for the FSN workforce have improved immensely since 
support was assigned to the regional human resources office at Embassy Bangkok, 
but more still needs to be done by both Embassy Dili and the Bureau of Human 
Resource’s Office of  Overseas Employment (HR/OE). 

(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
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(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Recommendation 4: 

Initiation and Orientation 

FSNs do not receive a complete orientation when they begin employment. An 
FSN handbook is essential to provide information to new employees about policy, 
practices, and procedures.  A draft handbook was prepared by the regional human 
resources office, Bangkok. Publication has been held up until the Local Compensa­
tion Plan is finalized and can be included in the handbook. (b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Recommendation 5: Embassy Dili, in coordination with the regional human 
resources office, Bangkok, should publish an interim Foreign Service national 
handbook providing all required information other than the Local Compensa­
tion Plan. (Action: Embassy Dili, in coordination with RHRO Bangkok) 

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Recommendation 6: 
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INFORMATION MANAGEMENT AND INFORMATION TECHNOLOGY 
SECURITY 

The embassy’s information management section has, since the OIG 2004 
management review, completed the move of  the Sensitive But Unclassified net­
work called OpenNet Plus to the interim office building.  The embassy accom­
plished these initiatives with less than effective support from the Bureaus of 
Information Resource Management and Diplomatic Security.  (b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2) Embassy management must 
implement a more structured framework to achieve Department objectives. 

Information Management 

The information management function is staffed with one information manage­
ment officer/general services officer, and one locally employed staff, who manages 
the Sensitive But Unclassified network.  The local employee also serves as the 
telephone technician.  Embassy Dili’s current Sensitive But Unclassified operations 
include seven servers and 27 workstations. Soon the post will have a classified 
operational capability. (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)

 

Recommendation 7: Embassy Dili, in coordination with the Bureau of East 
Asian and Pacific Affairs and the Bureau of Human Resources, should estab­
lish, fund, and fill separate information management officer and general 
services officer positions.  (Action: Embassy Dili, in coordination with EAP 
and DGHR) 

Although Embassy Dili has some rudimentary systems manager operating 
procedures such as checking logs and creating accounts, key operational processes 
including patch management and monthly reviews of user libraries and word­
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processing documents do not exist. Records management guidance includes the 
requirement that users review and delete electronic mail regularly to prevent 
overloading the system (5 FAM 751).  Other procedures are incomplete or incor­
rect. (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

The lack of written policies and procedures has led to abuses of privileges as 
well as to confusion regarding the appropriate way to handle different issues.  OIG 
found evidence that some employees were visiting sexually explicit web sites as 
well as gambling sites (5 FAM 723 (6)).  OIG also found movie and audio files that 
are not work related being stored on government equipment. The common use 
stand-alone workstation contained unapproved software and other items that are 
inappropriate.  OIG left an informal recommendation to review and correct the 
procedures as necessary (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Embassies can implement software and hardware (that is not part of the 
Department configuration baseline) to meet special business needs. These special 
configurations must be approved by a local configuration control board. The post 
has approved the use of “thumb drives” but has no controls in place to ensure the 
appropriate use of  this technology.  OIG made an informal recommendation to 
establish controls. 

Contingency planning for a post as isolated as Embassy Dili has not been 
treated with critical importance. (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)  Additionally, the contingency 
plans must be coordinated with the Emergency Action Plan.   According to 5 FAM 
511e, posts must address telecommunications outages and anticipated recovery 
actions in their electronic information processing contingency plans.  An informal 
recommendation addresses these issues. 

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
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Recommendation 8: Embassy Dili should request that the Bureau of Infor­
mation Resource Management correct the errors in the reports generated by 
the system management server.  (Action: Embassy Dili, in coordination with 
IRM) 

On a related note, the Baseline Toolkit, the Bureau of  Diplomatic Security’s 
security configuration reporting mechanism, identified that there was a 100 percent 
failure rate for audit policies on the systems management server.  Because the 
server is controlled in Washington, the corrections must be made by Washington 
personnel. 

Information Technology Security 

The overall information technology security stance of  the embassy is 
minimalist. As discussed above, Embassy Dili has not implemented a monitoring 
program that would ensure that inappropriate or unapproved material is identified 
early.  A regional computer security officer reviewed the administrative, physical, 
personnel, and technical controls for the information systems in February 2005. 
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(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)
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SENSITIVE BUT UNCLASSIFIED 

REAL PROPERTY 

Embassy Dili moved to its present compound site in 2004. The interim office 
building was accepted by OBO in April 2004. Much work remains to be done. A 
local contractor is completing the renovation of the representational areas of the 
Chief of  Mission residence scheduled for late Summer 2005.  Work, which will 
require funding, will still need to be performed to make the living quarters of  the 
Chief of Mission residence habitable. OBO and post are also working together to 
address the maintenance and sustainability of  the newly constructed facilities.  In 
addition, OBO has already provided a civil engineer to post to address the drainage 
problem noted by the post. OBO also awarded a contract to connect the com­
pound to utility power to eliminate the post’s concerns over the generator opera­
tion. 
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SENSITIVE BUT UNCLASSIFIED
 

MANAGEMENT CONTROLS 

The Chief of Mission certification submitted July 20, 2004, prepared and 
signed by the chargé stated that there were reasonable assurances that management 
control objectives were achieved and did not highlight any material weaknesses. 
However, the certification also pointed out the need for additional staffing, both 
American and national employees. A risk assessment made April 2005 pointed out 
weaknesses in virtually every administrative area. OIG attributed the weaknesses 
to the lack of staffing, experience, and training of both the American and FSN 
staff. 

Cashier operations were particularly weak. The incumbent cashier had no 
formal training, and, because of  a conflict of  interest, the one qualified officer - the 
DCM - could not supervise and oversee the cashier.  Instead, the responsibility was 
given to the one American office management specialist who also had no experi­
ence or training.  Problems were inevitable. A significant variance was not resolved 
for almost a year and required on-site intervention of  personnel from the Financial 
Services Center, Bangkok and the financial management office, Jakarta. 

Recommendation 9: Embassy Dili should transfer cashier supervisor 
responsibilities to an American such as the management officer, deputy chief 
of  mission, or administrative assistant and provide the designated supervisor 
with the required training.  (Action: Embassy Dili) 

Procedures for the collection of telephone bills for personal calls made by 
embassy personnel need strengthening.  Monthly notices sent by the cashier to 
individuals are, in many instances, ignored. One individual has bills outstanding 
for over a year.  In this case, the embassy is initiating debt collection procedures. 
Others have outstanding bills for several months. 

Recommendation 10: Embassy Dili should establish procedures for the col­
lection of  telephone bills that require intervention of  the deputy chief  of  mis­
sion when individuals are delinquent. (Action: Embassy Dili) 
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FORMAL RECOMMENDATIONS 

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)

Recommendation 1: 

Recommendation 2: 

Recommendation 3: 

Recommendation 4: 

Recommendation 5: Embassy Dili, in coordination with the regional human re­
sources office, Bangkok, should publish an interim Foreign Service national 
handbook providing all required information other than the Local Compensation 
Plan. (Action: Embassy Dili, in coordination with RHRO Bangkok) 

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Recommendation 6: 

Recommendation 7: Embassy Dili, in coordination with the Bureau of East 
Asian and Pacific Affairs and the Bureau of Human Resources, should establish, 
fund, and fill separate information management officer and general services of­
ficer positions.  (Action:  Embassy Dili, in coordination with EAP and DGHR) 
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Recommendation 8: Embassy Dili should request that the Bureau of  Informa­
tion Resource Management correct the errors in the reports generated by the 
system management server.  (Action: Embassy Dili, in coordination with IRM) 

Recommendation 9: Embassy Dili should transfer cashier supervisor responsi­
bilities to an American such as the management officer, deputy chief of mis­
sion, or administrative assistant and provide the designated supervisor with the 
required training.  (Action: Embassy Dili) 

Recommendation 10: Embassy Dili should establish procedures for the collection 
of  telephone bills that require intervention of  the deputy chief  of  mission when 
individuals are delinquent. (Action: Embassy Dili) 
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(b) (2)(b) (2)(b) (2)(b) (2)

  

SENSITIVE BUT UNCLASSIFIED
 

INFORMAL RECOMMENDATIONS 

Informal recommendations cover operational matters not requiring action by 
organizations outside the inspected unit and/or the parent regional bureau. Infor­
mal recommendations will not be subject to the OIG compliance process.  How­
ever, any subsequent OIG inspection or on-site compliance review will assess the 
mission’s progress in implementing the informal recommendations. 

Key operational processes and monthly reviews of 
user libraries and word-processing documents do not exist. Records management 
guidance includes the requirement that users review and delete electronic mail 
regularly to prevent overloading the system (5 FAM 751).  Other procedures are 
incomplete or incorrect. 

Informal Recommendation 1: Embassy Dili should correct the password 
acknowledgement form and remove references to nonexistent documentation. 

Informal Recommendation 2: Embassy Dili should develop procedures for 
review of patch management, user libraries, and electronic mail. These procedures 
should require that users delete electronic mail from the deleted and sent mail 
folders. 

Employees were visiting sexually explicit web sites as well as gambling sites 
(5 FAM 723 (6)).  OIG also found movie and audio files that are not work-related 
being stored on government equipment. 

Informal Recommendation 3: Embassy Dili should develop and distribute 
standard operating procedures reminding employees about the consequences of 
improper use of U.S. government equipment.  This procedure should define the 
process for identifying and reporting inappropriate use to the supervisor and the 
human relations office as well as the employee. 

The local configuration control board has not approved the use of “thumb drives” 
and there are no controls in place to ensure the appropriate use of  this technology. 

Informal Recommendation 4: Embassy Dili should review and approve the use 
of “thumb drives” and develop and implement controls for the use of this technol­
ogy. 
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(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)

Informal Recommendation 5: Embassy Dili should develop contingency (b) 
(2)(b) (2)(b) (2) plans.  The contingency plan should be coordinated with the Emer­

gency Action Plan. 

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Informal Recommendation 6: Embassy Dili should fix the heating and air 
conditioning in the telephone frame room and locate an emergency power-off 
switch outside the server room. 

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) 
(2)

SENSITIVE BUT UNCLASSIFIED
 

Informal Recommendation 7: Embassy Dili should restrict employee access to 
the information necessary to perform their jobs. 

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Informal Recommendation 8: 

Informal Recommendation 9: Embassy Dili should remove access privileges 
from individuals who have not taken the mandatory training. 
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PRINCIPAL OFFICIALS 

Name Arrival Date 

Ambassador Grover Joseph Rees 12/02 

Deputy Chief of Mission/ Sean B.  Stein 05/03 
Management Officer 

Chiefs of Sections: 
Consular/Political/Economic/ Curtis R. Ried 08/04 

Public Affairs 

Other Agencies: 
U.S. Agency for International Dr. Charles Oliver 04/04

 Development 

U.S.  Department of  Defense ­ Major Wayne Turnbull 10/04 
Office of Defense Cooperation 

U.S.  Department of  Justice ­ James Roberts/Karl Clark  TBD 
International Criminal Investigative 
Training Assistance Program 

U.S. Peace Corps Frank Yanicheck       11/04 
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ABBREVIATIONS 

CAA Controlled access area 

CAC Compound access control 

DCM Deputy chief of mission 

Department Department of State 

FSN Foreign Service national 

HR/OE Office of Overseas Employment 

ICITAP International Criminal Investigative Training 
Assistance Program 

LGF Local guard force 

MPP Mission Performance Plan 

OBO Bureau of Overseas Buildings Operations 

OIG Office of Inspector General 

RSO Regional security officer 

USAID U.S. Agency for  International Development 
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