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To the Chief Financial Officer
U.S. Department of State:

We have audited the financial statements of the U.S. Department of State for the years ended
September 30, 2007 and 2006, and have issued our report thereon dated November 14, 2007. In
planning and performing our audit of the Department’s financial statements, we considered the
Department’s internal control over financial reporting to determine our auditing procedures for
the purpose of expressing our opinion on the financial statements and not to provide assurance on
internal control. We have not considered internal control since the date of our report.

During our audit, we noted certain matters involving internal control over financial reporting that
we considered to be material weaknesses and significant deficiencies under the standards
established by the American Institute of Certified Public Accountants. We reported those
deficiencies in the report referenced.

Our audit procedures were designed primarily to enable us to form an opinion on the financial
statements and therefore may not identify all weaknesses in internal control that may exist.
However, we would like to take this opportunity to use our knowledge of the Department gained
during the audit to provide comments and suggestions that we hope will be useful to you.

Although not considered to be material weaknesses or significant deficiencies, we noted certain
matters involving internal control and other operational matters that are presented in Attachment
1 of this letter for your consideration. These observations are intended to improve the
Department’s internal control or result in other operating efficiencies. Internal control issues
identified as a result of the Department’s annual assessment required by Office of Management
and Budget Circular A-123 are presented in Attachment 2.

This report is intended solely for the information and use of the Office of Inspector General,
Department management, and others within the organization and is not intended to be, and
should not be, used by anyone other than these specified parties. The Department did not provide
written comments on this management letter.

Very truly vours,

~
l A T Ry R RN
. any,k

Leonard G. Birnbaum and Comp

Arttachments: As stated.

MEMBERS OF THE AMERICAN INSTITUTE OF CERTIFIED PUBLIC ACCOUNTANTS
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Management Letter Related to the
Audit of the U.S. Department of State
2007 and 2006 Financial Statements

Observations and Conclusions

Fund Balance With Treasury

The absolute value amount of the unreconciled difference between the adjusted Treasury
balance and the adjusted Global Financial Management System (GFMS) balance
increased during FY 2007. As of September 30, 2007, the amount of this difference was
approximately $95 million.

We recommend that the Department continue its efforts to reduce unreconciled
differences berween the adjusted Treasury balance and the adjusted GFMS balance.

Accounts Receivable

Accounts receivable were overstated by approximately $83 million. The error amounts
were, in large part, due to inadequate supporting documentation and several longstanding
balances that we did not believe to be collectible.

We recommend that the Department evaluate the validity and collectibility of its older
accounts receivable balances.

The Department was unable to prepare a detailed reconciliation between the Domestic
Accounts Receivable Tracking System and GFMS because of issues associated with the
conversion from the Central Financial Management System (CFMS) to GFMS.

We recommend that the Department resume the reconciliation process to ensure that the
process can be effectively accomplished in the future.

The Department did not include receivables recorded against Fund 3200, Collections of
Receivables From Canceled Accounts, in its financial statements. While the 2006
management [etter recommended that these receivables be excluded, a revision to
Treasury Financial Manual Bulletin No. 2006-05 now requires that receivables related to
canceled funds be included in agencies’ financial statements.

We recommend that accounts receivable related to canceled funds be included in the
Department s financial statements.
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Accounts Payable

The Department does not maintain an overseas accounts payable subsidiary record.
Rather, the amounts appearing in the general ledger accounts, and ultimately the financial
statements, represent the results of all transactions (posting of payables, liquidations, and
adjusting entries) on a rolling database basis.

We recommend that the Department establish an overseas accounts payable subsidiary
ledger.

Pavroll Accruals

Payroll accruals continue to be calculated inaccurately. While we commend the
Department for automating its payroll accruals, the exclusion of certain types of payroll
from the calculation process yields significant inaccuracies.

We recommend that the Department reexamine its process for accruing payroll to
increase the accuracy of payroll accruals.

Pavroll Documentation

Tests disclosed that employees’ official personnel files did not contain all required
documentation, including SF-50s, Federal Employee Health Benefit forms, Thrift Savings
Plan forms, life insurance election forms for employees electing such coverage, SF-2817s
for employees electing no life insurance, and Forms W-4 {(and state/local equivalent
where applicable).

We recommend that the Department take appropriate steps to ensure that copies of
required documents are maintained in personnel files.

Heritage Assets

The Department classified artwork that was not framed or was undergoing preservation
treatment as “inactive,” and consequently, the inventory count of artwork was reduced by
items deemed to be inactive. We believe that the Department should include all artwork
in the count of heritage assets unless the artwork is formally removed, missing, or
damaged beyond repair.

We recommend that the Depariment include all artwork, including “inactive” property,
in its count of heritage assets.
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Deferred Maintenance

The Department has not fully complied with the requirements of Statement of Federal
Financial Accounting Standard (SFFAS) No. 14, Amendments to Deferred Maintenance
Reporting, 1n that the Required Supplementary Information section of the Agency
Financial Report does not (1) identify each major class of asset for which maintenance
has been deferred, (2) include a description of the requirements or standards for
acceptable operating condition, and (3) include deferred maintenance for heritage assets
other than real property and furniture and fixtures associated with real property. In
addition, the Department’s system is inadequate for purposes of developing the amount of
deferred maintenance presented as supplementary information to the financial statements.

We recommend that the Department continue its efforis to comply with the requirements
of SFFAS No. 14.

Foreign Service Retirement and Disability Fund’s (FSRDF) Actuanal Liability

Our actuary made several suggestions to make the report on the FSRDF actuarial liability
more informative. Specifically, the actuary suggested that the report:

(1) show the development of the normal cost percentage,

(2) provide information about future cash flows or future cash payments or both,

(3) show the rate of return of assets, and

{(4) provide additional details regarding the method used to determine the
amortization of unfunded liability to help users.

We recommend that the Department consider implementing the suggestions for making
the FSRDF report more informative.

Non-Personnel Expenses

Non-personnel expenses were overstated by approximately $95 million. The error
amounts were, in large part, due to expenses being recorded in an improper period.
Further, documentation to establish the validity of the expenses in our sample was
inadequate.

We recommend that the Depariment lake steps to correctly allocate expenses in their
proper period and maintain adequate documentation to establish the validity of expenses.

The Improper Pavments Information Act

Although the Department identified certain transactions as being susceptible to improper
payments in FY 2006 and earlier, these transactions were not tested in FY 2007. These
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transactions include the following:

¢ INL-Law Enforcement, Eradication, Aviation Support, and Support to the
Military. The susceptibility to improper payments for this activity was first
identified in FY 2004, In the FY 2006 report, this program was projected to have
an error amount for FY 2007 in excess of $185,750. Further, the Department
projected this amount to increase in FYs 2008 and 2009,

e Vendor Payments for Structures and Equipment. The susceptibility to improper
payments for this activity was first identified in FY 2004. For FY 2005, improper
ayments were projected to be $235.000. For FY 2006 and beyond, the
Department projects no additional improper payments. However, the actual
improper payment amount (or confirmation that there are no further improper

payments) was not disclosed.

» Grantee Payments. In cases where Federal Financial Assistance funds were
disbursed to a grantee, the Department did not extend the improper payment
testing to the grantee level to obtain documentation to support whether the funds
were spent in accordance with the grant agreement.

We recommend that the Department cover all programs that are susceptible to
improper payments, including programs identified in prior vears that have been
projected to have improper payments in the future. The Department should also
expand the scope of its examination of improper payments to include disbursements
made by grantees.

Prompnt Payments

The Department is currently paying approximately 75 percent of its domestic invoices on
time as compared with the government-wide goal of 98 percent. Further, the Department
1s paying approximately $750 per $1 million in interest payments. The government-wide
goal is to reduce this amount to $300 per $1 million in payments.

Although the Department has implemented new processes intended to enhance its
performance in this area that have resulted in a marked decrease in the amount of interest
paid, the percentage of invoices not paid timely has not changed significantly.

We recommend that the Department continue to sirengthen its procedures for timely
payment of invoices with the aim of increasing the percentage of invoices being paid
timely.
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Controls Over Cash and Cash Receipis at Posts

Our review of controls at posts disclosed several common areas requiring attention,
including the following:

¢ lack of formal designation for cashiers and back-up cashiers and
o lack of documentation demonstrating cashier training.

We recommend that the Department reemphasize to staff at posis the need to comply with
established internal control procedures over cash and cash receipts.

Information Technologv Security

Although the Department has developed and implemented an improved information
technology security program, issues pertaining to potential access remain.

We recommend that the Department continue its efforts to enhance security over its
information technology.

Indirect Cost Allocation for Construction in Propress

During our test of indirect cost allocations related to construction in progress, we noted
an error made by the Department related to calculating the direct cost base. This error
will cause an incorrect amount of indirect cost allocation among projects.

We recommend that the Department reassess its methodology for calculating the indirect
cost base related to construction in progress.

Personal Property

We identified controls over personal property as a material weakness in our report on the
Department’s FY 2007 and 2006 financial statements. However, because this issue is
significant, we are providing additional details in this management letter on issues that
were identified as follows:

¢ Although the Department continues to improve its oversight of property in the
hands of contractors, additional work is needed to ensure that the Department is
correctly reporting this information.

We recommend that the Department enhance its processes for obtaining
appropriate supporting documentation for assets and for identifying and training
property administrators.
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» We noted a significant number of acquisitions recorded in FY 2007 that had
actually been acquired in prior years. In addition, we noted a number of disposals
recorded in FY 2007, especially related to vehicles that had actually been disposed
of during prior years.

e We found that the acquisition cost of some items had not been entered correctly
and that the sale proceeds for some items were not recorded properly.

» The salvage value listed on the disposal report does not always match the salvage
value in the GFMS,

* Some posts did not prepare the Property Management Report properly.

* We noted, during our work at overseas posts, a number of instances in which the
number of motor vehicles included in the inventory system was not accurate.

We recommend that the Department take appropriate action to improve controls over
personal property, both in domestic bureaus and at overseas posts.
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Management Letter Related to the
Audit of the U.S. Department of State
2007 and 2006 Financial Statements
OMB Circular A-123 Findings
Cycle Application Finding/Control Weakness
Financial Journal Voucher The Department does not have formal desk procedures to ensure

Reporting — {JV) Processing sufficient control over the JV process.
Proprietary

The Department should develop procedures for processing JVs,

JV Processing A TV that is both entered and approved by the same person is not
always verified for accuracy and propriety after being posted to the
accounting system.

The Department should independently review, in o timely manner,
a JV that undergoes input and approval by the same accountant.

JV Processing The Departiment did not have adequate controis in place to oversee
the preparation and recording of JVs, which increased the
likelihood that financial statement adjustments could be recorded
improperly.

To improve the operational effectiveness of the JV process, the
Department should (1) develop formal procedures for the JV
process and (2} ensure that staff accountants receive training
outlining the proper procedures to follow when preparing and
recording JVs.

Intragovernmental The Department does not have assurance that all
intragovernmental transactions have been properly identified for
financial presentation and disclosure because the accounting
system does not provide sufficient detail to ensure proper
identification during the intragovermmental process.

The Department should strengthen the accounting svstem's
business rules to accurately identify the Federal/non-Federal
atiribute and trading partner so that accurate data are captured
when transactions are recorded

Infragovernmental Data used in the intragovernmental process are not reconciled to
the trial balance to ensure proper summarization.

The Department should reconcile intragovernmental amounts fo
the trial balance.
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Cycle Application Finding/Control Weakness
Intradepartmental The Department does not have a sufficient audit trail related to
Elimirations and overseeing the preparation of supporting schedules, financial
Financial statements, and disclosures to document edit checks, revisions, and
Statement management reviews.
Preparation
The Department should ensure thal management maintains an
audit trail to document its oversight of the preparation of the
financial statements.
Allocation The Department received no assurance from child agencies and the
Transfers international Boundary and Water Commission (IBWC} that the
customized trial balances it provides were accurate and valid.
The Department should receive assurance from child agencies and
IBWC that the provided customized trial balances are accurate
and valid
Trial The Department did not always perform fund reviews (because of
Balance/Hyperion turnover in staff), and reviews that were performed lacked
Process sufficient documentation to fuily support their effectiveness.

To increase the operating effectiveness of fund reviews, the
Department should (1) ensure sufficient resources are availuble to
perform reviews of significant funds monthly and (2} reguire
accountants to mairtain documentation to show that the fund
review checklist was completed (including work performed and
any resulting adjustments).

Trial Balance/
Hyperion Process

The Department did not have adequate coatrols in place (e.g., edit
checks and supervisory reviews) to ensure the completeness of
financial information. For instance, the Department did not detect
the omission of financial data related to an allocation transfer.

The Department should strengthen oversight controls by
documenting the comparison of the Treasury 6654 and the child
agency data. This documentation should be approved prior to
quarterly financial reporting.

Statement of
Financing

The Department did not properly prepare the Statement of
Financing in accordance with guidance provided by the
Department of the Treasury and OMB. This could lead to
misstatements in line items presented on the statement.

The Department should perform a guality assurance process
before year-end financial reporting and determine whether the
Statement of Financing is presented in accordance with guidance.
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Cyele Application Finding/Control Weakness
Budgetary Apportionment of The Department does not have specific guidance for recording
Resources Budgetary certain accounting transactions in compliance with the Foreign
Resources, Affairs Manual and the Foreign Affairs Handbook.
Processing of
Treasury The Department should develop and maintain detailed procedures
Documents, Jor recording accounting transactions.
Allotments
Apportionment of The Department does not record nonexpenditure transfers of funds
Budgetary from an aitocation transfer in accordance with Treasury guidance.
Resources,
Processing of The Department should update the accounting system’s mapping
Treasury rules so that nonexpenditure allocation transfers are posted in
Documents, accordance with Treasury guidance.
Allotments
Apportionment of Budgetary resource transactions, inciuding appropriations,
Budgetary nonexpenditure transfers, and apportionments recorded in the
Resources, accounting system, did not always agree with underlying
Processing of documentation {e.g., warrants and apportionments).
Treasury
Documents, To ensure accuracy of budgeiary resource transactions, the
Aliotments Department should (1} develop a report that compares
transactions with relevant general ledger balances and (2) review
the report quarterly and resolve significant variances.
Apportionment of Funds coliected and made available to the Department from Frand
Budgetary Prevention and Detection fees are being processed as
Resources, nonexpenditure transfers but are not included on the SF-132
Processing of apportionment schedule or recorded in the accounting system.
Treasury
Documents, The Department should work with the Department of the Treasury
Allotments lo determine the appropriate accounting treatment for funds
collected from Fraud Prevention and Detection fees.
Financial Statement of The Department does not maintain a current manual that describes
Reporting - Budgetary the SBR preparation process.
Budgetary Resources (SBR)

Preparation

The Department should update its procedures to include the
current preparation process.

SBR Preparation

The Department does not receive documentation supporting the
SF-133s prepared by IBWC and child agencies and therefore
receives no assurance that the SF-133s are accurate and valid.

The Department should receive supporting documentation from
IBWC and child agencies to ensure that the SF-133s are accurate
and valid.
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Cycle Application Finding/Control Weakness

SBR Preparation The SBR may be misstated because (1) unsupported summary
level adjustments are made to correct imbalances between
proprietary and budgetary balances and budgetary relationships
that are not in alignment and (2} adjustments are made to draft SF-
133s afier the final SBR is submitted to OMB. These adjustments
are made afier the deadline to submit the financial statements but
before final SF-133s are submitted to the Treasury via FACTS 1.

The Department should take action to address the issues related to
SBR misstatement.

SBR Preparation Controls in place to ensure the completeness of financial
information did not detect misstatements related to the omission of
a fund on the SBR.

The Department should strengthen oversight conrtrols by designing
an effective controf to ensure that all SF-133 data are obtained
when preparing the SBR and by requiring an independent review
of the SBR and supporting schedules on a quarterly basis.

SF-133 ‘Fhe SF-133 manual adjustment workbook contains an error in the
Preparation methodology for calculating reimbursable expended authority.

The Department should perform a quality control review of the
manual adiustment workbook to ensure that adjustmenis are

reasonable.
Procurement Procurement A maiority of the Department’s bureaus do not routinely review
Practices obligation transactions or unliquidated obligation balances to

ensure accuracy and continued validity.

Bureaus should periodically review outstanding obligations fo
ensure that amounts are accurate and represent a continuing

need.
Fund Balance SF-6652 The Department does not adequately reconcile domestic
With Treasury Reconciliation- transactions because significant unmatched items remain
Domestic unresolved beyond 90 days.

The Department should implement procedures to identify and
resolve significant unmatched items in a timely manner. These
procedures should include addressing unmatched items from
previous fiscal years.
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Cycle

Application

Finding/Control Weakness

SF-6635
Reconciliation

The Department’s reconciliation of receipt accounts is inadequate
because differences identified between the Department’s and the
Treasury’s balances are not researched and resolved.

The Department should incorporate the reconciliation of receipt
accounts appearing on the SF-66355 with the SF-6634

reconciliation,

SF-6655

Reconciliation

The Department does not have policies and procedures that fully
document the process to reconcile special fund deposits reported

P

on ihe 3F-0053 with the deposits reporied by ihe Depariment.

The Department should develop procedures that fully document
the SF-6653 reconciliation process.

SF-6655
Reconciliation

Adjustments recorded to fund balances as part of the reconciliation
process did not always appear valid.

The Department should strengthen controls over posting
adjustments by (1} ensuring that all adiustments are adequately
supported, (2) ensuring that all adjustments are properly reviewed
and approved by a supervisor, and (3) reviewing adjustments
carried forward from prior periods to determine continued
validity.

SF-6635
Reconciliation

Edit checks used in the SF-6635 comparison process were
ineffective.

The Department should require, on a quarterly basis, a
supervisory review to determine the validity of the SF-6653
reconciliation.

SF-224 Domestic

The SF-224 preparation process for domestic operations involves a
kigh degree of manual data entry that is prone to human error. The
current edit checks and supervisory reviews in place do not detect
all data entry errors.

The Department should validate the SF-224 worksheet to source
data after data entry. This validation should be performed at the
BFY-Fund level and should be approved by a supervisor. The
Departinent showld also perform integrity tests to ensure that the
accounting system properly summarizes accounting transactions
when producing reguired reports. The SF-224 should be validated
against general ledger data on a monthly basis.

SF-6652
Reconciliation-
Domestic

The Department did not adequately reconcile the SF-6632
(domestic).
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The Department should (1) validate internally produced
reconcifiation schedules against the SF-6632 provided by the
Treasury on a monthly basis and (2) ensure that adequate
resources are available to clear differences within 90 days.
International Obligations & [0 does not have written procedures for financial transactions that
Organizations Expenses are comprehensive and up to date.
10)
10 should complete its policy and procedures guide jor financial
transaciions.
Liability Accruals RM does not have current procedures for calculating the [0
liability accrual.
RM should updute its policies related to the 10 liability accrual.
Liability Accruals IO and RM do not sufficiently coordinate to determine whether the
liability valuation accrual is reasonable.
RM and 10 should coordinate and (1) establish the accuracy of
data elements used in the accrual and (2) review the valuation of
the resulting accrual to determine reasonableness based upon
programmatic and financial experience.
FSRDF Contributions, The Department did not effectively review the preliminary Annuity
Annuity Cases for the Current Roll report and make corrections to annuity
Payments, data in a timely manner.
Purchases &
Redemptions, The Department should ensure that the preliminary Annuity Cases
Interest Income Jor the Current Roll report is reviewed on a monthly basis and
that all necessary corrections are made in a timely manner.
Cash Vendor Payments General ledger balances that refiect overseas accounting
Dishursements - QOverseas transactions are not reconciled to subsidiary ledgers to ensure
and Expenses accuracy.
The Department should develop procedures to reconcile general
ledger balunces to appropriate subsidiary ledgers for significant
overseas accounting transactions.
Payment The Department does not have procedures and automated systems
Processing - to ensure compliance with significant provisions of the Prompt
Overseas Payment Act for payments processed at overseas posts.

The Depariment should ensure that overseas accounting systems
have adequate functionality to process payments in accordance
with the Prompt Payment Act,
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Cycle

Application

Finding/Control Weakness

Reimbursable
Agreements —
Expenses

Reimbursable expense transactions are not routinely revicwed by
cognizant officials to ensure validity.

The Department should provide bureaus a monthly schedule
detailing IPAC expense transactions. It should also require that
the bureaus review and approve the schedule to indicate the
validity of charges and take appropriate action to correct any
invalid charges.

Vendor Claims

The Department does not always identify the appropriate invoice
receipi dale and therelore does not idenlify all paymenis thai are
subject to Prompt Payment Act inferest penalties.

The Department should coordinate with bureaus to determine
when a proper invoice was received and conduct staff training
that cutlines the requirements of the Prompt Payment Act:
specifically, how 1o determine when a proper invoice is received.

Cash
Disbursement and
Non-personnel
Expense
Processing and
Accounting

Not all transactions are cleared from suspense files in a timely
Imananer.

The Department should establish a benchmark that defines
acceptable clearance rates for items in suspense. This benchmark
should be used when monitoring reports to determine effectiveness
and indicate when further action is needed.

Purchase Cards

The Department cannot ensure the validity and accuracy of
domestic purchase card transactions because all offices do not
provide approved and reconciled individual statements,

The Department should stress the importance of approving and
submitting the cardholder’s statements for review as required,
The Department should reject and reguest corrective action for
any statements submitted by bureaus that are not properly
reconciled and approved.

Travel
Authorization and
Vouchers

The Department’s review and approval process for TDY
authorizations and vouchers did not detect duplicate airiine tickets
for one voucher.

The Department should ensure that iravel obligations with
duplicate airline ticket postings are resolved in a timely manner.
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Cycle Application Finding/Control Weakness

Grants Expenses Omne bureau did not use appropriate obligating documents to
establish obligations. The obligations were recorded based upon
e-mai} correspondence.
The Department should use proper obligating documents when
processing obligation transactions.

Expenses One bureau did not obtain a voucher to support the validity of

travel costs related to financial assistance provided to a speaker.
The Deparimeni should require travelers io provide vouchers io
Support fravel cosis.

Payroll FSN Payroll Bi-Weekly FSN payroll and benefit amounts are not reconciled to

Expenses Processing and subsidiary records to ensure accuracy.
Accounting

FSN payroll amounts should be verified. Specifically, the dollar
value of FSN payroll-related transactions should be reconciled to
amounts recorded in subsidiary records to ensure accuracy.

American Payroll

The Department needs to improve the operating effectiveness of

- Time and controls over time and attendance (T&A).
Attendance
To ensure the completeness and accuracy of payroll expenses, the
Department should ensure that (1) supervisors review and
approve T&A reports fo ensure accuracy, {2} T&A and leqve slips
are retained for 6 vears, and (3) leave is properly approved.
Payroll The Department does not clear all payroll transactions from the

Processing and
Accounting

suspense account in a timely manner.

The Department should establish a benchmark that defines
acceptable clearance rates and use this benchmark o determine
effectiveness and indicale when further actions to clear
iransactions are needed.

Cash Receipts
and Revenue

Reimbursable
Agreements-
Transaction
Recording

The Department recognizes earned revenue at the time the
reimbursable agreement is approved rather than when the services
or goods are provided.

The Department should recognize earned revenue when the
services or goods are provided.

Fee Coliections

The current procedure used to monitor collections processed by
lockbox banks is ineffective because reconciling items are not
resolved prior to posting collections in the accounting system.

The Department should identify and resolve reconciling items with
the bank in a timely manner.




Attachment 2

Page 9 of ¢
Cycle Application Finding/Control Weakness
Reimbursable The Department processed an invalid IPAC collection based on an
Agreements- incomplete analysis of supporting documentation.
Transaction
Recording The Department should ensure that billings are fully supported
prior to executing IPAC fransactions. In addition, the Department
should determine whether outstanding accounts receivable are
related (o IPAC differences identified as part of the SF-6632
reconciliation,
Property, Personal The Department did not have adequate controls in place over
Piant, and Property- accounting for personal property. Specifically, the Department did
Equipment Contractor Held not have a fully effective system to identify and record property in

the hands of contractors. The controls over accounting for aircraft,
vehicles, and other personal property were not fully effective.

The Department should develop a plan to address these issues.

Real Property

Posts do not update the real property system for errors discovered
by the Bureau of Overseas Buildings Operations (OBO).

Posts should record corrections when notified by OBO.

Personal Property
- Internal Use
Software

The Department did not have adequate controis over reporting
internal use sofiware as follows: (1) the data needed for
accouiting entries were not integrated, (2) there were no
standardized business rules to establish acceptance, (3) indirect
costs were not being applied to the cost of the software
development, (4} costs representing operating expenses were often
grouped together with capitalized costs on contract line items, and
{5) billings were not project specific and bureaus did not maintain
crosswalks to detail what invoice amounts related to which project,

The Department should develop a methodology to ensure the
complete and accurate recording and reporting of capitalized
saftware.




