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INDEPENDENTINDEPENDENT AUDITOR'SAUDITOR'S REPORTREPORT

ToTo thethe SecretarySecretary,, DepartmentDepartment ofof State:State:

WeWe havehave auditedaudited thethe DepartmentDepartment ofof State'sState's (Department)(Department) restatedrestated ConsolidatedConsolidated BalanceBalance
Sheets,Sheets, restatedrestated ConsolidatedConsolidated StatementsStatements ofofNetNet Cost,Cost, restatedrestated ConsolidatedConsolidated StatementsStatements ofof
ChangesChanges inin NetNet Position,Position, CombinedCombined StatementsStatements ofof BudgetaryBudgetary Resources,Resources, andand restatedrestated
ConsolidatedConsolidated StatementsStatements ofof FinancingFinancing asas of,of, andand forfor thethe yearsyears endedended,, SeptemberSeptember 30,200630, 2006 andand
20052005;; wewe havehave examinedexamined internalinternal controlcontrol overover financialfinancial reportingreporting inin placeplace asas ofof SeptemberSeptember 30,30,
20062006,, andand forfor thethe yearyear thenthen ended;ended; andand wewe havehave examinedexamined compliancecompliance withwith applicableapplicable lawslaws andand
regulations.regulations.

DuringDuring FYFY 20062006,, thethe DepartmentDepartment becamebecame awareaware ooff potentiallypotentially materialmaterial amountsamounts ofof realreal
propertyproperty thatthat hadhad notnot beenbeen properlyproperly reportedreported inin itsits financialfinancial statements.statements. WhileWhile examiningexamining thisthis
issue,issue, thethe DepartmentDepartment learnedlearned ofof otherother issuesissues relatedrelated toto thethe accuracyaccuracy ofof amountsamounts reportedreported asas realreal
property.property. TheseThese issuesissues affectedaffected FYFY 20062006 andand 20052005 balancesbalances andand activity.activity.

--InIn ourour reportreport dateddated NovemberNovember 14,200614,2006,, wewe reportedreported thatthat becausebecause thethe DepartmentDepartment waswas
unableunable toto provideprovide completecomplete financialfinancial statementsstatements oror respondrespond toto requestsrequests forfor evidentialevidential materialmaterial inin aa
timelytimely mannermanner andand wewe werewere notnot ableable toto performperform otherother auditingauditing proceduresprocedures toto satisfysatisfy ourselvesourselves asas
toto thethe accuracyaccuracy ofof thethe 20062006 financialfinancial statementsstatements inin timetime toto meetmeet thethe NovemberNovember 15,15, 20062006,, deadlinedeadline
imposedimposed byby thethe OfficeOffice ofof ManagementManagement andand BBudgetudget (OMB)(OMB) forfor issuingissuing ourour report,report, thethe scopescope ofof ourour
workwork waswas notnot sufficientsufficient toto enableenable usus toto express,express, andand wewe diddid notnot express,express, anan opinionopinion onon thethe
financialfinancial statementsstatements asas of,of, andand forfor thethe yearyear ended,ended, SeptemberSeptember 30,30,20062006..

InIn ourour reportreport dateddated NoNovembervember 1414,, 2006,2006, wewe alsoalso reportedreported thatthat becausebecause thethe DepartmentDepartment
waswas unableunable toto provideprovide completecomplete financialfinancial statementsstatements oror respondrespond toto requestsrequests forfor evidentialevidential
materialmaterial onon itsits restatementrestatement ofof itsits 20052005 financialfinancial statementsstatements (as(as detaileddetailed inin NoteNote 20)20) inin aa timelytimely
mannermanner andand wewe werewere notnot aableble toto performperform otherother auditingauditing proceduresprocedures toto satisfysatisfy ourselvesourselves asas toto thethe
accuracyaccuracy ofof thethe restatedrestated 20052005 financialfinancial statementsstatements inin timetime toto meetmeet thethe NovemberNovember 1515,,2006,2006,
deadlinedeadline imposedimposed byby thethe OMBOMB forfor issuingissuing ourour report,report, thethe scopescope ofof ourour workwork waswas notnot sufficientsufficient toto
eenablenable usus toto express,express, andand wewe diddid notnot express,express, anan opinionopinion onon thethe restatedrestated financialfinancial statementsstatements asas
of,of, andand forfor thethe yearyear endedended,, SeptemberSeptember 30,30, 20052005.. OurOur disclaimerdisclaimer ofof opinionopinion onon thethe DepartmentDepartment's's
restatedrestated 20052005 financialfinancial statements,statements, asas presentedpresented inin ourour reportreport dateddated NovemberNovember 14,200614,2006,,
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differeddiffered fromfrom thethe opinionopinion expressedexpressed inin ourour originaloriginal reportreport onon thethe Department'sDepartment's 20052005
financialfinancial statementsstatements dateddated DecemberDecember 14,2005.14,2005. Accordingly,Accordingly, ourour reportreport onon thethe
Department'sDepartment's 20052005 financialfinancial statements,statements, dateddated DecemberDecember 14,2005,14,2005, shouldshould notnot bebe reliedrelied
upon.upon.

AsAs detaileddetailed inin NoteNote 20,20, thethe DepartmentDepartment hashas alsoalso restatedrestated itsits FYFY 20062006 financialfinancial
statements.statements. SubsequentSubsequent toto thethe issuanceissuance ofof thethe financialfinancial statementsstatements onon NovemberNovember 15,15,
2006,2006, thethe DepartmentDepartment receivedreceived notificationnotification ofof changeschanges inin amountsamounts previouslypreviously reportedreported
byby anan agencyagency thatthat hadhad receivedreceived fundsfunds fromfrom thethe Department.Department. TheThe netnet effecteffect ofoftbethe
correctionscorrections toto thethe Department'sDepartment's FYFY 20062006 financialfinancial statementsstatements waswas toto decreasedecrease OtherOther
Assets,Assets, TotalTotal Assets,Assets, UnexpendedUnexpended Appropriations,Appropriations, andand TotalTotal NetNet PositionPosition byby $104.5$104.5
millionmillion andand toto increaseincrease AppropriationsAppropriations Used,Used, TotalTotal Cost,Cost, andand NetNet CostCost byby $104.5$104.5
million.million.

TheThe DepartmentDepartment hashas completedcompleted itsits effortsefforts toto addressaddress issuesissues relatedrelated toto realreal
propertyproperty andand hashas providedprovided adequateadequate documentationdocumentation toto supportsupport thethe amountsamounts reportedreported onon
thethe financialfinancial statements,statements, togethertogether withwith completedcompleted financialfinancial statements.statements. WeWe havehave
satisfiedsatisfied ourselvesourselves thatthat thethe amountsamounts presentedpresented inin thethe Department'sDepartment's restatedrestated 20062006 andand
restatedrestated 20052005 financialfinancial statementsstatements areare presentedpresented fairlyfairly inin allall materialmaterial respectsrespects inin
conformityconformity withwith accountingaccounting principlesprinciples generallygenerally acceptedaccepted inin thethe UnitedUnited StatesStates ofof
AmericaAmerica.. Accordingly,Accordingly, ourour presentpresent opinionopinion onon thethe Department'sDepartment's restatedrestated 20062006 andand
restatedrestated 20052005 financialfinancial statements,statements, asas presentedpresented herein,herein, isis differentdifferent fromfrom thethe disclaimerdisclaimer
ofof opinionopinion identifiedidentified inin ourour previousprevious reportreport dateddated NovemberNovember 14,14, 2006,2006, andand thatthat reportreport
shouldshould notnot bebe reliedrelied upon.upon.

InIn ourour opinion,opinion, thethe Department'sDepartment's restatedrestated 20062006 andand restatedre1>iated 20052005 financialfinancial
statementsstatements areare presentedpresented fairly,fairly, inin allall materialmaterial respects,respects, inin conformityconformity withwith accountingaccounting
principlesprinciples generallygenerally acceptedaccepted inin thethe UnitedUnited StatesStates ofof America.America.

WeWe found:found:

•• ReportableReportable conditionsconditions onon weaknessesweaknesses inin thethe Department'sDepartment's internalinternal controls.controls.

•• InstancesInstances ofof noncompliancenoncompliance withwith selectedselected provisionsprovisions ofof applicableapplicable lawslaws andand
regulationsregulations involvinginvolving thethe Department'sDepartment's financialfinancial managementmanagement system.system.

•• TheThe Department'sDepartment's financialfinancial managementmanagement systemssystems diddid notnot substantiallysubstantially
complycomply withwith thethe requirementsrequirements ofof thethe FederalFederal FinancialFinancial ManagementManagement
ImprovementImprovement ActAct (FFMIA)(FFMIA) ofof 1996.1996.
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EachEach ofof thesethese conclusionsconclusions isis discusseddiscussed inin moremore detaildetail below.below. ThisThis reportreport alsoalso
discussesdiscusses thethe scopescope ofof ourour work.work.

FINANCIALFINANCIAL STATEMENTSSTATEMENTS

InIn ourour opinion,opinion, thethe Department'sDepartment's restatedrestated 20062006 andand restatedrestated 20052005 financialfinancial
statements,statements, includingincluding thethe notesnotes thereto,thereto, presentpresent fairly,fairly, inin allall materialmaterial respects,respects, thethe
Department'sDepartment's financialfinancial positionposition asas ofof SeptemberSeptember 30,200630,2006 andand 2005,2005, andand thethe netnet costcost ofof
operations,operations, thethe changeschanges inin netnet position,position, thethe useuse ofof budgetarybudgetary resources,resources, andand thethe useuse ofof
financingfinancing resources,resources, forfor thethe yearsyears thenthen ended,ended, inin conformityconfonnity withwith accountingaccounting principlesprinciples
generallygenerally acceptedaccepted inin thethe UnitedUnited StatesStates ofof America.America.

AsAs discusseddiscussed inin NoteNote 2,2, inin 2005,2005, thethe DepartmentDepartment detennineddetermined thatthat majormajor aircraftaircraft
componentscomponents -- highhigh dollardollar valuevalue itemsitems thatthat areare repairablerepairable andand inin serviceableserviceable conditioncondition ­­
shouldshould bebe treatedtreated asas generalgeneral propertyproperty andand equipmentequipment andand asas suchsuch capitalizedcapitalized andand
depreciateddepreciated overover thethe lifelife ofof thethe assetasset onceonce installedinstalled onon anan aircraft.aircraft. InIn 2006,2006, thethe
DepartmentDepartment conductedconducted anan analysisanalysis thatthat detennineddetermined thatthat thethe actualactual usefuluseful lifelife ofof suchsuch
componentscomponents waswas lessless thanthan twotwo yearsyears and,and, asas such,such, diddid notnot meetmeet thethe definitiondefinition ofof generalgeneral
propertyproperty andand equipmentequipment asas providedprovided forfor inin thethe StatementStatement ofof FederalFederal FinancialFinancial andand
AccountingAccounting StandardsStandards (SFFAS)(SFFAS) NumberNumber 6,6, AccountingforAccountingfor Property,Property, Plant,Plant, andand
EquipmentEquipment.. InIn addition,addition, thesethese majormajor componentscomponents dodo notnot meetmeet thethe definitiondefinition ofof inventoryinventory
asas providedprovided forfor inin SFFSFFASAS NumberNumber 3,3, AccountingforAccountingfor InventoryInventory andand RelatedRelated Property.Property.

INTERNALINTERNAL CONTROLCONTROL

WeWe consideredconsidered thethe Department'sDepartment's internalinternal controlcontrol overover financialfinancial reportingreporting inin
orderorder toto determinedetennine ourour auditingauditing proceduresprocedures forfor thethe purposepurpose ofof expressingexpressing ourour opinionopinion onon
thethe financialfinancial statements.statements. WeWe limitedlimited ourour internalinternal controlcontrol testingtesting toto thosethose controlscontrols
necessarynecessary toto achieveachieve thethe objectivesobjectives describeddescribed inin OMBOMB BulletinBulletin 06-03,06-03, AuditAudit
RequirementsforRequirementsfor FederalFederal FinancialFinancial Statements.Statements. WeWe diddid notnot testtest allall internalinternal controlscontrols
relevantrelevant toto operatingoperating objectivesobjectives asas broadlybroadly defineddefined byby thethe FederalFederal Managers'Managers' FinancialFinancial
IntegrityIntegrity ActAct ofof 1982,1982, suchsuch asas thosethose controlscontrols relevantrelevant toto ensuringensuring efficientefficient operations.operations.
TheThe objectiveobjective ofof ourour auditaudit waswas notnot toto provideprovide assuranceassurance onon internalinternal controLcontrol.
Consequently,Consequently, wewe dodo notnot provideprovide anan opinionopinion onon intemalintemal controLcontrol.

TheThe objectivesobjectives ofof internalinternal controlcontrol areare toto provideprovide managementmanagement withwith reasonable,reasonable,
butbut notnot absolute,absolute, assuranceassurance thatthat thethe followingfollowing objectivesobjectives areare met:met:

•• transactionstransactions areare properlyproperly recordedrecorded andand accountedaccounted forfor toto permitpermit thethe
preparationpreparation ofof reliablereliable financialfinancial reportsreports andand toto maintainmaintain accountabilityaccountability overover
assets;assets;
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•• funds,funds, property,property, andand otherother assetsassets areare safeguardedsafeguarded againstagainst lossloss fromfrom
unauthorizedunauthorized acquisition,acquisition, useuse,, oror disposition;disposition;

•• transactions,transactions, includingincluding thosethose relatedrelated toto obligationsobligations andand costs,costs, areare executedexecuted inin
compliancecompliance withwith lawslaws andand regulationsregulations thatthat couldcould havehave aa directdirect andand materialmaterial
eeffectffect onon thethe financialfinancial statementsstatements andand otherother lawslaws andand regulationsregulations thatthat OMB,OMB,
DepartmentDepartment management,management, oror thethe InspectorInspector GeneralGeneral havehave identifiedidentified asas beingbeing
significantsignificant andand forfor whichwhich compliancecompliance cancan bebe objectivelyobjectively measuredmeasured andand
evaluated;evaluated; andand

•• datadata thatthat supportsupport reportedreported performanceperformance measuresmeasures areare properlyproperly recordedrecorded andand
accountedaccounted forfor toto permitpermit preparationpreparation ofof reliablereliable andand completecomplete performanceperformance
informationinformation..

OurOur considerationconsideration ofof thethe internalinternal controlcontrol overover financialfinancial reportingreporting wouldwould notnot
necessarilynecessarily disclosedisclose allall mattersmatters ofof internalinternal controlcontrol overover financialfinancial reportingreporting thatthat mightmight bebe
reportablereportable conditions.conditions. UnderUnder standardsstandards issuedissued byby thethe AmericanAmerican InstituteInstitute ofof CertifiedCertified
PublicPublic AccountantsAccountants,, reportablereportable conditionsconditions areare mattersmatters comingcoming toto ourour attentionattention relatingrelating toto
significantsignificant deficienciesdeficiencies inin thethe designdesign oror operationoperation ofof internalinternal controlcontrol that,that, inin ourour
judgment,judgment, couldcould adverselyadversely affectaffect thethe DepartmentDepartment's's abilityability toto record,record, process,process,
summarize,summarize, andand reportreport financialfinancial datadata consistentconsistent withwith thethe assertionsassertions ofof managementmanagement inin
thethe financialfinancial statementsstatements.. MaterialMaterial weaknessesweaknesses arcare reportablereportable conditionsconditions inin whichwhich thethe
designdesign oror operationoperation ofof oneone oror moremore ofof thethe internalinternal controlcontrol componentscomponents doesdoes notnot reducereduce toto
aa relativelyrelatively lowlow levellevel thethe riskrisk thatthat errorserrors oror irregularitiesirregularities inin amounts,amounts, whichwhich wouldwould bebe
materialmaterial inin relationrelation toto thethe financialfinancial statementsstatements beingbeing audited,audited, maymay occuroccur andand notnot bebe
detecteddetected withinwithin aa timelytime ly periodperiod byby employeesemployees inin thethe normalnormal coursecourse ofof performingperforming theirtheir
assignedassigned functions.functions.

WeWe areare requiredrequired toto reviewreview thethe Department'sDepartment's currentcurrent FederalFederal Managers'Managers' FinancialFinancial
IntegrityIntegrity ActAct reportreport andand disclosedisclose differencesdifferences withwith thethe materialmaterial weaknessesweaknesses inin ourour report.report.
WeWe diddid notnot identifyidentify anyany discrepancies.discrepancies.

WeWe notednoted sixsix mattersmatters involvinginvolving internalinternal controlcontrol thatthat wewe considerconsider toto bebe reportablereportable
condconditionsitions asas follows:follows:

•• WeWe havehave identifiedidentified deficienciesdeficiencies relatedrelated toto thethe recordingrecording ofof personalpersonal propertyproperty
andand relatedrelated depreciationdepreciation expenseexpense andand accumulatedaccumulated depreciation.depreciation. TheThe
DepartmentDepartment doesdoes notnot havehave anan adequateadequate systemsystem ofofcontrolscontrols toto identifyidentify andand
recordrecord propertyproperty inin thethe handshands ofof contractors.contractors. Further,Further, thethe Department'sDepartment's
controlscontrols overover vehiclesvehicles andand otherother personalpersonal propertyproperty areare ineffective.ineffective . OurOur teststests
discloseddisclosed (l)(I) significantsignificant discrepanciesdiscrepancies betweenbetween inventoriesinventories ofof propertyproperty
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reportedreported byby postsposts andand bureausbureaus andand thosethose maintainedmaintained centrallycentrally andand usedused asas aa
sourcesource forfor reportingreporting forfor financialfinancial statementstatement purposes,purposes, (2)(2) postsposts notnot
submittingsubmitting inventoriesinventories ofof propertyproperty withwith nono investigationinvestigation byby responsibleresponsible
DepartmentDepartment officials,officials, (3)(3) propertyproperty notnot reportedreported byby postsposts andand bureaus,bureaus, (4)(4)
errorserrors resultingresulting fromfrom ineffectiveineffective interfaceinterface betweenbetween ITIT applicationsapplications relatedrelated toto
property,property, andand (5)(5) errorserrors inin depreciationdepreciation resultingresulting fromfrom incorrectincorrect in-servicein-service
dates.dates.

•• WeWe havehave identifiedidentified deficienciesdeficiencies relatedrelated toto informationinformation systemsystem securitysecurity thatthat
wewe believebelieve couldcould bebe exploitedexploited toto havehave aa detrimentaldetrimental effecteffect onon thethe informationinformation
usedused toto prepareprepare thethe financialfinancial statements.statements. WeWe believebelieve thatthat thethe informationinformation
systemsystem networksnetworks forfor domesticdomestic operationsoperations areare vulnerablevulnerable toto unauthorizedunauthorized
access.access. Consequently,Consequently, systems,systems, includingincluding thethe Department'sDepartment's financialfinancial
managementmanagement system,system, thatthat processprocess datadata usingusing thesethese networksnetworks maymay alsoalso bebe
vulnerable.vulnerable.

TheThe twotwo itemsitems aboveabove werewere reportedreported asas materialmaterial weaknessesweaknesses inin ourour reportreport onon thethe
20052005 financialfinancial statementsstatements..

•• TheThe Department'sDepartment's financialfinancial andand accountingaccounting system,system, asas ofof SeptemberSeptember 30,30,
20062006,, waswas inadequate.inadequate. ThereThere isis aa riskrisk ofof materiallymaterially misstatingmisstating financialfinancial
infonnationinformation underunder thethe currentcurrent conditions.conditions. ThisThis conditioncondition isis aa significantsignificant
reasonreason thatthat thethe DepartmentDepartment waswas unableunable toto provideprovide completecomplete financialfinancial
statementsstatements oror respondrespond toto requestsrequests forfor evidentialevidential materialmaterial inin aa timelytimely manner,manner,
whichwhich ledled toto ourour inabilityinability toto expressexpress anan opinionopinion onon thethe 20062006 financialfinancial
statements.statements. TheThe principalprincipal areasareas ofof inadequacyinadequacy werewere thethe following:following:

•• CertainCertain elementselements ofof thethe financialfinancial statements,statements, including,including, butbut notnot limitedlimited
to,to, personalpersonal property,property, capitalcapital leases,leases, andand certaincertain accountsaccounts payable,payable, areare
developeddeveloped fromfrom sourcessources otherother thanthan thethe generalgeneral ledger.ledger. TheThe useuse ofof sourcessources
otherother thanthan thethe generalgeneral ledgerledger toto generategenerate elementselements ofof thethe financialfinancial
statementsstatements increasesincreases thethe potentialpotential forfor omissionomission ofof significantsignificant
transactions.transactions .

•• DuringDuring 2006,2006, thethe DepartmentDepartment usedused severalseveral systemssystems forfor thethe managementmanagement
ofof grantsgrants andand otherother typestypes ofof financialfinancial assistance.assistance. TheThe systemssystems lackedlacked
standardstandard datadata classificationsclassifications andand commoncommon processesprocesses andand werewere notnot
integratedintegrated withwith thethe Department'sDepartment's centralizedcentralized financialfinancial managementmanagement
system.system. Further,Further, thethe DepartmentDepartment couldcould notnot produceproduce reliablereliable financialfinancial
informationinformation thatthat defineddefined thethe universeuniverse ofof grantsgrants andand otherother federalfederal financialfinancial
assistance.assistance. TheThe DepartmentDepartment hashas undertakenundertaken anan initiativeinitiative jointlyjointly withwith thethe
UU.S..S. AgencyAgency forfor InternationalInternational DevelopmentDevelopment toto establishestablish aa grantsgrants
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managementmanagement system.system. SubjectSubject toto fundingfunding approval,approval, implementationimplementation ofof
suchsuch aa systemsystem isis expectedexpected toto beginbegin inin thethe FYFY 20072007 timetime frame.frame.

•• TheThe DepartmentDepartment isis unableunable toto produceproduce year-endyear-end financialfinancial datadata toto bebe
includedincluded inin itsits PerformancePerfonnance andand AccountabilityAccountability ReportReport inin aa timelytimely
mannermanner..

•• TheThe Department'sDepartment's internalinternal controlcontrol processprocess relatedrelated toto thethe managementmanagement ofof
undeliveredundelivered ordersorders waswas inadequate.inadequate. TheThe DepartmentDepartment hashas mademade significantsignificant
improvementsimprovements inin thisthis areaarea overover thethe pastpast threethree yearsyears.. TheThe DepartmentDepartment hashas
activelyactively workedworked withwith bureausbureaus toto validatevalidate undeliveredundelivered ordersorders andand hashas
successfullysuccessfully clearedcleared upup aa significantsignificant numbernumber ofof obligationsobligations thatthat werewere
outstandingoutstanding fromfrom pastpast years.years. However,However, thethe DepartmentDepartment needsneeds toto performperform
additionaladditional workwork toto correctcorrect thisthis condition.condition. OurOur teststests indicatedindicated thatthat overover
$400$400 millionmillion ofof undeliveredundelivered ordersorders shouldshould havehave beenbeen deobligateddeobligated asas ofof
SeptemberSeptember 30,30,2006.2006. Also,Also, wewe notednoted thatthat thethe Department'sDepartment's undeliveredundelivered
ordersorders balancebalance hashas growngrown toto $10.7$10.7 billionbillion asas ofof SeptemberSeptember 30,2006.30,2006. TheThe
BudgetBudget andand AccountingAccounting ProceduresProcedures ActAct ofof 19501950 requiresrequires thatthat thethe
Department'sDepartment's accountingaccounting systemsystem provideprovide effectiveeffective controlcontrol overover funds.funds.
FailureFailure toto deobligatedeobligate fundsfunds inin aa timelytimely mannermanner maymay resultresult inin thethe lossloss ofof
availabilityavailability ofof thosethose funds.funds.

TheThe aboveabove twotwo reportablereportable conditionsconditions werewere citedcited inin ourour auditaudit ofof thethe Department'sDepartment's
19971997 financialfinancial statementsstatements andand subsequentsubsequent audits.audits.

•• AlthoughAlthough thethe DepartmentDepartment compliedcomplied withwith certaincertain aspectsaspects ofof StatementStatement ofof
FederalFederal FinancialFinancial AccountingAccounting StandardsStandards (SFF(SFFAS)AS) NumberNumber 4,4, ManagerialManagerial
CostCost AccountingAccounting StandardsStandards (for(for instance,instance, itit chosechose reasonablereasonable responsibilityresponsibility
segments,segments, recognizedrecognized thethe costcost ofof goodsgoods andand servicesservices thatthat itit receivesreceives fromfrom
otherother entities,entities, andand usedused anan appropriateappropriate allocationallocation methodology),methodology), itit diddid notnot
implementimplement anan effectiveeffective processprocess toto routinelyroutinely collectcollect managerialmanagerial costcost
accountingaccounting informationinformation oror establishestablish outputsoutputs forfor eacheach responsibilityresponsibility segment.segment.
UntilUntil thisthis isis done,done, wewe dodo notnot believebelieve thethe informationinformation willwill bebe usefuluseful asas aa
managementmanagement decisionmakingdecisionmaking tooLtooL

TheThe aboveabove conditioncondition waswas reportedreported inin ourour auditaudit ofof thethe Department'sDepartment's 20002000
financialfinancial statementsstatements andand subsequentsubsequent audits.audits.

•• TheThe Department'sDepartment's controlscontrols relatedrelated toto thethe recordingrecording ofof realreal propertyproperty andand
relatedrelated depreciationdepreciation expenseexpense andand accumulatedaccumulated depreciationdepreciation duringduring mostmost ofof
FYFY 20062006 andand allall ofFYofFY 20052005 werewere inadequate,inadequate, resultingresulting inin (1)(1) significantsignificant
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amountsamounts ofof constructionconstruction costscosts beingbeing expensedexpensed ratherrather thanthan capitalizedcapitalized andand (2)(2)
costscosts ofofcompletedcompleted projectsprojects notnot beingbeing movedmoved fromfrom construction-in-progressconstruction-in-progress
onon aa timelytimely basis.basis.

TheseThese reportablereportable conditions,conditions, althoughalthough notnot consideredconsidered materialmaterial weaknesses,weaknesses,
representrepresent deficienciesdeficiencies inin thethe designdesign oror operationoperation ofof internalinternal control,control, whichwhich couldcould
adverselyadversely affectaffect anyany decisiondecision byby managementmanagement thatthat isis based,based., inin wholewhole oror inin part,part, onon
informationinformation thatthat isis inaccurateinaccurate becausebecause ofof them.them. UnauditedUnaudited financialfinancial informationinformation
reportedreported byby thethe Department,Department, includingincluding budgetbudget information,information, alsoalso maymay containcontain
misstatementsmisstatements resultingresulting fromfrom thesethese deficiencies.deficiencies.

InIn addition,addition, wewe consideredconsidered thethe Department'sDepartment's internalinternal controlcontrol overover RequiredRequired
SupplementarySupplementary InformationInformation byby obtainingobtaining anan understandingunderstanding ofof thethe Department'sDepartment's internalinternal
control,control, determiningdetermining whetherwhether controlscontrols hadhad beenbeen placedplaced inin operation,operation, assessingassessing controlcontrol
risk,risk, andand perfornlingperforming teststests ofof controlscontrols asas requiredrequired byby OMBOMB BulletinBulletin 06-0306-03 andand notnot toto
provideprovide assuranceassurance onon thosethose internalinternal controls.controls. Accordingly,Accordingly, wewe dodo notnot provideprovide anan
opinionopinion onon thosethose controls.controls.

Finally,Finally, withwith respectrespect toto internalinternal controlcontrol relatedrelated toto performanceperformance measuresmeasures reportedreported
inin Management'sManagement's DiscussionDiscussion andand Analysis,Analysis, wewe obtainedobtained anan understandingunderstanding ofof thethe designdesign
ofof significantsignificant controlscontrols relatingrelating toto thethe existenceexistence andand completenesscompleteness assertionsassertions andand
determineddetermined whetherwhether thosethose controlscontrols hadhad beenbeen placedplaced inin operationoperation asas requiredrequired byby OMBOMB
BulletinBulletin 06-03.06-03. OurOur proceduresprocedures werewere notnot designeddesigned toto provideprovide assuranceassurance onon internalinternal
controlcontrol overover reportedreported performanceperformance measures,measures, and,and, accordingly,accordingly, wewe dodo notnot provideprovide anan
opinionopinion onon suchsuch controls.controls.

WeWe notednoted certaincertain otherother internalinternal controlcontrol issuesissues thatthat wewe havehave reportedreported toto thethe
Department'sDepartment's managementmanagement inin aa separateseparate letterletter dateddated DecemberDecember 12,2006.12,2006.

COMPLIANCECOMPLIANCE WITHWITH LAWSLA WS ANDAND REGULATIONSREGULATIONS

TheThe Department'sDepartment's managementmanagement isis responsibleresponsible forfor complyingcomplying withwith lawslaws andand
regulationsregulations applicableapplicable toto thethe Department.Department. AsAs partpart ofof obtainingobtaining reasonablereasonable assuranceassurance
aboutabout whetherwhether thethe financialfinancial statementsstatements areare freefree ofof materialmaterial misstatement,misstatement, wewe performedperformed
teststests ofof thethe Department'sDepartment's compliancecompliance withwith certaincertain provisionsprovisions ofof lawslaws andand regulations,regulations,
noncompliancenoncompliance withwith whichwhich couldcould havehave aa directdirect andand materialmaterial effecteffect onon thethe determinationdetennination
ofof financialfinancial statementstatement amounts,amounts, andand certaincertain otherother lawslaws andand regulationsregulations specifiedspecified inin OMBOMB
BulletinBulletin 06-03,06-03, includingincluding thethe requirementsrequirements referredreferred toto inin thethe FederalFederal FinancialFinancial
ManagementManagement ImprovementImprovement ActAct (FFMIA)(FFMlA) ofof 1996.1996. WeWe limitedlimited ourour teststests ofofcompliancecompliance
toto thesethese provisions,provisions, andand wewe diddid notnot testtest compliancecompliance withwith allall lawslaws andand regulationsregulations
applicableapplicable toto thethe Department.Department. TheThe objectiveobjective ofof ourour auditaudit ofof thethe financialfinancial statements,statements,
includingincluding ourour teststests ofof compliancecompliance withwith selectedselected provisionsprovisions ofof applicableapplicable lawslaws andand
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regulations,regulations, waswas notnot toto provideprovide anan opinionopinion onon overalloverall compliancecompliance withwith suchsuch provisions.provisions.
Accordingly,Accordingly, wewe dodo notnot expressexpress suchsuch anan opinion.opinion.

MaterialMaterial instancesinstances ofof noncompliancenoncompliance areare failuresfailures toto followfollow requirements,requirements, oror
violationsviolations ofofprohibitionsprohibitions inin statutesstatutes andand regulations,regulations, thatthat causecause usus toto concludeconclude thatthat thethe ..
aggregationaggregation ofof thethe misstatementsmisstatements resultingresulting fromfrom thosethose failuresfailures oror violationsviolations isis materialmaterial
toto thethe financialfinancial statementsstatements oror thatthat sensitivitysensitivity warrantswarrants disclosuredisclosure thereof.thereof.

TheThe resultsresults ofof ourour teststests ofof compliancecompliance withwith thethe lawslaws andand regulationsregulations describeddescribed
aboveabove,, exclusiveexclusive ofFFMIA,ofFFMrA, discloseddisclosed thethe followingfollowing instancesinstances ofof noncompliancenoncompliance withwith
lawslaws andand regulationsregulations thatthat areare requiredrequired toto bebe reportedreported underunder GovernmentGovernment AuditingAuditing
StandardsStandards,, issuedissued byby thethe ComptrollerComptroller GeneralGeneral ofof thethe UnitedUnited States,States, andand OMBOMB BulletinBulletin
06-0306-03..

Overall,Overall, wewe foundfound thatthat thethe Department'sDepartment's financialfinancial managementmanagement systemsystem diddid notnot
complycomply withwith aa numbernumber ofof lawslaws andand regulationsregulations asas follows:follows:

•• BudgetBudget andand AccountingAccounting ProceduresProcedures ActAct ofof 1950.I 950. ThisThis actact requiresrequires anan
accountingaccounting systemsystem toto provideprovide fullfull disclosuredisclosure ofof thethe resultsresults ofof financialfinancial
operations;operations; adequateadequate financialfinancial informationinformation neededneeded inin thethe managementmanagement ofof
operationsoperations andand thethe formulationformulation andand executionexecution ofof thethe budget;budget; andand effectiveeffective
controlcontrol overover income,income, expenditures,expenditures, funds,funds, property,property, andand otherother assets.assets.
However,However, wewe foundfound thatthat thethe Department'sDepartment's financialfinancial systemsystem (I)(I) doesdoes notnot
provideprovide effectiveeffective controlcontrol overover personalpersonal property,property, (2)(2) doesdoes notnot managemanage
undeliveredundelivered ordersorders effectively,effectively, andand (3)(3) isis unableunable toto issueissue year-endyear-end financialfinancial
datadata toto bebe includedincluded inin itsits PerformancePerformance andand AccountabilityAccountability ReportReport inin aa timelytimely
manner.manner.

•• FederalFederal ManagersManagers'' FinancialFinancial IntegrityIntegrity ActAct ofof 1982.1982. ThisThis actact requiresrequires thethe
implementationimplementation ofof internalinternal accountingaccounting andand administrativeadministrative controlscontrols thatthat
provideprovide reasonablereasonable assuranceassurance thatthat (l)(1) obligationsobligations andand costscosts areare inin
compliancecompliance withwith applicableapplicable lawslaws;; (2)(2) fundsfunds,, property,property, andand otherother assetsassets areare
safeguardedsafeguarded againstagainst waste,waste, loss,loss, unauthorizedunauthorized use,use, oror misappropriation;misappropriation; andand
(3)(3) revenuesrevenues andand expendituresexpenditures applicableapplicable toto DepartmentDepartment operationsoperations areare
properlyproperly recordedrecorded andand accountedaccounted forfor toto permitpermit thethe preparationpreparation ofof accountsaccounts
andand reliablereliable financialfinancial andand statisticalstatistical reportsreports andand toto maintainmaintain accountabilityaccountability
overover thethe assets.assets. However,However, asas discusseddiscussed above,above, wewe foundfound thatthat thethe
Department'sDepartment's financialfinancial systemsystem doesdoes notnot provideprovide effectiveeffective controlcontrol overover
personalpersonal propertyproperty andand doesdoes notnot managemanage undeliveredundelivered ordersorders effectivelyeffectively..
Hence,Hence, thesethese fundsfunds areare notnot adequatelyadequately protectedprotected fromfrom wastewaste oror loss.loss.
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•• ChiefChief FinancialFinancial OfficersOfficers ActAct ofof 1990.1990. ThisThis actact requiresrequires thethe developmentdevelopment andand
maintenancemaintenance ofof anan integratedintegrated accountingaccounting andand financialfmancial managementmanagement systemsystem
thatthat (1)(1) compliescomplies withwith applicableapplicable accountingaccounting principles,principles, standardsstandards andand
requirementsrequirements,, andand internalinternal controlcontrol standards;standards; (2)(2) compliescomplies withwith suchsuch policiespolicies
andand requirementsrequirements asas maymay bebe prescribedprescribed byby thethe DirectorDirector ofof OMB;OMB; (3)(3)
compliescomplies withwith anyany otherother requirementsrequirements applicableapplicable toto suchsuch systems;systems; andand (4)(4)
providesprovides forfor (i)(i) complete,complete, reliable,reliable, consistent,consistent, andand timelytimely informationinformation thatthat isis
preparedprepared onon aa uniformuniform basisbasis andand thatthat isis responsiveresponsive toto thethe financialfinancial
informationinformation needsneeds ofof agencyagency management;management; (ii)(ii) thethe developmentdevelopment andand
reportingreporting ofof costcost information;information; (iii)(iii) thethe integrationintegration ofof accountingaccounting andand
budgetingbudgeting information;information; andand (iv)(iv) thethe systematicsystematic measurementmeasurement ofof performance.performance.
HoweverHowever,, wewe foundfound thatthat thethe Department'sDepartment's financialfinancial systemsystem diddid notnot provideprovide
complecompletete informationinformation inin thatthat certaincertain elementselements ofof thethe financialfinancial statementsstatements areare
dedevelopedveloped fromfrom sourcessources otherother thanthan thethe generalgeneral ledger,ledger, nornor doesdoes thethe
Department'sDepartment's financialfinancial managementmanagement systemsystem produceproduce year-endyear-end financialfinancial datadata
toto bebe includedincluded inin itsits PARPAR inin aa timelytimely manner.manner.

•• OMBOMB CircularCircu lar A-127.A-127. ThisThis circularcircular requiresrequires thethe DepartmentDepartment toto establishestablish andand
maintainmaintain anan accountingaccounting systemsystem thatthat providesprovides forfor (1)(1) completecomplete disclosuredisclosure ofof
thethe financialfinancial resultsresults ofof thethe activitiesactivities ofof thethe Department;Department; (2)(2) adequateadequate
financialfinancial informationinformation forfor DepartmentDepartment managementmanagement andand forfor formulationformulation andand
executionexecution ofof thethe budget;budget; andand (3)(3) effectiveeffective controlcontrol overover revenue,revenue, expenditure,expenditure,
funds,funds, property,property, andand otherother assets.assets. However,However, wewe foundfound againagain thatthat thethe financialfinancial
systemsystem diddid notnot maintainmaintain effectiveeffective controlcontrol overover personalpersonal propertyproperty andand
undeliveredundelivered orders.orders. Further,Further, thethe Department'sDepartment's failurefailure toto implementimplement anan
effectiveeffective managerialmanagerial costcost accountingaccounting systemsystem precludesprecludes effectiveeffective controlcontrol overover
revenuesrevenues andand expenditures.expenditures.

TheThe aboveabove areasareas ofof noncompliancenoncompliance werewere citedcited inin ourour auditaudit ofof thethe DepartmentDepartment's's
19971997 financialfinancial statementsstatements andand subsequentsubsequent audits.audits.

TheThe resultsresults ofof ourour teststests ofof compliancecompliance withwith otherother lawslaws andand regulationsregulations discloseddisclosed
nono materialmaterial instancesinstances ofof noncompliance.noncompliance. ComplianceCompliance withwith FFMIAFFMIA isis discusseddiscussed below.below.

UUndernder FFMIA,FFMIA, wewe areare requiredrequired toto reportreport whetherwhether thethe Department'sDepartment's financialfinancial
managementmanagement systemssystems substantiallysubstantially complycomply withwith federalfederal financialfinancial managementmanagement systemsystem
requirements,requirements, applicableapplicable accountingaccounting standards,standards, andand thethe U.S.U.S. StandardStandard GeneralGeneral LedgerLedger atat
thethe transactiontransaction level.level. ToTo meetmeet thisthis requirement,requirement, wewe perfonnedperformed teststests ofof compliancecompliance usingusing
thethe implementationimplementation guidanceguidance forfor FFMIAFFMIA issuedissued byby OMBOMB onon JanuaryJanuary 44,,2001.2001. OMBOMB
implementationimplementation guidanceguidance statesstates that,that, toto bebe inin substantialsubstantial compliancecompliance withwith thisthis
requirementrequirement,, thethe DepartmentDepartment mustmust adhereadhere toto allall applicableapplicable SFFSFFASs;ASs; meetmeet specificspecific
requirementsrequirements ofof OMBOMB CircularCircular A-127A-127,, includingincluding thethe computercomputer securitysecurity controlscontrols requiredrequired
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byby OMBOMB CircularCircular A-130,A-l30, ManagementManagement ofofFederalFederal InformationInformation Resources;Resources; andand receivereceive
anan unqualifiedunqualified opinionopinion onon itsits financialfinancial statementsstatements thatthat disclosesdiscloses nono materialmaterial weaknessesweaknesses
inin internalinternal controlcontrol thatthat affectaffect thethe Department'sDepartment's abilityability toto prepareprepare financialfinancial statementsstatements
andand relatedrelated disclosures.disclosures.

TheThe resultsresults ofof ourour teststests discloseddisclosed instances,instances, describeddescribed below,below, wherewhere thethe
Department'sDepartment's financialfinancial managementmanagement systemssystems diddid not,not, inin ourour view,view, substantiallysubstantially complycomply
withwith thethe requirementrequirement toto followfollow thethe federalfederal financialfinancial managementmanagement systemsystem requirementsrequirements,,
nornor diddid itit complycomply withwith applicableapplicable accountingaccounting standards.standards .

•• SFPSFPASAS No.4,No.4, asas notednoted above,above, requiresrequires implementationimplementation ofofanan effectiveeffective
processprocess toto routinelyroutinely collectcollect managerialmanagerial costcost accountingaccounting informationinformation andand
establishestablish outputsoutputs forfor eacheach responsibilityresponsibility segment.segment. WeWe found,found, asas discusseddiscussed
above,above, thatthat thethe DepartmentDepartment hadhad notnot metmet thisthis requirement.requirement.

•• OMBOMB CircularCircular A-127A-127 requiresrequires thatthat thethe Department'sDepartment's systemssystems supportsupport
management'smanagement 's fiduciaryfiduciary rolerole byby providingproviding complete,complete, reliable,reliable, consistent,consistent,
timely,timely , andand usefuluseful financialfinancial managementmanagement information.information. BasedBased onon thethe
deficienciesdeficiencies relatedrelated toto financialfinancial managementmanagement systemssystems discusseddiscussed inin thethe reportreport
onon internalinternal controlscontrols andand thethe precedingpreceding paragraphsparagraphs inin thethe reportreport onon
compliancecompliance withwith lawslaws andand regulations,regulations, wewe determineddetermined thatthat thethe DepartmentDepartment
waswas notnot substantiallysubstantially inin compliancecompliance withwith thisthis standard.standard.

•• OMBOMB CircularCircular A-l30,A-130, AppendixAppendix III,III, requiresrequires thatthat thethe DepartmentDepartment ensureensure anan
adequateadequate levellevel ofof securitysecurity forfor allall agencyagency automatedautomated informationinformation systems.systems.
Specifically,Specifically, thethe DepartmentDepartment shouldshould ensureensure thatthat automaautomatedted informationinformation
systemssystems operateoperate effectivelyeffectively andand havehave appropriateappropriate safeguardssafeguards toto ensureensure thethe
integrityintegrity ofof thosethose systems.systems. BasedBased onon ourour concernsconcerns relatedrelated toto thethe financialfinancial
managementmanagement systemssystems discusseddiscussed inin thethe reportreport onon internalinternal controlcontrol andand thethe
precedingpreceding paragraphsparagraphs inin thethe reportreport onon compliancecompliance withwith lawslaws andand regulations,regulations,
wewe considerconsider thethe DepartmentDepartment toto notnot substantiallysubstantially complycomply withwith thisthis standard.standard.

AsAs notednoted above,above, thethe DepartmentDepartment waswas unableunable toto provideprovide completecomplete financialfinancial
statementsstatements oror respondrespond toto requestsrequests forfor evidentialevidential materialmaterial inin timetime forfor usus toto meetmeet thethe
NovemberNovember 15,15, 2006,2006, deadlinedeadline forfor issuingissuing anan opinionopinion asas imposedimposed byby thethe OMBOMB..

TheThe Department'sDepartment's BureauBureau ofof ResourceResource ManagemenManagementt (RM)(RM) hashas overalloverall
responsibilityresponsibility forfor thethe Department'sDepartment's financialfinancial managementmanagement systems.systems. TheThe foregoingforegoing
noncompliancenoncompliance hashas itsits rootsroots inin thethe lacklack ofof organizationorganization andand integrationintegration ofof thethe
Department'sDepartment 's financialfinancial managementmanagement systems.systems. InIn ourour auditsaudits ofof thethe Department'sDepartment's
financialfinancial statementsstatements sincesince 1997,1997, wewe observedobserved thatthat thethe Department'sDepartment's financialfinancial
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managementmanagement systemssystems werewere notnot inin compliancecompliance withwith FFMIAFFMIA andand recommended,recommended, inin
connectionconnection withwith ourour auditsaudits ofof thethe Department'sDepartment's 19971997 andand 19981998 PrincipalPrincipal financialfinancial
statements,statements, thatthat aa remediationremediation planplan bebe prepared.prepared. RMRM submittedsubmitted itsits planplan toto remediateremediate
noncompliancenoncompliance withwith FFMIAFFMIA toto OMBOMB onon MarchMarch 16,16, 2000.2000. AlthoughAlthough RMRM hashas mademade
significantsignificant progressprogress inin completingcompleting severalseveral phasesphases ofof itsits plan,plan, thethe planplan hashas notnot effectivelyeffectively
dealtdealt withwith thethe issuesissues relatedrelated toto managerialmanagerial costcost accountingaccounting oror eliminatedeliminated thethe deficienciesdeficiencies
inin systemssystems security.security.

WeWe notednoted certaincertain otherother instancesinstances ofof noncompliancenoncompliance thatthat wewe reportedreported toto thethe
Department'sDepartment's managementmanagement inin aa separateseparate letterletter dateddated DecemberDecember 12,2006.12,2006.

RESPONSIBILITIESRESPONSIBILITIES ANDAND METHODOLOGYMETHODOLOGY

DepartmentDepartment managementmanagement hashas thethe responsibilityresponsibility for:for:

•• preparingpreparing thethe financialfinancial statementsstatements andand requiredrequired supplementarysupplementary informationinfonnation
andand otherother accompanyingaccompanying infonnationinformation inin conformityconfonnity withwith accountingaccounting
principlesprinciples generallygenerally acceptedaccepted inin thethe UnitedUnited StatesStates ofof America;America;

•• establishingestablishing andand maintainingmaintaining effectiveeffective internalinternal control;control; andand

•• complyingcomplying withwith applicableapplicable lawslaws andand regulationsregulations..

OurOur responsibilityresponsibility isis toto expressexpress anan opinionopinion onon thethe financialfinancial statementsstatements basedbased onon
ourour audit.audit. AuditingAuditing standardsstandards generallygenerally acceptedaccepted inin thethe UnitedUnited StatesStates ofof AmericaAmerica
requirerequire thatthat wewe planplan andand performperfonn thethe auditaudit toto obtainobtain reasonablereasonable assuranceassurance aboutabout whetherwhether
thethe financialfinancial statementsstatements areare freefree ofof materialmaterial misstatementmisstatement andand presentedpresented fairlyfairly inin
accordanceaccordance withwith accountingaccounting principlesprinciples generallygenerally acceptedaccepted inin thethe UnitedUnited StatesStates ofof
America.America. WeWe consideredconsidered thethe Department'sDepartment's internalinternal controlcontrol forfor thethe purposepurpose ofof
expressingexpressing ourour opinionopinion onon thethe financialfinancial statementsstatements andand notnot toto provideprovide anan opinionopinion onon
internalinternal control.control. WeWe areare alsoalso responsibleresponsible forfor testingtesting compliancecompliance withwith selectedselected
provisionsprovisions ofof applicableapplicable lawslaws andand regulationsregulations thatthat maymay materiallymaterially affectaffect thethe financialfinancial
statements.statements.

InIn orderorder toto fulfillfulfill thesethese responsibilities,responsibilities, we:we:

•• examinedexamined onon aa testtest basisbasis evidenceevidence supportingsupporting thethe amountsamoWlts andand disclosuresdisclosures inin
thethe financialfinancial statements;statements;

•• assessedassessed thethe accountingaccounting principlesprinciples usedused andand significantsignificant estimatesestimates mademade bvby
management;management;
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•• evaluatedevaluated thethe overalloverall presentationpresentation ofof thethe financialfmancial statements;statements;

•• obtainedobtained anan understandingunderstanding ofof thethe internalinternal controlscontrols overover financialfinancial reportingreporting byby
obtainingobtaining anan understandingunderstanding ofof thethe Department'sDepartment's internalinternal control,control, determineddetermined
whetherwhether internalinternal controlscontrols hadhad beenbeen placedplaced inin operation,operation, assessedassessed controlcontrol risk,risk,
andand performedperformed teststests ofof controls;controls;

•• obtainedobtained anan understandingunderstanding ofof thethe internalinternal controlscontrols relevantrelevant toto performanceperformance
measuresmeasures includedincluded inin Management'sManagement's DiscussionDiscussion andand Analysis,Analysis, includingincluding
obtainingobtaining anan understandingunderstanding ofof thethe designdesign ofof internalinternal controlscontrols relatingrelating toto thethe
existenceexistence andand completenesscompleteness assertionsassertions andand determiningdetermining whetherwhether theythey hadhad
beenbeen placedplaced inin operation;operation;

•• obtainedobtained anan understandingunderstanding ofof thethe processprocess byby whichwhich thethe DepartmentDepartment identifiesidentifies
andand evaluatesevaluates weaknessesweaknesses requiredrequired toto bebe reportedreported underunder FMFIAFMFIA andand relatedrelated
DepartmentDepartment implementingimplementing procedures;procedures;

•• testedtested compliancecompliance withwith selectedselected provisionsprovisions ofof lawslaws andand regulationsregulations thatthat maymay
havehave aa directdirect andand materialmaterial effecteffect onon thethe financialfinancial statements;statements;

•• obtainedobtained writtenwritten representationsrepresentations fromfrom management;management; andand

•• performedperformed otherother proceduresprocedures asas wewe consideredconsidered necessarynecessary underunder thethe
circumstances.circumstances.

OurOur auditaudit waswas conductedconducted inin accordanceaccordance withwith auditingauditing standardsstandards generallygenerally
acceptedaccepted inin thethe UnitedUnited StatesStates ofof America,America, thethe standardsstandards applicableapplicable toto financialfinancial auditsaudits
containedcontained inin GovernmentGovernment AuditingAuditing StandardsStandard~ andand OMBOMB BulletinBulletin 06-03.06-03. WeWe believebelieve thatthat
ourour auditaudit providedprovided aa reasonablereasonable basisbasis forfor ourour opinions.opinions.

TheThe Management'sManagement's DiscussionDiscussion andand AnalysisAnalysis andand RequiredRequired SupplementarySupplementary
InformationInformation areare supplementarysupplementary informationinformation requiredrequired byby OMBOMB CircularCircular A-136,A-136, FinancialFinancial
ReportingReporting Requirements,Requirements, andand thethe FederalFederal AccountingAccounting StandardsStandards AdvisoryAdvisory Board.Board. WeWe
havehave appliedapplied certaincertain llimitedimited procedures,procedures, whichwhich consistedconsisted principallyprincipally ofof inquiriesinquiries ofof
managementmanagement regardingregarding thethe methodsmethods ofof measurementmeasurement andand presentationpresentation ofof thethe
supplementarysupplementary information.information. However,However, wewe diddid notnot auditaudit thethe informationinformation andand expressexpress nono
opinionopinion onon it.it.

ThisThis reportreport isis intendedintended forfor thethe informationinformation andand useuse ofof thethe InspectorInspector GeneralGeneral ofof
thethe UU.S..S. DepartmentDepartment ofof State,State, thethe Department'sDepartment's management,management, OMB,OMB, andand thethe Congress.Congress.
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ThisThis restrictionrestriction isis notnot intendedintended toto limitlimit thethe distributiondistribution ofof thisthis report,report, whichwhich isis aa mattermatter
ofofpublicpublic record.record.

CommentsComments byby thethe Department'sDepartment's managementmanagement onon thisthis reportreport areare presentedpresented asas
AppendixAppendix A.A.

~'\ ~~ ~~~l...\..\
Leonard G. Birnbaum and COIDIJanY, LLP

Alexandria,Alexandria, VirginiaVirginia
DecemberDecember 12,12, 20062006
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MEMORANDUMMEMORANDUM

TO:TO: OIGOIG -- Mr.Mr . HowardHoward J.J . Krongal9Kron~

,,~l.y
FROM:FROM : RMRM -- BradfordBradford RR.. HigginsHl g g l ns ~~LJ
SUBJECT:SUBJECT : DraftDraft AuditAudit ReportReport onon thethe DepartmentDepartment ofof State'sState 's

SeptemberSeptember 30,30 , 20062006 andand 20052005 FinancialFinancial StatementsStatements

ThisThis isis inin responseresponse toto youryour requestrequest forfor commentscomments onon thethe draftdraft
reportreport titledtitled "Audit" Audi t ofof thethe U.S.U.S . DepartmentDepartment ofof State'sState 's
SeptemberSeptember 30,30 , 20062006 andand 2005200 5 FinancialFinancial StateStatements"ments " (Report).(Repor t) .

TheThe DepartmentDepartment isis committedcommitted toto effectivee f f ective internalinterna l controls.controls .
ThroughoutThroughout 20062006 wewe workedworked closelyclose ly withwith thethe IndependentIndependent AuditorAuditor
toto addressaddress thethe materialmaterial weaknesseswea knes se s inin accountinga c counting forfo r personalpersonal
ppropertyrope rty anda nd infinformationo rma t i o n systesystemsms securitysecu r ity reportedreported inin theirtheir FFYY
20052005 IndependentIndependent AudiAuditor'stor 's RepoReport.rt. AsAs aa result,res u l t, andand asas
reflectedreflected inin thethe Report,Report , thet he IndependentIndependent AuditorAuditor downgradeddowngraded
Lhesethese itemsitems toto aa reportablereportable conditioncondition,, andand reportsreports nono materialmaterial
weaknessesweaknesses inin internalinternal controls.cont rols .

ToTo strengthestrengthenn internalin t e r nal controlscontrols inin 2006,2006 , thethe DepartmentDepa rtment
committedcOM~itted to,to , andand fullyfully implemented,implemented , thethe requirementsrequirements ofof
AppendixAppendix AA,, InternalInternal ControlControl overover FinancialFinancial Reporting,Reporting , ofof OMBOMB
CircularCircula r AA-123.-l23 . DuringDur ing thethe implementationi mp l eme n t a t i on ofof AppendixAppendix AA,, andand
otherother workwor k duringduring FFYY 2006,2006 , DepartmentDepa r tme nt managementmanagement identifiedidentif ied aa
materialmaterial weakweaknessness relatedrelated toto accountingaccount ing forfor realreal propertyproperty
construction-inconstrue ion-in-progress.-progress . RecognizingRecognizing thethe severityseverity ofof thethe
deficiency,deficiency, thethe DepartmentDepartment developeddeveloped moremore detaileddeta iled proceduralprocedural
guidanceguidance forfor establishestablishingi ng pprojectsrojects toto ensuree n sure constructionconstruction
costscosts areare pproperlyroperly capitalized,capital ized , andand implementedim p l eme nt e d monitoringmon i t o r i n g
controlscontrols forfor bothboth projectproject establishmentestablishment andand projectproject
completion.completion . AsAs aa resultr e s u l t ofof thethe correctivecorrective actionsactions taken,taken , thethe
materialmaterial weaknessweakness waswas resolvedr e s o l v e d byby SeptemberSeptember 30,30 , 2006.2006.
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Unfortunately,Unfort unately, duedue toto thethe complexitycomple x i ty ooff tthehe mattemattersrs iinvolvednvolv e d
inin addressingaddressing thethe realreal propertyp roperty deficiencies,deficiencies , thethe acceleratedaccelerated
financialf inancial reportingreporting requirements,requirement s , andand ouourr commitmentcommitment andand focusfocus
tot o successfullysuccessfully resoreso lveve thethe materialmaterial weweaknessesaknesses notednoted above,above,
thethe DepartmentDepartment waswas unableunab le toto provideprovide titimelymel y financialfinancial
statementsstatements oror documentationdocumentat ion onon thethe appappropriatenessropr iateness ooff thethe
associatedassociated restatementr e st a t e me n t toto satisfysa t isfy thethe IIndependentnd e p e nd e n t AuditorAuditor wwithi t h
regardregard toto thethe presentationpresentat ion ofo f realr e a l propertyproperty inin timetime toto meetmeet
thethe NovemberNov e mb e r 15,15, 20062006 deadlinedeadline requiredrequired byby OMB.OMB. AsAs aa resulresultt
andand asas moremore fullyfu l ly explainedexpla ined inin thethe IndependentIndependent Auditor'sAuditor's
Report,Report, thethe IndependentIndependent AuditorsAuditors issuedissued aa disclaimerdisclaimer ofof
opinionop in i on onon ourour FYFY 20062006 andand restatedr e s t a t e d FYFY 20052005 financialfinancial
statements.statements . SinceSince then,the n , withwith thethe cooperationcooperation ofof thethe
IndependentIndependent AuditorAuditor andand youryour office,office, ourour effeffortsorts concontinued,t inued ,
andand wewe areare pleasedpleased toto reportreport thatthat wewe havehave successfullysuccessfully
satisfiedsa t isfied thethe IndependentIndependent AuditorAuditor aaboutbo u t thethe amountamountss presentedpresented
andand havehave thereforetherefore receivedreceived anan unqualifiedunqualified (("clean"clean HU

)) opinionopinion
thereon,thereon, dateddated DecemberDecember 12,12 , 2006.2006 .

InIn relationrela ti on toto internalinternal controls,contro ls , ththee ReportReport ccitesi t e s reportablereportable
conditionsc o nd i t ion s inin (1)(1 ) thethe recordingrecordi ng andand rerelatedlated depreciadepreciationtion ofof
personalpe rs onal property,property , (2)(2 ) thethe Department'sDepartment 's securitysecurity ofof
informationinformati on systemss ystems networks,networks , (3)(3) thethe inadequacyinadequacy ofof thethe
Department'sDepartment 's financialfinancial managementmanagement ssystems,ys t ems , (4)(4) thethe managementmanagement
ofof unliquidatedunliqu idated obIob l igations,i gat i o ns, (5)(5) thethe recrecordingording andand rrelatedel a t e d
deprecationdeprecation ofof realrea l property,p roperty , andand ((6)6 ) ththee imimplementationp l e me n t a ti o n ooff
ManagerialManagerial CostCost AccountingAccounting Standards.Standa rds . TheThe Department'sDepartment's
financialf i na nc i a l managementman agement systemssystems areare alsoalso reportedreported asas nnoncomplianton c omp l i a n t
withwith lawslaws andand regulations,regulations , includingincluding thethe FederalFederal FinancialFinancial
ManagementManagement ImprovementImprovement ActAct ofof 19961996 (FFMIA)(FFMIA).. EachEach ofof thethe
mattersmatters identifiedi d e n t i f i e d inin thethe IndependentIndependen t Auditor'sAuditor's ReportReport willwill bebe
addressedaddressed asas wellwell asas otherothe r deficienciesde fic iencies nnotedo t e d durduringing theirtheir
audit.audi t .

InI n OctoberOc tobe r 2005,20 05 , thet he Department'sDepartment ' s ManagementManagement ControlControl StSteeringeering
CommitteeComm i t t e e (MCSC)(MCSC) -- thethe bodybody chargedcharged withwith overseeingoverseeing thethe
Department'sDep a r t me n t ' s managementmanagement controlcont ro l programprogram uundernder thethe FederalFederal
Managers'Managers' FinancialFinancial IntegrityIntegrity ActAct ((FMFIA)FMFIA) ---- createdcreated aa
subcommittees ubcommi tt ee toto addressaddress thethe weaknessesweaknesses inin personalpersonal propertyproperty..
InIn 2006,20 0 6 , improvementsimprovements werewere implementedimplemented inin thethe methodsmethods usedused toto
identifyi denti fy andand reportreport armoredarmored vehiclevehicle coscosts,ts , aircraft,aircraft, propertyproperty
heldheld byb y contractors,contractors, andand Department-ownedDepartment -owned vevehicles.hicles . InIn 2007,2007,
thethe MCSCMCSC andand seniorsenior DepartmentDepartment managementmanagement wwilli l l ensureensure thatthat
effortsef forts continuecont inue toto furtherf urt he r strengthenstre ngthen ththee concontrolst rols overover ththee
accountingacc o unting forfor personalpersonal property.proper ty .
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ForFor informationinformation systemssystems security,security, TheThe DepartmentDepartment remainsremains
intenselyintensely awareaware ofof thethe valuevalue andand sensitivitysensitivity ofof itsits
informationinformation andand informationinformation systemssystems andand isis dedicateddedicated toto thethe
vigilancevigilance requiredrequired toto ensureensure theirtheir adequateadequate protection.protection.
Accordingly,Accordingly, thethe DepartmentDepartment continuescontinues toto monitormonitor thisthis areaarea
throughthrough thethe MCSC.MCSC. InIn FYFY 2007,2007, inin additionaddition toto improvedimproved
certificationcertification andand accreditationaccreditation processes,processes, ourour effortsefforts willwill
focusfocus onon obtainingobtaining aa clearclear inventoryinventory ofof systems,systems, addressingaddressing
thethe manymany newnew OMBOMB andand NISTNIST systemsystem requirements,requirements, patchpatch
managementmanagement department-wide,department-wide, andand ensuringensuring thethe DepartmentDepartment hashas
thethe latestlatest versionsversions ofof protectionsprotections inin place.place.

ComplianceCompliance withwith FederalFederal financialfinancial systemssystems requirementsrequirements remainsremains
aa top~op priorpriority.ity. InIn 2006,2006, thethe MCSCMCSC votedvoted unanimouslyunanimously toto
categorizecategorize thisthis issueissue asas aa financialfinancial systemsystem deficiency,deficiency, aa
significantsignificant improvementimprovement fromfrom itsits long-standinglong-standing statusstatus asas aa
materialmaterial non-conformance.non-conformance. InIn 2007,2007, domesticdomestic usersusers willwill bebe
convertedconverted toto thethe samesame platformplatform andand softwaresoftware thatthat servicesservices
overseasoverseas users,users, therebythereby establishingestablishing thethe GlobalGlobal FinancialFinancial
ManagementManagement SystemSystem (GFMS).(GFMS). AsAs partpart ofof thethe GFMSGFMS implementation,implementation,
thethe mostmost up-to-dateup-to-date modulemodule forfor accountingaccounting forfor fixedfixed assetsassets
willwill bebe installed,installed, andand aa newnew datadata warehousewarehouse isis beingbeing builtbuilt
thatthat willwill provideprovide forfor betterbetter reportingreporting capabilitiescapabilities forfor users.users.

ToTo improveimprove thethe managementmanagement ofof grantsgrants andand otherother typestypes ofof
financialfinancial assistance,assistance, thethe DepartmentDepartment isis developing,developing, inin
collaborationcollaboration withwith USAID,USAID, thethe JointJoint AssistanceAssistance ManagementManagement
SystemSystem (JAMS).(JAMS). JAMSJAMS willwill provideprovide thethe capabilitycapability toto centrallycentrally
tracktrack andand managemanage FederalFederal financialfinancial assistanceassistance issuedissued byby thethe
Department.De p a r t me n t . TheThe DepartmentDepartment plansplans toto conductconduct aa pilotpilot phasephase inin
2007,2007, followedfollowed byby deploymentdeployment throughthrough 2008.2008.

StrengtheningStrengthening thethe managementmanagement ofof undeliveredundelivered ordersorders (UDOs)(UDOs) isis
anan importantimportant financialfinancial managementmanagement initiative.initiative. TheThe IndependentIndependent
Auditor'sAuditor's ReportReport notesnotes thatthat therethere havehave beenbeen improvementsimprovements inin
thisthis area,area, andand wewe continuecontinue ourour effortsefforts toto establishestablish adequateadequate
processesprocesses andand controls.controls. NewNew capabilitiescapabilities inin thethe Department'sDepartment's
CentralCentral FinancialFinancial ManagementManagement SystemSystem allowallow forfor thethe automaticautomatic
deobligationdeobligation ofof UDOsUDOs basedbased onon aa widewide rangerange ofof criteriacriteria (e.g.,(e.g.,
age,age, objectobject class,class, dollardollar amount).amount). InIn addition,addition, asas partpart ofof
ourour effortsefforts onon thethe President'sPresident's ManagementManagement AgendaAgenda InitiativeInitiative
forfor ImprovedImproved FinancialFinancial Performance,Performance, wewe chartchart andand reportreport onon thethe
percentagepercentage ofof UDOsUDOs withwith nono activityactivity forfor thethe pastpast 1212 months.months.
TheseThese actionsactions havehave resultedresulted inin thethe deobligationdeobligation ofof thousandsthousands
ofof itemsitems withwith aa valuevalue exceedingexceeding $200$200 millionmillion duringduring 2006.2006.
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TheThe DepartmentDepartment continuescontinues toto makemake progressprogress inin implementingimplementing
ManagerialManagerial CostCost AccountingAccounting StandardsStandards (MCAS),(MCAS), butbut acknowledgesacknowledges
thatthat additionaladditional workwork isis neededneeded toto fullyfully complycomply withwith thesethese
standards.standards. InIn 2005,2005, thethe DepartmentDepartment establishedestablished aa projectproject team,team,
whichwhich includesincludes consultantsconsultants withwith experienceexperience implementingimplementing CostCost
AccountingAc c ounting Systems.Systems. InIn 2006,2006, thethe teamteam surveyedsurveyed otherother agenciesagencies
andand organizationsorganizations forfor lessonslessons learnedlearned andand bestbest practices;practices;
conductedconducted anan assessmentassessment ofof officesoffices toto determinedetermine businessbusiness needsneeds
forfor costcost information,information, currentcurrent costcost accountingaccounting practices,practices,
outputsoutpu t s andand outcomes,o utcomes, andand unmetunmet needs;needs; evaluatedevaluated aa managerialmanager ial
costcost softwares oftware modulemodule andand confirmedconfirmed usability;usability; andand developeddeveloped aa
strategicstrategic approachapproach andand implementationimplementation strategy.strategy_ InIn 2007,2007, thethe
teamteam willwill conductconduct pilotspilots toto testtest thethe strategy,strategy, toto bebe followedfollowed
byby aa phasedphased implementationimplementation Departmentwide.Departmentwide.

WeWe thankthank youyou forfor thethe opportunityopportunity toto commentcomment onon thethe draftdraft
report.report. WeWe wouldwould alsoalso likelike toto extendextend ourour appreciationappreciation toto youryour
staffstaff andand toto youryour contractor,contractor, LeonardLeonard G.G. BirmbaumBirmbaum andand Company,Company,
LLP,LLP, for=or thethe professprofessionalional andand collaborativecollaborative mannermanner inin whichwhich
theythey conductedc onducted thethe audit.audit. WeWe believebelieve considerableconsiderable progressprogress onon
aa numbernumber ofof mattersmatters waswas mademade overover thethe pastpast yearyear asas aa resultresult ofof
thethe collaborativecollaborative mannermanner inin whichwhich thethe auditaudit waswas conducted,conducted, andand
thethe DepartmentDepartment remainsremains committedcommitted toto improvingimproving thethe managementmanagement
ofo f itsits programsprograms andand thethe qualityquality ofof itsits financialfinancia l reporting.reporting.


