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PURPOSE, SCOPE AND METHODOLOGY OF THE
INSPECTION

This inspection was conducted in accordance with the Quality Standards for
Inspections, as issued by the President’s Council on Integrity and Efficiency, and the
Inspector’s Handbook, as issued by the Office of Inspector General for the U.S. Del
partment of State (Department) and the Broadcasting Board of Governors (BBG).

PURPOSE

The Office of Inspections provides the Secretary of State, the Chairman of the
BBG, and Congress with systematic and independent evaluations of the operations
of the Department and the BBG. Inspections cover three broad areas, consistent
with Section 209 of the Foreign Service Act of 1980:

* Policy Implementation: whether policy goals and objectives are being ef’ !
fectively achieved; whether U.S. interests are being accurately and effectively
represented; and whether all elements of an office or mission are being
adequately coordinated.

*  Resource Management: whether resources are being used and managed with
maximum efficiency, effectiveness, and economy and whether financial transl
actions and accounts are propetly conducted, maintained, and reported.

e Management Controls: whether the administration of activities and operal |
tions meets the requirements of applicable laws and regulations; whether
internal management controls have been instituted to ensure quality of
performance and reduce the likelihood of mismanagement; whether instance
of fraud, waste, or abuse exist; and whether adequate steps for detection,
correction, and prevention have been taken.

METHODOLOGY

In conducting this inspection, the inspectors: reviewed pertinent records; as apl|
propriate, circulated, reviewed, and compiled the results of survey instruments; con’|
ducted on-site interviews; and reviewed the substance of the report and its findings
and recommendations with offices, individuals, organizations, and activities affected
by this review.
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United States Department of State
and the Broadcasting Board of Governors

Office of Inspector General

PREFACE

This report was prepared by the Office of Inspector General (OIG) pursuant to the Inspector
General Act of 1978, as amended, and Section 209 of the Foreign Service Act of 1980, as
amended. It is one of a series of audit, inspection, investigative, and special reports prepared by
OIG periodically as part of its responsibility to promote effective management, accountability
and positive change in the Department of State and the Broadcasting Board of Governors.

This report is the result of an assessment of the strengths and weaknesses of the office, post,
or function under review. It is based on interviews with employees and officials of relevant
agencies and institutions, direct observation, and a review of applicable documents.

The recommendations therein have been developed on the basis of the best knowledge
available to the OIG and, as appropriate, have been discussed in draft with those responsible for
implementation. It is my hope that these recommendations will result in more effective,
efficient, and/or economical operations.

I express my appreciation to all of those who contributed to the preparation of this report.

A e ™ 2

Harold W. Geisel
Acting Inspector General
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KEY JUDGMENTS

¢ Embassy Kinshasa has provided strong policy leadership and effective mol
bilization and coordination of multidimensional U.S. efforts to bring, peace,
stability, and humanitarian assistance to the eastern regions of the Democrat |
ic Republic of the Congo and the broader Great Lakes region of Africa.

¢ Through the US. presence in the city of Goma in the conflictive eastern
Congo, Embassy Kinshasa is successfully advancing U.S. foreign policy intet |
ests through political and humanitarian representation, reporting, and deliv|
ery of humanitarian assistance.

* The Embassy has carried out an impressive effort to establish and provide
administrative and security support for the U.S. presence in Goma, a pres_|
ence that is likely to be necessary for the next three to five years.

* There is an important need to regularize the status of the Goma location as
a small, medium-term presence in order to assure the security and proper
functioning of the U.S. personnel there.

- (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

e The planned new embassy compound (NEC) project was postponed from
FY 2008 to FY 2014, largely because negotiations to purchase suitable prop’’
erty were unsuccessful. To avoid further postponements, it is imperative that
a NEC site be acquired as soon as possible.

e When the NEC was scheduled for FY 2008, existing plans for chancery re’!
pair and renovation projects were suspended. Now that the NEC project has
been postponed, it is essential to reinstate those projects that will enhance
safety and improve operational conditions in the aging chancery.

* International Cooperative Administrative Support Services (ICASS) custom ]
ers are not satisfied with the quality of many services, and planned increases
in program staff will bring further demands for administrative support. Ad_
ditional ICASS resources may be required to meet this increased demand.
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¢ As US. engagement with the Democratic Republic of the Congo has grown,
and U.S. development assistance has resumed, the size of the U.S. embassy
in Kinshasa has increased greatly and is scheduled for further growth in the
next several years. Future growth of embassy program staff needs to be ad’’
justed to the embassy’s ability to provide security and administrative services.

*  Nonimmigrant visa interviews scheduled off-site appear to exceed the num’
ber of machine-readable visa fees collected off-site by about ten percent over
the past nine months. The discrepancy needs to be investigated and procel!
dures changed to prevent recurrence of the problem.

The inspection took place in Washington, DC, between January 21 and February
6, 2009, and in Kinshasa, Democratic Republic of the Congo, between February 9
and 24, 2008. Ambassador Joseph G. Sullivan (team leader), Paul R. Smith (deputy
team leader), Perry Adair, William Booth, Ernest J. Fischer, Matthew Koch, Pete
Stella, Dan Stotko, and Dennis Thatcher conducted the inspection.
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CONTEXT

The Democratic Republic of the Congo, formerly known as Zaire, is the third-
largest country in Africa, roughly the size of the United States east of the Missis’
sippi River. Richly endowed with natural resources, the Democratic Republic of the
Congo has the potential to develop

an economic base that could support
an increasing standard of living for
its population of approximately 66
million. Yet, the country has been
devastated by decades of dictatorship,
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war, and corruption. The Demol
cratic Republic of the Congo has
made significant steps toward rebuild’
ing in recent years, yet it continues
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D“L ANGOLA entrenched corruption. Even though
/ R there have been steady incremental in[|
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2 20 som creases in the quality of life, per capita

GDP was $166 in 2007 and average
life expectancy only 43 years. The World Bank’s Ease of Doing Business Index rates

the Democratic Republic of the Congo as the most difficult country in the world in
which to do business.

The 1999 Lusaka Peace Accord laid the foundation for the formation of a transil |
tional government in 2003, the adoption of a new constitution in 2005, and national
and local elections. In 2006, Joseph Kabila became the Democratic Republic of
the Congo’s first democratically elected president. His government is now haltingly
establishing democratic institutions and attempting to establish security throughout
the country.

The Democratic Republic of the Congo is important to Africa. The nine counl]
tries that share its borders cannot achieve peace and security within their own territol|
ries without a durable peace in the Congo. The difficulty of establishing stability in
this region has resulted in a growing international humanitarian and security presence
including a UN peacekeeping force of 17,000 troops, the United Nation’s largest in
the world.
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The U.S. Government’s principal policy goals in the Democratic Republic of the
Congo are to promote regional peace and stability, improved governance, and ecol
nomic reform, and to provide humanitarian relief. The United States is the country’s
largest bilateral donor, committing over $700 million in peacekeeping, humanitarian,
and development assistance in FY 2008 alone, of which over $200 million is man’
aged bilaterally. The remaining $700 million is administered through multilateral
organizations, notably the United Nations, World Bank, and Global Fund for AIDS,
Tuberculosis, and Malaria.

U.S. Embassy Kinshasa has 63 American direct-hire employees plus 11 personal
services contract positions. It includes the Department of State, U.S. Agency for
International Development (USAID), Department of Defense, and the Centers for
Disease Control (CDC) located on three compounds. Steady mission growth since
2007 has resulted in a lack of office space, and more growth is projected. Recent
plans to begin construction of a NEC have now been pushed back to 2014 because
of the inability to find a suitable site.
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EXECUTIVE DIRECTION

Embassy Kinshasa’s foremost policy goal is to promote peace in the conflictive
eastern Congo, essential for achieving stability in the entire region of Africa’s Great
Lakes. The Embassy has also set forth goals to advance just and democratic govt!
ernance in the Democratic Republic of the Congo, promote economic growth and
stability, to improve the Congo’s capacity in health, education and social services, to
provide humanitarian assistance to the conflict-affected population in eastern Congo,
to build trust and understanding through public diplomacy, and to assure the secu_
rity and functionality of embassy facilities and of Mission employees and American
citizens.

The Ambassador and the deputy chief of mission (IDCM) have directed a large
part of their focus to the first policy goal over the last several years in coordination
with the Department and other embassies in the region. In late 2008 and early 2009,
the Democratic Republic of the Congo Government and armed forces engaged in
unprecedented cooperation with the previously adversarial governments and armed
forces of Uganda and Rwanda in the pursuit and disarmament of rebel groups
from these countries with bases in eastern Congo. Some tenuous progress has been
achieved, but conflict continues and the humanitarian consequences of that conflict
present major challenges to U.S. efforts to provide assistance to the affected popul!
lation. The Ambassador and the DCM exercise strong leadership in every aspect
of the Embassy’s efforts to promote peace in eastern Congo. They work with the
Democratic Republic of the Congo Government, the United Nations, African and
European governments, and other U.S. embassies in the region. They also mobilize
and coordinate the efforts of several U.S. Government agencies to promote demobi
lization and peace, and to deliver humanitarian assistance. At times, the Department
did not keep the Embassy well informed of likely developments affecting the Congo,
and this made the Embassy’s effective engagement more difficult. In addition, visit |
ing officials sometimes did not provide clearance on messages reporting on their
meetings, resulting in information gaps for Washington and consumers in other em(|
bassies in the region. The Ambassador and the DCM took the lead in establishing a
small U.S. presence in the eastern city of Goma and obtained the necessary embassy
and Department support to permit the safe and efficient operation of this important
presence.
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The Embassy submitted its Mission Strategic Plan (MSP) for FY 2011 in Februl|
ary, 2009, and its basic framework and goals track closely with the previous year’s
MSP. The Democratic Republic of the Congo is a country which needs almost
everything, and the Embassy Kinshasa MSP sets forth ambitious goals to address al'|
most every need. In order to execute the Embassy’s goals, the MSP proposes an inl |
crease of five Department positions (three from the Bureau of Diplomatic Security)
and 19 other U.S. Government positions for FY 2011. Progress in some areas, such
as provision of humanitarian assistance and delivery of health and social services has
been impressive. Progress in other areas such as strengthening of democratic institul|
tions, education, and economic growth in the wake of the world economic crisis is
mixed or negative. The embassy’s ability to address so many policy goals and carry
out so many programs is limited by the need to provide (B) (2)(b) (2)

administrative support and functional facilities for the increased numbers of staff.

The Ambassador and the DCM have extensive African experience and know U.S.
programs well. They work well together to achieve U.S. policy goals and to represent
US. interests with the Democratic Republic of the Congo Government, the United
Nations, and other diplomatic missions. The Ambassador and the DCM are in close
contact with the Department and regional embassies through e-mail and telephone
and also participate in a weekly telephone conference call with the officer in Goma.

The Ambassador and the DCM recognize the importance of public diplomacy
and the need for an Embassy-wide public diplomacy strategy. The Ambassador has
initiated a monthly on-the-record meeting with the Congolese media to discuss U.S.
policy issues. His first such meeting during the inspection received broad and posi |
tive coverage.

Trade promotion is problematic in a country as hard to do business in as the
Congo. The Ambassador has a periodic roundtable with representatives of Ameri|
can businesses and investors, and advocates on behalf of U.S. companies with the
Democratic Republic of the Congo Government.

The Embassy has a weekly country team meeting that involves all Embassy agen| |
cies and sections and addresses the full range of issues. A recently instituted, weekly
reporting offices’ meeting, attended by the Ambassador and the DCM, has been very
useful in ensuring improved sharing and coordination. This, and other meetings,
could also help in addressing a perceived lack of sufficient feedback from the execul
tive office by some reporting offices.

The executive office is open and accessible, and the Ambassador has reached
out to American and FSN staff by hosting each section at his residence. The DCM
carries the larger portion of internal management responsibilities, while the Ambas_!
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sador carries the larger portion of outside representational responsibilities. The
Ambassador and the DCM have each had to shoulder the load alone for months at
a time due to unavoidable circumstances. While able acting DCMs have stepped up
to the role, this Embassy is too busy to be without an Ambassador and a DCM for
long,

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
Egg g;(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

The National Security Decision Directive (NSDD) 38 process for approving
new positions in the embassy functions propetly, and the Ambassador approves new
positions only after certifying that the position is necessary, that the space, security,
and administrative conditions are appropriate, and that relevant ICASS costs will
be paid. The effectiveness of the NSDID-38 mechanism is limited, however, (b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)  'The Ambas

sador has the authority to apply NSDD-38 procedures to personal services contracl]
tors but has not done so to date. Moreover, the Embassy and USAID continue to
seck additional foreign assistance funds, which will require more staff to carry out
additional program management responsibilities at a time when (B) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Recommendation 1: (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
Egg Egg(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

- ((bz)) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
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The Embassy has a significant number of entry-level generalists and specialists,
but has no mentoring program for these officers. The most recent directive from the
Director General, dated February 21, 2006, emphasizes the important role the Chief
of Mission and DCM should play in entry-level officer development.

Recommendation 2: Embassy Kinshasa should institute a mentoring prol|
gram for all entry level generalist and specialist officers under the direction

of the deputy chief of mission and take into account the entry-level officers’
recommendations for program suggestions of maximum benefit to them. (Ac
tion: Embassy Kinshasa)

EoquaL EMPLOYMENT OPPORTUNITY

The executive office provides full support to the Embassy’s Equal Employment
Opportunity (EEO) program.

SECURITY

The Ambassador and the DCM recognize the importance of security in Em[|
bassy Kinshasa, and support the strong security program of the regional security of! |
ficer. Because of the poor maintenance record of local airlines, the Ambassador has
prohibited Embassy employees from using local carriers with resultant difficulties in
getting around this large country.

U.S. PresencE IN Goma

The city of Goma in eastern Congo is located a 2.5 hour flight by UN aircraft
and is unreachable by any other safe transport from Kinshasa. Goma is on the
border with Rwanda and close to military clashes and consequent population flights
in that region. The United States has been present in Goma with temporary duty
(TDY) political and humanitarian representation since October 2007 in response to
the request of Democratic Republic of the Congo President Kabila to the U.S. Govl!
ernment. USAID humanitarian officers, a political officer, and rotating diplomatic
security officers have been based full-time in Goma since November 2008. In order
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to diminish costs and provide a safer location, the Embassy leased, furnished, and
helped secure, with Department support, a residence and small compound for these
permanent officers and frequent TDY visitors.

The Stakes and the Timeframe

Although Goma would not be the U.S. Government's first choice for a consulate
in the Democratic Republic of the Congo, the situation in the Goma area encoml |
passes the most significant U.S. interests and objectives in the Congo: regional and
domestic stability and conflict, humanitarian assistance to the war-affected populal|
tion, human rights and movements of refugees and internally displaced people. In
addition to being the city closest to ongoing Rwanda/Congo military operations,
Goma is the center of the UN presence in the east, and provides access through the
United Nations to areas and populations affected by Ugandan operations against the
Lord’s Resistance Army in the remote northeast Democratic Republic of the Congo.
Goma is also a frequent stop for visiting congressional and congressional staff del |
egations. The Embassy estimates, and the OIG team agrees, that the United States
will need a political and humanitarian presence in Goma for the next three to five
years.

Inspection

The OIG team that visited Goma confirmed the excellent work being done by
personnel there in representing U.S. interests with the UN peacekeeping mission,
other diplomatic missions, local authorities and the many humanitarian nongovern'!
mental organizations and the voluminous reporting that keeps an avid Washington
and regional readership informed. The OIG team also confirmed the outstanding
management and security support provided by Embassy Kinshasa in leasing, equip’
ping, and securing a compound of two houses for the political officer and TDY per
sonnel. The position of political officer in Goma is currently filled on a permanent
basis by an officer officially assigned to Kinshasa, who receives full meals and inci']
dental expenses in Goma. The regional security office in Kinshasa and the Bureau
of Diplomatic Security in Washington support Goma with TDY security officers
and the FY 2011 MSP proposes a new assistant regional security officer position for
Goma.
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Security

Military clashes in October 2008 got very close to Goma, and resulted in a tem
porary evacuation across the border and a travel alert to American citizens, but more
recently, military engagements have been at significant distance from the city. The
Embassy has done a good job in upgrading the residential compound to provide ad

equate security for that purpose. (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
() (2)(b) (2)(b) (2)(b) (2)(b) 2)(b) )(b) 2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Recommendation 3: Embassy Kinshasa, in coordination with the Bureaus

of African Affairs, Diplomatic Security, Overseas Buildings Operations and
Human Resources, should regularize the status of the Goma office as a small,
medium-term, secure, and functional presence. (Action: Embassy Kinshasa, in
coordination with AF, DS, OBO, and HR)
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POLICY AND PROGRAM IMPLEMENTATION

PoLiTicAL AFFAIRS

The political section reports on all events of political significance in the Demol]
cratic Republic of the Congo, and actively supports MSP goals. The OIG team
recommends the establishment of a refugee coordinator position in Goma, as well
as the establishment of a law enforcement working group. The OIG team made an
informal recommendation that regional reporting be strengthened and noted that it
does not support Embassy Kinshasa’s MSP request for an International Narcotics
and Law Enforcement Affairs (INL) position.

In July 20006, the Democratic Republic of the Congo held its first free and demol
cratic elections. More than 25 million voters cast ballots electing then-transitional
government president Joseph Kabila as president. The Kabila administration identi |
fied five areas requiring particular attention: education; health; infrastructure; water/
electricity; and job creation. The Government has made little progress in these areas,
however, in large part because of continuing insecurity and intermittent resumption
of armed conflict in several eastern provinces. Several illegal foreign and Congolese
militias have operated in these areas for more than a decade. Many of these groups
have illegally exploited and exported Congolese natural resources to fund their ef’ |
forts and have committed gross human rights violations—including killings, rapes,
and forced child soldier recruitment—in areas under their control. Fighting has
continued until the present, however, with the United States, European Union, and
United Nations all seeking to promote a lasting peace.

Staffing

The political section consists of four officers, one office management special |
ist (OMS), and three locally employed (LLE) staff assistants, one of whom oversees
the Ambassador’s Special Self-Help fund (SSH) program. One LE staff position is
currently vacant. The political section is adequately staffed. The Embassy’s draft
FY 2011 MSP submission contains a request for an additional INL position to
implement US. Government-funded reforms of the Congo National Police; given
the limited scope of ongoing INL programs in country (a single $1.5 million grant
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program), OIG does not support the establishment of an INL position at this time.
The MSP also proposes the establishment of a full-time refugee coordinator posi|
tion based in the eastern city of Goma. The Department’s Bureau of Population,
Refugees and Migration currently has $34 million in funds earmarked for Congo
programs. It is difficult for the Regional Refugee Coordinator based in Kampala to
effectively monitor ongoing programs in the Congo based on the one or two visits a
year the coordinator can make.

Recommendation 4: The Bureau of Population, Refugee and Migration Afl]
fairs should develop and implement a plan to conduct program monitoring/
oversight visits to the eastern Congo a minimum of three times annually. (Acl

tion: PRM)

Reporting and Analysis

The political section has performed admirably in covering and reporting on the
broad spectrum of political issues of significance in the Democratic Republic of the
Congo. Reporting on humanitarian and refugees issues is particularly strong. During
preinspection survey meetings, Washington consumers praised Embassy Kinshasa
political reporting, particularly that from the Goma political officer and USAID Di
saster Assistance Response Team.

OIG identified only one area, regional coverage, where reporting is relatively
weak. The Democratic Republic of the Congo is a vast country, but current politi |
cal reporting essentially focuses only on the eastern conflict region and events in the
capital. Several Washington consumers noted that “the U.S. Government can win
the Hast—but still lose the Congo.” The political section’s reporting plan reflects the
need for regional reporting, but these objectives are not being realized. Although
travel to other regions of the Congo may be complicated due the lack of safe air
connections, staff vacancies, and budget constraints, political reporting in areas out_ |
side of Kinshasa and the east is not adequate and should be strengthened. The OIG

team made an informal recommendation.

Operations and Advocacy

The political section received high marks from Washington offices for its respon’ |
siveness and support. Several Department bureaus praised political section support
for a number of high-level visits to the Democratic Republic of the Congo. Other
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offices expressed appreciation for informal political section monitoring of Washing-
ton-run assistance programs underway in the Congo. From all indications, commul’|
nications between Kinshasa and Washington are excellent.

The Leahy amendment and policies developed to implement the amendment
prohibit the use of foreign assistance funds to assist foreign security forces where
there is credible evidence such forces have committed gross human rights viola
tions. The Leahy vetting process determines whether there is such evidence prior to
providing assistance. Department offices expressed satisfaction with the Embassy's
Leahy vetting practices. The political section manages an active and effective Leahy
vetting program. An embassy Leahy vetting standard operating procedure has been
prepared, and the section’s OMS has received Leahy vetting training. The section is
to be commended for taking the initiative to vet names through UN databases in the
Congo as well.

The political section effectively oversees administration and management of
the SSH small grants program; most projects are in the $4,000—-$10,000 range. SSH
funding, which totaled $100,000 in FY 2007, dropped sharply in FY 2008 to $40,000.
Similarly, Kinshasa’s Democracy and Human Rights Fund small grants funding, was
cut entirely in FY 2008. SSH application forms—in both English and French—are
posted on the Embassy’s Internet to facilitate nongovernmental organizations and
other interested parties submitting proposals for review. A mission SSH committee,
chaired by a political officer and the SSH coordinator, determines which proposals
should be recommended to the DCM and Ambassador for approval. Embassy Kin/|
shasa arranges signing ceremonies to heighten awareness of the program. The SSH
coordinator conducts field visits to ongoing projects whenever possible, and endeav
ors to follow-up by other means for projects located in areas distant from Kinshasa.
When feasible, the Ambassador also visits SSH projects. Information regarding
ongoing SSH is reported annually to Washington.

Goma Operations

During the inspection, OIG personnel traveled to Goma, met with the Goma
political officer and accompanied him to a number of meetings. The officer, expe’
rienced in Africa, is Embassy Kinshasa’s senior representative vis-a-vis Congolese
and international authorities in Goma. He serves as the primary reporting officer on
the regional conflicts in the eastern Congo. As the eyes and ears of the US. Govil
ernment in a conflict-torn region, he sends in daily reports to the political section
in Kinshasa, which then adds its own input, puts the reports into cable format, and
transmits them to Washington, thus providing hungry Washington consumers with
conflict-related reporting from this extremely isolated part of the Congo. He also
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reports by telephone to offices in the Departments of State and Defense, as well as
to other embassies in the region.

The Goma officer has forged strong bonds with UN officials, European govern!|
ments, nongovernmental and religious organizations, international media, and civil
authorities. He attends the UN forces daily military briefing to remain current on
UN operations and has accompanied UN officials to visit conflict zones through'!
out eastern and northern Congo. He has provided invaluable assistance to visiting
Members of Congress and Congressional staff with interest in issues related to the
conflict, humanitarian assistance, refugee affairs, sexual and gender-based violence,
child soldiers, and trafficking in persons. The U.S Government presence in Goma is
successfully advancing U.S. foreign policy interests in the region.

Law Enforcement and Counterterrorism

The regional security office is the only law enforcement-related presence at
Embassy Kinshasa. The Embassy has neither a functioning law enforcement work’
ing group nor a counterterrorism working group. In preinspection survey meetings,
however, State Department officials with counterterrorism responsibilities indi |
cated there are no significant issues of counterterrorism concern in the Democratic
Republic of the Congo. One issue of potential nonproliferation concern will be
addressed in the section on economic affairs.

Per 2007 State 1081606, the intent of establishing LEWGs is to better coordi |
nate the combined capabilities of U.S. law enforcement agencies and other relevant
offices to share information with each other across the broad range of law enforce’
ment issues, and to help foreign partners combat terrorism. OIG notes that some
posts conduct their LEWGs and Visas Viper meetings concurrently. Such a periodic
focus on law enforcement issues could also be accomplished at the recently instituted
reporting officers’ meeting;

Recommendation 5: Embassy Kinshasa should establish a law enforcement
working group. (Action: Embassy Kinshasa)
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Economic AFFAIRS

Embassy Kinshasa’s economic section has done an excellent job in addressing
the wide range of economic and commercial issues of importance in the Democratic
Republic of the Congo. Section personnel have worked in support of mission goals
toward increasing economic growth and improving the investment climate. The
OIG team recommended elimination of the economic section’s OMS position and
made an informal recommendation to strengthen regional and environmental report]

ng.

The Democratic Republic of the Congo is home to a vast potential of natural
resources and mineral wealth. Nevertheless, it is one of the poorest countries in
the world. Decades of pervasive corruption and misguided policy have created a
dual economy and the informal sector now dominates the economy. The current
worldwide financial crisis has taken its toll on the Congo, whose economy is depenl!
dent upon exploitation of natural resources. As prices of mineral commodities have
fallen, the mining sector has contracted. It is estimated that the Democratic Repub’
lic of the Congo Government operates with only a few days of foreign currency
reserves. The Democratic Republic of the Congo faces a challenging economic
environment in 2009, to include significantly lower economic growth than expected,
balance of payments gaps, potential inflation, and unrealistic spending levels in its
2009 budget.

Staffing

The economic section consists of three officers, one OMS, two LE staff assis/|
tants, and one LE commercial assistant. Although the officer complement of the
section is adequate to address all necessary issues, current staffing levels do not jusl
tify a dedicated OMS for the section. Although the Embassy may wish in the future
to combine the economic and political sections (OIG is neutral on this issue at this
time), the OMS currently assigned to the political section should be able to smoothly
assume responsibility for providing support to economic section officers.

Recommendation 6: Embassy Kinshasa should eliminate the office managel’l
ment specialist position in the economic section. (Action: Embassy Kinshasa)

OIG Report No. ISP-I-09-36A, Inspection of Embassy Kinshasa Democratic Republic of the Congo - May 2009

SENSHIHVEBUTUNCEASSHAED



bullardz
Cross-Out

bullardz
Cross-Out


Reporting and Analysis

With the exceptions noted below, the economic section has done an excellent
job in addressing key issues of interest and concern. Section officers actively partici|
pate in the Embassy’s regular meeting of reporting officers. Washington consumers
indicated that they believe Embassy Kinshasa economic reporting is generally good.
Several offices and agencies praised section reporting on the China-Democratic
Republic of the Congo investment/development deal. Other offices mentioned
economic reporting on the International Monetary Fund program and on the min'
ing sector as being especially useful and informative. One agency described a section
cable on child labor as “just what we needed.”

One exception is regional economic reporting, which is a noticeable weakness
in the section’s overall reporting effort. Several Washington consumers expressed
a desire for more economic reporting from outside of Kinshasa, for example, the
mineral-rich areas in the vicinity of Lubumbashi. An OIG review supported such
assessments. While recognizing the same complications that were noted eatlier in
this report regarding political section reporting, OIG, nevertheless, believes,
Embassy reporting should be strengthened in the economically important regions of
the Congo. The OIG team made an informal recommendation.

During the preinspection survey, Washington consumers indicated that, with
regard to environment, science, technology, and health issues in the Democratic
Republic of the Congo, most Bureau of Oceans, Environment, and Science interac’!
tions with Embassy Kinshasa are directly with USAID’s Central African Regional
Program on the Environment, a regional USAID program office that coordinates the
Congo Basin Forest Partnership. The Congo Basin Forest Partnership is an intet. |
national association of governments, international organizations, private sector, and
civil society representatives aimed at enhancing the sustainable management of for|
ests in the Congo Basin region. OIG review of section reporting revealed that front
channel reporting on environment, science, technology, and health issues is lacking.
The OIG team made an informal recommendation that the economic section engage
with the Central African Regional Program on the Environment and relevant offices
in Bureau of Oceans, Environment, and Science to strengthen section reporting,

Advocacy

Washington consumers gave the economic section high marks for its support of
advocacy issues. One U.S. Government agency specifically noted the section’s suc’
cessful efforts in working with the Democratic Republic of the Congo Government
to obtain the approvals necessary to initiate a program on child labor in the Congo.
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Another office praised section efforts in behalf of a nonproliferation objective
involving return of a nonfunctioning Congolese nuclear research reactor under the
Global Threat Reduction Initiative. The section has worked closely with Washington
offices on this issue and provided excellent support to a U.S. Government delegation
that visited the Democratic Republic of the Congo for negotiations.

Economic section officers advocate actively on behalf of U.S. business in the
Congo. The Ambassador meets regularly with American business representatives
and hosts a business roundtable meeting at his residence every two months, with
full economic section participation. In 2007, the Democratic Republic of the Congo
launched a complete review of mining contracts that had been entered into under
previous governments. This process has been opaque and little information has been
provided to foreign investors involved in these contracts, including American inves_
tors. Economic section officers have assisted and counseled U.S. business reprel |
sentatives throughout this difficult process. As this report is written, the economic
section chief and commercial LE staff assistant are in South Africa receiving com’
mercial training that will further enhance assistance to U.S. firms.

FOREIGN ASSISTANCE

The assistance/cooperation relationship between the United States and the
Democratic Republic of the Congo continues to deepen. Overall, the United States
provides more than $700 million annually in foreign assistance to the Democratic
Republic of the Congo, of which more than $200 million is in the form of bilateral
assistance for development, military cooperation, and humanitarian activities; the
remainder is largely provided through contributions to multilateral organizations,
including the United Nations. The U.S. Government supports the UN mission in
the Democratic Republic of the Congo by providing approximately $300 million to
UN peacekeeping forces. The United States is currently the largest bilateral donor to
the Congo.

In FY 2008, USAID continued to implement extensive development programs
in the sectors of health, education, democracy and governance, economic growth,
peace and security, environment, and social protection.

U.S. military assistance to the Democratic Republic of the Congo also increased
in 2008. For example, the United States is supporting the establishment of a rapid
reaction force battalion to enable the Congo to respond to pressing security threats
from illegal armed groups and develop a model around which future professional
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units can be formed. Congolese institutional military capacity was improved by
providing a senior American military advisor to the Ministry of Defense and by supl!
porting training for 650 brigade and battalion level officers.

Many of these military assistance programs are managed by the Department’s
Bureau of African Affairs’ (AF) Office of Regional and Security Affairs, with sup_!
port from embassy Kinshasa’s recently established Office of Security Cooperation
and other embassy offices. The Office of Regional and Security Affairs effectively
manages its programs in Kinshasa through regular communications with embassy of]
fices in Kinshasa and Goma. From discussions in Kinshasa, however, it became evi |
dent that project responsibilities (government technical monitor, contracting officer’s
technical representative, for example) are not clear to all embassy action officers.

U.S. foreign assistance in FY 2008 included more than $§9 million in National Del
fense Authorization Act (Section 1207) resources, which are used to support military
justice, civilian justice, border policing, and local government strengthening activities.
The Department’s Office of the Coordinator for Reconstruction and Stabilization
(S/CRS) has oversight responsibility for these programs. USAID Kinshasa and/
or the Bureau of African Affairs, with support from Embassy Kinshasa’s Office of
Security Cooperation, coordinate field implementation.

It is clear that S/CRS is actively engaged in overseeing applications of section
1207 funds in the Democratic Republic of the Congo. In November 2008, S/CRS
sent a “scoping mission” to Kinshasa and Goma to explore how S/CRS might fut!|
ther support U.S. Government efforts to promote security, stability, and reconstrucl
tion in the eastern part of the country. In June 2008, S/CRS and USAID cohosted
a three-day Interagency Conflict Assessment Framework application workshop in
Washington to identify key elements of the conflict in the Democratic Republic of
the Congo. S/CRS receives quartetly reports from USAID Kinshasa on the status
of section 1207 funds/programs.

Although there appear to be good vertical channels of communication in Eml]
bassy Kinshasa with regard to the U.S. Government foreign assistance effort, the
quality of horizontal communication between sections is less effective. Because
multiple elements within the Embassy may have overlapping programs involving
the same Congo actors or institutions, effective horizontal communication is vital to
effective overall management of these programs. The OIG team made an informal
recommendation that Embassy Kinshasa establish regular meetings that include all
Embassy staff who are involved in the foreign assistance effort.
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Embassy executive office oversight of the large and complex USAID programs
in the Democratic Republic of the Congo is effective. The Ambassador and USAID
mission director maintain excellent communications. Generally, non-USAID
assistance programs are managed by Washington, with Embassy policy officers being
asked to provide some degree of informal oversight and support. For example, the
economic section has facilitated a Department of Labor $5 million grant to a non’
governmental organization on child labor, while the political section has provided
oversight on an INL-managed $1.4 million grant to a nongovernmental organization
on border police capacity.

With the exception of the Ambassadors SSH Fund grants, a small Bureau of
Population, Refugees, and Migration-funded Taft Fund grant to repair a hospital, and
—when funding is available—Democracy and Human Rights Fund grants, State Del
partment policy officers/employees do not formally manage foreign assistance prol]
grams. No Department policy officers are designated as grant officer representative,
contract officer representative, or contract officer’s technical representative. There
are no antiterrorism assistance programs in the Democratic Republic of the Congo.
While the Office of Security Cooperation chief understands he may in fact be the
designated government technical monitor for some military assistance programs
managed by AF’s Office of Regional and Security Affairs, it is unclear whether that
designation is official, and there is some confusion surrounding program respon’
sibilities. Officers engaged in monitoring and oversight of Washington-managed
assistance programs coordinate regularly with Washington offices.

President’'s Emergency Plan for AIDS Relief

Another U.S. Government assistance program of importance in the Democratic
Republic of the Congo is the President’s Emergency Plan for AIDS Relief (PEP_
FAR). Under the PEPFAR program, the U.S. Global AIDS Coordinator is appointed
by President Obama to coordinate and oversee the U.S. response to HIV/AIDS,; in|
cluding to ensure coordination among U.S. Government agencies and to approve all
activities aimed at combating HIV/AIDS. Under a new mechanism for HIV/AIDS
partnering, PEPFAR has designated the Democratic Republic of the Congo as a
compact country, whereby the United States and Democratic Republic of the Congo
reach a nonbinding agreement on key results to be achieved over the next five years.
While USAID and CDC lead the PEPFAR effort in Kinshasa, Defense Department
and public diplomacy offices are also engaged.

PEPFAR funding in FY 2008 totaled approximately $30 million and is expected
to remain at that level for the next few years. Overall HIV prevalence in the Congo
is estimated at roughly two percent. The Embassy has developed a strong PEPFAR
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program that focuses on four high prevalence and high population urban settings:
Kinshasa; Lubumbashi; Bukavu, and Matadi. The PEPFAR program also integrates
with, and leverages the, USAID Investing in People portfolio, including health, edul!
cation, and social protection for vulnerable populations.

PEPFAR supports a broad range of services in the Democratic Republic of the
Congo, including prevention, care and support, treatment, orphans and vulnerable
children, human resources for health, and health systems strengthening. Prevention
activities are focused on prevention of sexual transmission as well as prevention of
mother-to-child transmission. In addition, there is ongoing support for counseling
and testing services. In the area of care and support, PEPFAR funds basic care and
support services, as well as programs for TB/HIV co-infection and for orphans and
vulnerable children. PEPFAR does not purchase antiretroviral drugs for treatment,
but there is close collaboration with other donors, such as the Global Fund and the
World Bank, that do. In health systems strengthening, PEPFAR focuses on integrat’|
ing quality HIV service delivery into the existing health care system.

PEPFAR has contributed to the development of key documents (including
the National HIV Framework) and policies on counseling and testing, prevention,
orphans and vulnerable children, TB/HIV, and mother-to-child transmission prol
grams. The U.S. Government also works with to promote donor coordination and is
providing assistance to the Democratic Republic of the Congo’s Ministry of Social
Affairs to develop a national orphans and vulnerable children assessment to produce
a national action plan. Health systems strengthening efforts also include capacity and
institutional strengthening of indigenous organizations that provide counseling and
testing, services to orphans and vulnerable children, and care and support services
in multiple geographic areas. PEPFAR participated in an assessment of the Congo’s
pharmaceutical and logistics system, addressing critical problems with availability of
quality medical supplies. The search for a PEPFAR coordinator in Kinshasa is over,
but the new coordinator has not yet assumed her duties. While this position will be
filled through a USAID personal services contract, the coordinator will report to
both the executive office and to the U.S. Global AIDS Cootdinator.

The Ambassador and DCM strongly support PEPFAR efforts in the Demol |
cratic Republic of the Congo. The Ambassador chaired a series of meetings involvl
ing all embassy elements to draft the PEPFAR compact document. The Ambassador
also played an active role in the identification and selection of the new permanent

PEPFAR coordinator. The executive office holds regular meetings with the tempol
rary PEPFAR coordinator, the CDC chief of party, and the USAID mission director.
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PusLic DipLOMACY

Despite the severity of conditions in the Democratic Republic of the Congo
— extreme poverty, inadequate schools, a population traumatized by a decade of
conflict — there are many Congolese who hunger for information and tools to im']
prove themselves and are comfortable in looking toward the Embassy for assistance.
Kinshasa’s public affairs section (PAS) uses this receptive environment well and
focuses on those programs and efforts that are in line with the Embassy’s MSP goals,
meet real needs, and have real effect. PAS conducts a number of active programs,
including one of the Department’s largest English language teaching programs. The
two greatest challenges that limit full effectiveness of the public diplomacy effort in
the Congo are short staffing and, as already noted with other elements of embassy
operations, the difficulty of traveling outside of Kinshasa.

The PAS is located in the joint administrative office (JAO), about a 10 minute
drive from the chancery, and consists of the public affairs officer (PAO), assistant
PAQ, a program development officer, and ten LE staff positions. While relatively
new to the Foreign Service, the PAO brings significant skills from a former public af’]
fairs profession. She served for two years as assistant PAO in Kinshasa before being
assigned as PAO in 2007. The assistant PAO position that she vacated has remained
unfilled for several months. Although AF has attempted to provide coverage of this
vacancy through TDY assignments, the PAO is still required to carry all of the manl]
agement, and most of the broad program load alone. The program development
officer position is new and will be filled by an entry-level officer during the spring of
2009. The PAO meets weekly with all PAS staff and conducts an email survey of all
staff each morning to review the day’s priorities.

The PAO has free access to both the Ambassador and DCM. She is included in
all country team meetings, meets with the DCM weekly, and chairs a recently created
embassy public diplomacy committee. PAS maintains a public diplomacy plan tied
to specific MSP goals, but there is currently no plan to ensure mission-wide, public-
diplomacy coordination. The PAO attempts to work with all embassy elements to
coordinate effective public diplomacy coverage of U.S. Government efforts in the
Congo but with mixed success. Some programs receive broad, positive coverage by
local and national media, while others receive very little. The OIG team made an
informal recommendation that the Embassy use the public diplomacy committee to
develop a plan for mission-wide public diplomacy coordination.
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President’'s Emergency Plan for AIDS Relief Support

PAS has worked closely with CDC to increase public awareness of HIV/AIDS
issues under the PEPFAR program. A series of TV mini-dramas dealing with HIV
issues entitled “Nothing but the Truth” was broadcast by one the country’s most
popular networks. A similar program was produced on the issue of violence against
women in the Congo. PAS worked with several prominent Congolese musicians
who composed songs devoted to HIV education and performed them in several
public concerts. DVDs of both the TV series and concerts are distributed to schools
throughout the country.

Educational Exchanges

PAS manages a small, but active educational exchange program. Under the Ful'l
bright Academic Exchange program, one Congolese senior scholar and five junior
scholars travel to the United States each year, and two American senior scholars
travel to the Democratic Republic of the Congo. PAS selects one participant for
the Humphrey program each year, two for the Summer Institute program, and an
average of 18 each year for the International Visitor program. The nomination of
participants for these programs is open to all elements of the Embassy and the final
selections are made by a committee chaired by the PAO. PAS recently organized the
embassy’s first alumni association for participants of all U.S. Government exchange
programs. The association meets frequently, has approximately 500 members, and is
organizing its first public event, a seminar on free access to government information,
a topic of concern to many in the Congo.

Information Outreach

Two LE staff assistants monitor the local media, and produce a daily summary
for distribution to embassy personnel and AF. A daily summary of international
media treatment of Congolese issues is also produced. One LE staff member
maintains the Embassy’s website in both English and French with daily updates.
PAS provides broad distribution of French language podcast programs produced by
International Information Programs (IIP), places them on the Embassy website for
downloading, and distributes CD copies to local media. Most are rebroadcast by lo!
cal radio stations.
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The Embassy does not have a unified database for the development of guest lists
or management of information outreach. Each section, including the Embassy prol!
tocol assistant, maintains separate contact lists, in most cases in the form of calling
cards or computer word documents. The development of guest lists is both labor-

intensive and inaccurate.

Recommendation 7: Embassy Kinshasa should develop one database for the
management of contacts and make it available for input by all elements of the
mission. (Action: Embassy Kinshasa)

Information Resource Center

The information resource center (IRC) is located at the JAO in a building just
inside the main gate and close to PAS. The IRC is available for research by apl
pointment to embassy academic, government, and nongovernment contacts. It is
managed by two LE staff positions -- the IRC director and an assistant. The IRC
director manages all electronic information services and the assistant maintains the
book and periodical collections and day-to-day operations. A regional information
officer based in Washington, DC, visits Kinshasa once a year to provide training and
consultation. The IRC maintains a collection of 2,200 books, 6o periodicals, and
eight computer terminals with Internet access. The IRC annual plan is up to date
and directly linked to MSP goals. Before having access to the center, new contacts
must complete an Internet research training course that is provided one day a week.
Approximately 140 contacts conduct research at the center each week. The IRC also
provides research support to contacts by phone and email, and often receives up to
50 requests a day, especially from the parliament. The IRC is experiencing a steady
increase in visitation and remote service requests to the point that other aspects of
IRC operations are not being adequately covered. Visits by the director to target
audience institutions to promote the center have decreased and the development
of information outreach materials has suffered. The OIG team made an informal
recommendation that the Embassy create one additional LE information specialist
position to help with public outreach information demands.

American Corners

The Embassy currently has two American corners in the Democratic Republic
of the Congo, one in Kinshasa and a second in the southern city of Lubumbashi.
Both are located at prominent universities, and both coordinate their work through
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the IRC. The American Corner in Kinshasa serves a large number of university
students. It hosts a weekly showing of American films as well as a weekly English
language lecture series that has the active participation of embassy officers.

However, the picture in Lubumbashi is not good because the partner organi |
zation, the University Library of Lubumbashi, is not honoring its portion of the
partnership agreement. The library does not perform required upkeep of the facility
or maintenance of equipment. On one occasion, the American Corner was robbed
of equipment and vandalized. The university has also chosen to charge significant
fees for the use of books and computers within the American Corner, which is
prohibited in the joint agreement. Records of those receipts are not shared with the
Embassy. The regional information officer registered her concern about this issue
following a visit in April 2008, but the problem continues to exist. University library
management continues to be unresponsive to concerns voiced by the PAO.

Recommendation 8: Embassy Kinshasa should terminate its partnership
agreement with the University Library of Lubumbashi for noncompliance and
close the American Corner at that location. (Action: Embassy Kinshasa)

Congo American Language Institute

The Congo American Language Institute was established in 1962 by Embassy
Kinshasa to provide quality English language training to government officials, pro_!
fessionals, and students preparing for studies abroad. The staff consists of 43 LE
English language specialist employees, most of whom are drawn from the academic
community. The institute currently offers a six-level program of intensive English
instruction to more than 6,000 students a year, generating approximately $1 mil’]
lion in recycling funds. The institute also provides educational advising services and
administers a variety of English language and educational tests. The Embassy has
experienced recent difficulties in receiving recycling funds. This issue is discussed in
the financial management section of this report.
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CoNSULAR OPERATIONS

Embassy Kinshasa’s basic consular objectives in the FY 2011 MSP focus on pro_!
tecting American citizens. The OIG team found that the section provides compe’
tent and timely services. The consul supplies clear consular functional and manage’
rial supervision. The section works closely with other mission elements and with the
Bureau of Consular Affairs. Section morale, professionalism, and training levels are
high as a result of the consul’s efforts. To expand the section’s potential and produc_|
tivity, it should develop, seek funding for, and implement an outreach, representation,
travel, and reporting plan targeting key individuals and sites within the Congo. This
would enhance the section’s nonmandatory consular reporting effort and expand the
Embassy’s scope. The OIG team made an informal recommendation on this issue.

Embassy Kinshasa’s consular files are not maintained in compliance with Rel
cords Management Handbook standards. Many items are obsolete. The section
does not uniformly use the TAGs system. The OIG team made an informal recoml’]
mendation to improve the files.

Two full-time American officers, one eligible family member employee, and five
LE staff work in the consular section. Embassy Kinshasa has only one commisl_|
sioned and qualified back-up consular officer to manage the section and perform
services during the consul’s and vice consul’s absences. The OIG team made an
informal recommendation that the Embassy should identify at least one additional
back-up consular officer.

Consular priorities center on assisting resident American citizens and carefully
evaluating visa applicants. Visa services consume most consular resources. The
OIG team observed consular staffers providing effective and courteous service to
American citizens and visa applicants. American citizens encountered by the OIG
team in venues outside the Embassy expressed unanimous appreciation for consular
staff attitude, availability, and fast service. Consular management encourages staff
to complete Foreign Service Institute distance learning courses and enroll in continull
ing consular education workshops. All staff members have participated in training
exercises within the past two years.

Until recently, Embassy Kinshasa supplied most consular services for U.S. Eml|
bassy Brazzaville. When Embassy Brazzaville moved into its NEC in January 2009,
it began to provide the complete range of consular services. A regional consular
officer based in Johannesburg, South Africa, is responsible for advising and assist
ing these consular sections. However, the close geographic proximity, legacy case
histories, and shared employee experience suggest that Embassy Kinshasa’s consular
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section remain in a mentoring relationship with Embassy Brazzaville’s consular unit
for some time. The OIG team made an informal recommendation on this.

American Citizen Services

An estimated 1,500 American citizens live in the Democratic Republic of the
Congo (mainly around Kinshasa) and a few American tourists visit the country an’|
nually. Residents primarily include missionaries and business representatives. Ameri |
cans encounter incidents that range from minor hassles to serious crimes. The secl
tion maintains good relationships with host country authorities to help resolve such
matters. Embassy Kinshasa does not have a written Consular Disaster Assistance
Handbook. The OIG team made an informal recommendation that the Embassy
should prepare one.

Consular staff travels outside Kinshasa several times a year, usually to Lubum]
bashi or Goma. The country’s size and transportation difficulties limit the section’s
service potential.

During FY 2008, the Embassy processed one American citizen death, 220 U.S.
passport requests, and a few consular reports of birth applications. E-mail messages
link the section to Americans resident in the district. Because of the unpredictable
political situation, the section wisely invests effort in maintaining a warden system to
inform U.S. citizens of potential problems. The section sends e-mail messages to key
American residents and specific institutions who then forward the message to other
citizens. Back-up communication system options include telephonic and radio mes’
sage distribution.

Visa Services

The visa unit adjudicated approximately 1,800 immigrant and diversity immigrant
visa applications and 4,800 nonimmigrant visa applications in FY 2008. The 827
diversity immigrant visa applications handled in Kinshasa pose special challenges.

A Congtressionally mandated program, diversity visas benefit persons of nationali |
ties historically underrepresented in past immigration into the U.S. Applicants must
meet specific standards to be eligible for the lottery-type selection process. Consular
staff must verify that lottery winners satisfy diversity visa eligibility requirements and
that family relationships conferring derivative benefits really exist. Substantiating
applicants’ claims requires careful vetting of successful applicants, and, at Embassy
Kinshasa, about 30 percent of the applicants fail to qualify.
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The inspection revealed several hundred immigrant visa files that had lan’ |
guished as long as 20 years without action. During periods of civil unrest in the
Congo, a number of immigrant visa files were safe-havened and then returned to the
consular section over intervening years. Applicants have not taken action on these
applications so these may be considered as abandoned applications. Potential ben’
eficiaries may not know of their immigrant visa eligibility. The Bureau of Consular
Affairs provides clear guidance on termination procedures for inactive applications
in 9 FAM 42.83 and notes. Embassy Kinshasa’s consular section has not complied
with consular file maintenance requirements, established a procedure for dealing with
these immigrant visa files, confirmed that proper termination notification ensues,
and properly disposed of them.

Recommendation 9: Embassy Kinshasa should implement a plan to dispose
of abandoned immigrant visa files. (Action: Embassy Kinshasa)

The consul and vice consul emphasize the need for lawful and fair eligibility adjul!
dication. Limited economic opportunities contribute to the failure of 20 percent of
immigrant visa and 30 percent of first time nonimmigrant applicants to qualify for
American visas. Obviously, fraud ranks high on the visa unit’s concerns. The staff
verifies information and investigates suspicious cases but has few opportunities to
look into cases outside Kinshasa. Two LE staff use about one-half of their time in
antifraud work.

Visas Viper Program

The Visas Viper Program requires that information on “people who may
threaten the welfare of the United States” held by any mission element be shared
with the consular section for submission to the Department, which reviews reports
to identify names for inclusion in the Automated Visa Lookout System. Embassy
Kinshasa’s Visas Viper committee meets and submits reports regularly although there
are few submissions.

Consular Section Space and Access

Office and waiting space appears adequate for the current consular workload.
Just outside the chancery’s public consular section entry, a shelter seats about 20 cli_|
ents. Wheelchair bound persons must have help to enter the interior waiting space,
which seats about 30 people. Clogged municipal drains outside the chancery coml!
pound wall cause flooding during Kinshasa’s torrential rainstorms. Frequently, stand
ing water actually inhibits entry into consular waiting areas, floods exterior and some
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interior waiting space, and causes electrical failure and safety hazards. Such leaks
have damaged the consular equipment and offices. OIG made an informal recom!]

mendation to correct this problem.

In spite of this condition, the consular staff attempts to provide a clean and wel ]
coming interior waiting room. A child play area exists, and applicants have access to a
public toilet. Four ballistic teller windows provide interview security.

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
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RESOURCE MANAGEMENT

Agency U.S. *Direct- | U.S. Local- Foreign Total Total

Hire Staff Hire Staff National Staff Funding
Staff FY 2008
(000)

State — D&CP 29 4 24 57 $2,361

State — ICASS 6 13 196 215 7,388

State — Public Diplomacy 3 2 52 57 1,501

State — Diplomatic 2 0 0 2 1,185

Security

State — Marine Security 6 0 3 9 123

State — Representation 0 0 0 0 38

State — OBO 1 0 0 1 1,652

Centers for Disease 3 0 10 13 728

Control

Defense Attaché Office 0 4 8 356

Office of Security 1 0 0 1 146

Cooperation

U.S. Agency for 8 13 44 65 91,000

International

Development

Totals 63 32 333 428 | $106,478

*Staff counts include number of authorized positions.
Source: Embassy Kinshasa

EmBASSY FACILITIES

Embassy offices are located in the chancery and two other buildings within a
few miles of each other in the Gombe section of Kinshasa. The U.S. Government-
owned chancery was constructed in 1957 on a three-quarter acre lot in the center of
Kinshasa’s shopping district. At 1,618 gross square meters, the chancery is too small
to accommodate the entire mission staff, so other mission elements are located in the

government-owned JAO compound and a short-term leased building occupied by
USAID and CDC.

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2) While the distance between the separate locations is

not great, heavy traffic and limited shuttle service pose obstacles to routine interac!

tion between staff in the different locations. (b) (2)(b) (2)(b) (2)(b) (2)

OIG Report No. ISP-I-09-36A, Inspection of Embassy Kinshasa Democratic Republic of the Congo - May 2009

SENSHAHVEBUT UNCEASSHAED



bullardz
Cross-Out

bullardz
Cross-Out


(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2) .

Maintenance is a major challenge as the roof requires nearly constant repair, and
much of the plumbing, HVAC (heating, ventilation and air conditioning), and electri |
cal systems are from the 1950’ with makeshift upgrades. According to the facilities
manager, the chancery is “an accident waiting to happen.” In fact, several incidents
of actual or potential electrical fires have occurred, including one during the visit of
the OIG team. Moreover, the consular section is subject to frequent flooding, which
not only disrupts operations, but has also resulted in damage to computer equip’
ment.

In consideration of the many deficiencies of the old chancery, the Bureau of
Overseas Buildings Operations (OBO) scheduled a NEC project for FY 2008, but
the project has been postponed until FY 2014. OBO was in final stages of negotia !
tion on a site where the NEC could be located, but the owner balked and the deal
fell through in July 2007. Since that time, the Embassy has devoted considerable
effort in searching for a suitable site and had identified three potential properties.

However, OBO informed the Embassy in December 2008, that the NEC project
would be postponed until FY 2014, citing the aborted property deal and an overall
shortage of funding. In its appeal to OBO, the Embassy expressed disappointment
after devoting so much effort to the property acquisition. () (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
Egg gg(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

The OIG team concurs with the Embassy position regarding the urgent need for
a NEC. Even if the actual NEC project cannot be moved forward to the next two
or three years, OBO should move aggressively to acquire a suitable property. The
Embassy believes that the current owners are still open to negotiations, but may have
other interested buyers and will not wait several more years for an offer from the U.S.
Government. With the security imperative of locating a NEC in the Gombe district,
only three properties are viable options at this time, including one that is adjacent to
the current chancery. Without prompt action, these parcels could be sold to other
parties, and the lack of other options might delay the NEC even beyond FY 2014.
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Recommendation 10: The Bureau of Overseas Buildings Operations, in
coordination with Embassy Kinshasa, should immediately intensify efforts to
conclude acquisition of an appropriate property for the Kinshasa new embassy
compound, sending a real estate specialist to work with post management in
preparing and negotiating the transaction. (Action: OBO, in coordination with
Embassy Kinshasa)

When the NEC project was still on schedule for FY 2008, OBO shelved several
needed chancery renovations that would otherwise have been funded. Now that the
NEC project has been postponed, the Embassy requested that these projects be rein’!
stated. OBO suggested that the Embassy facilities manager reprioritize and resubmit
these projects for review and funding, but the Embassy has not yet submitted this
revised list. (D) (2)(0) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Recommendation 11: The Bureau of Overseas Buildings Operations, in coot
dination with Embassy Kinshasa, should dispatch a team of specialists to iden/!
tify the most urgent maintenance and repairs at the chancery and other build]
ings, assist the embassy in preparing scopes of work and other necessary docu’
mentation, and expedite funding in order that the Embassy can initiate work as
soon as possible. (Action: OBO, in coordination with Embassy Kinshasa)

MANAGEMENT OPERATIONS

The management section faces a number of challenges, such as reestablishing
normal operations after the protracted period of civil disorder, accommodating rel
cent and continuing embassy staffing growth, and maintaining a dilapidated physical
plant until the deferred construction of a badly needed NEC. Such challenges are
greatly complicated by endemic problems in Kinshasa and the Democratic Republ
lic of the Congo; the crumbling infrastructure, ineffective and corrupt government
institutions, high operating costs, and limited availability and quality of all commodi.|
ties, from labor to supplies and services.

Despite the best efforts of Embassy management, the section currently lacks the
personnel and resources to accomplish these objectives, which has had a negative
impact on customer satisfaction with ICASS services. The scores for OIG’s Work!
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place and Quality of Life Questionnaire for this inspection were slightly below the
average of 47 posts previously inspected, both for overall running of the manage’
ment section, as well as for customer service orientation. The 2008 ICASS customer
satisfaction survey was somewhat better however, with scores for Embassy Kinshasa
just slightly below both the AF and worldwide average. Embassy management rec’!

ognizes the need to improve ICASS services and has made this a management goal
in the FY 2010 MSP.

The management section is under the direction of a highly competent officer
who has the confidence of the Ambassador and DCM, and an excellent working rel|
lationship with his staff. Experienced personnel fill key positions such as the senior
general services officer (GSO), information management (IM) officer and facilities
manager. Relatively inexperienced but talented officers serve in such other impott]
tant positions as assistant GSO, financial management officer (FMO), and Foreign
Service health practitioner. The Embassy has been without a U.S. direct-hire human
resources (HR) officer since 1991, but the HR section has performed well under the
direction of an exceptional long-serving expatriate. With the pending retirement
of this individual, the Department reestablished the U.S. direct-hire position, and
the incumbent is slated to arrive in June 2009. Eligible family members also fill key
positions such as community liaison office (CLO) coordinator and staff nurse in the
health unit.

The LE staff includes Congolese nationals and a few resident expatriates. The
more experienced of these LE staff serve important leadership roles within several
management subunits. Long-time expatriate staff members provide knowledge,
continuity, and experience in support of the motor pool, housing program, and
medical unit. However, many of the subordinate staff are inexperienced, untrained,
or lack requisite job skills, and their performance does not always meet expectations
of supervisors or customers.

Rightsizing

In anticipation that a NEC would be constructed during FY 2008, the Embassy
prepared a rightsizing review for the Under Secretary for Management’s Office
of Rightsizing in March 2005. The rightsizing review was updated in July 2006 to
reflect proposed reductions in the projected staffing levels from 2005. The current
number of authorized U.S. direct-hire positions is 63, but the MSP for FY 2011 projl
ects an increase to 83. With such substantial increases in program staffing proposed
over the next few years, particularly in USAID, the management section will require
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additional staffing and resources if they are to meet the MSP goal of providing qual’|
ity support services that mission staff expect and deserve. An updated rightsizing
review would identify the appropriate ICASS staffing profile to support this growing

mission.

Recommendation 12: Embassy Kinshasa, in coordination with the Bureau of
African Affairs, should submit an updated rightsizing review to the Office of
Policy, Rightsizing, and Innovation in order to identify additional International
Cooperative Administrative Support Services positions required to support
proposed staff growth in the mission. (Action: Embassy Kinshasa, in coordi’
nation with AF and M/PRI)

Recommendation 13: Embassy Kinshasa, in coordination with the Bureau
of African Affairs, should engage the Bureau of Human Resources to expedite
the staffing of such additional positions identified in the updated rightsizing
review to ensure that new support personnel are in place before the arrival of
new program staff. (Action: Embassy Kinshasa, in coordination with AF and
DGHR)

Facilities Management

The facilities management section is under the direction of an experienced facili|
ties manager who arrived at post in October 2008. He reports directly to the man’]
agement counselor and supervises a large staff of technicians and laborers. Their
task of maintaining office and residential buildings is greatly complicated by the
decrepit condition of buildings, decaying infrastructure, limited availability of parts
and services, transportation problems, and staff who often lack the desired skill sets
and training,

Given the general conditions under which the facilities management staff opert|
ates, it is no surprise that there is a considerable degree of customer dissatisfaction
with the quality of maintenance and repair for both the office buildings and resi|
dences. Respondents to OIG’s questionnaire rated chancery maintenance among the
lowest of services, well below the average of 47 posts that OIG had previously in'
spected. The quality of residential maintenance and repair rated only slightly higher
but still well below the average rating from 47 prior posts.
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The facilities manager recognizes the need for improvement, and is taking several
measures to upgrade the effectiveness of operations. He is awaiting shipment of an
order for $30,000 worth of hand tools and plans to replace obsolete power tools as
well. He would also like to have a fleet of small vans that can transport his staff to
worksites, along with their tools and ladders.

Safety, Health, and Environmental Management Program

The Embassy has a Safety, Health, and Environmental Management program
that covers many of the prescribed activities for promoting safety in the workplace
and home. These include monitoring, reporting, establishing post policies, and prol |
viding guidance to the mission community. In assessing post management’s attention
to fire and safety measures, respondents to OIG’s questionnaire rated post slightly
above average but still below the average score of 47 posts previously inspected.

As the post occupational safety and health officer, the facilities manager cited
some areas where improvements are needed, such as providing protective gear for
maintenance staff and replacing fire extinguishers that are beyond their expiration
date. Another action that could raise the profile and set priorities for the Safety,
Health, and Environmental Management program would be to have more frequent
meetings. The OIG team made an informal recommendation.

General Services

The general services office is under the direction of a capable third-tour senior
GSO with experience in hardship posts. The assistant GSO is serving his first tour
in a management position but displays a high degree of motivation and organizal |
tional skills in his work. Continuity and experience are provided by a cadre of com'!
petent LE staff in first-line supervisory positions, including veteran LE expatriates
managing the motor pool and housing operations.

The GSO faces the formidable task of regularizing operations and reestablishing
internal controls that were neglected during the years of civil disorder, while meeting
the ongoing support requirements of an expanding mission in a chaotic and difficult
environment. Much progress has been made in tightening internal controls, rees’
tablishing proper procedures, and improving compliance with U.S. Government and
State Department regulations.
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Despite the conscientious efforts to observe proper procedures by most general
services staff, several elements of general services operations received below average
ratings and comments from mission staff, particularly shipping and customs, travel,
and motor pool operations.

The management counselor and senior GSO recognize that much improvement
is required, and both are taking active measures to address the deficiencies. The
workload will soon increase with the planned addition of several more American
staff in the Embassy. Without additional American supervision in the section, it will
become increasingly difficult to support mission requirements and maintain effective
internal controls.

Housing

Despite some concerns expressed over the condition and size of leased housl !
ing, Embassy personnel rate the overall suitability of housing at Embassy Kinshasa
as about average. The OIG questionnaire results were slightly below the average of
47 posts inspected recently, while the FY 2008 ICASS customer survey results were
virtually the same as both the AF and worldwide averages.

The housing pool consists of a few single-family houses with private yards, but
most personnel reside either in multi-unit housing compounds or apartment build_!
ings. For security reasons, embassy housing is located within a very limited radius of
the chancery in the Gombe district and must meet rigorous standards for physical
security. The Interagency Housing Board assigns housing for all incoming person’
nel, in consideration of special needs or expressed preferences, contingent upon the
timing of arrivals and vacancies.

Residential lease costs in Kinshasa are very high, particularly in the Gombe area
where all mission staff must reside. Some landlords are willing to make necessary
upgrades and fulfill their contractual obligations for major maintenance and repairs,
but others are reluctant to undertake any improvements or repairs. Even when
the landlords are willing to do so, delays or poor quality of the work often require
follow-up by embassy facilities maintenance staff.

Motor Pool

Embassy Kinshasa has been served by a consolidated motor pool since ICASS
absorbed USAID vehicles and drivers at the beginning of FY 2007. Even with this
infusion of assets, the current ICASS motor pool inventory is in deplorable condi
tion and barely adequate for current mission needs. Many of the vehicles are beyond
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their intended life-cycle and in poor condition because of the terrible quality of
the roads and difficulty in maintaining U.S.-manufactured vehicles. Horrible traffic
throughout the city further complicates the task of transporting mission staff and
dependents in a timely and dependable manner.

Under such circumstances, it is not unexpected that motor pool operations
received very low rankings from mission personnel. Respondents to OIG’s question’
naire for this inspection rated the motor pool well below the average of 47 posts
previously inspected, for both responsiveness and maintenance/upkeep of vehicles.
The 2008 ICASS customer satisfaction survey reflected similar results, with scores
for Embassy Kinshasa well below both the AF and worldwide average. Of particul
lar note was the precipitous drop in the FY 2008 results over those of the preceding
three years, possibly attributable to increased customer demand and consolidation of
USAID assets with the ICASS motor pool.

The planned expansion of Embassy staffing will greatly increase the demands
for both official and other authorized use of motor pool assets, but support for this
expanding operational requirement will be difficult to provide unless the vehicle fleet
is upgraded and expanded. Post management recognizes the need for such action,
and has made some initial progress in doing so. Given the likelihood of continuing
constraints in program and ICASS funding however, this will be a multiyear process,
requiring careful planning to identify and procure the appropriate number and type
of vehicles. So far, the embassy has not insisted that necessary funding be provided
as a condition of approval for further staffing increases, in order that vehicles and
drivers are in place to support the growing mission community.

Recommendation 14: Embassy Kinshasa, in coordination with the Bureau of
African Affairs, should develop and implement an accelerated plan for replacl!
ing the oldest vehicles in the motor pool fleet, as well as for expanding the fleet
to accommodate additional transportation requirements resulting from mission
growth. (Action: Embassy Kinshasa, in coordination with AF)

Recommendation 15: Embassy Kinshasa should develop and implement a
policy that allows for approval of additional program positions only with assur |
ance of advance funding for procuring vehicles and hiring drivers to support
the additional staff and dependents. (Action: Embassy Kinshasa)
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Customs and Shipping

Of all ICASS services, customs and shipping received the lowest ratings and
most negative comments on OIG’s questionnaire. In fact, the score was only about
half that of the average for 47 posts previously surveyed. On the other hand, the
FY 2008 ICASS customer survey rated shipping and customs only slightly less that
the average score of posts in AF and worldwide. However, the FY 2008 ICASS sut |
vey ratings for this service were down substantially from the high marks registered
from FY 2005 through FY 2007.

Customers complained strongly because their household effects and personal
vehicles were not available to them for as much as six months after arriving at post.
This is the result both of lengthy shipping times and a very cumbersome customs
clearance process once shipments arrive in country. Some of the shipping delay
resulted from the Department’s unilateral decision to change the mode of housel!
hold effects and personal vehicle delivery to Kinshasa, sending them via surface ship
to Congo rather than via airfreight from Antwerp. Once the Department realized
how long surface shipments really took, they reversed the decision despite the much
higher cost of airfreight. This has reduced the shipping time, but newcomers still
believe that general services takes too long to clear their items through customs.

Being without household effects has a very detrimental effect on newcomer mol_|
rale, but the unavailability of their vehicles creates problems in another ICASS sex! |
vice. The regional security officer decreed that taxis are too unsafe and dangerous,
so newcomers must rely on the motor pool for all transportation until their personal
vehicles arrive. However, the aging motor pool does not always have enough vehicles
and drivers available to meet the needs of customers in a timely manner, which has
in turn given them a low opinion of this service as well.

The new assistant GSO recognizes that his office cannot meet the needs of
customers without being more proactive, paying attention to details, refining shipl!
ment tracking, and improving communication with customers. Prior to his arrival,
the shipping office was not providing regular updates about shipments, but he has inl
troduced a “Friday update” report to inform customers of the whereabouts of their
shipments. He also understands the importance of managing expectations, carefully
explaining the customs clearance process when newcomers check in, and avoiding
any predictions about the length of time for shipping and clearance.

Post management is also undertaking several measures in hopes of streamlining
the customs clearance process. A meeting is scheduled with embassy freight hanl|
dling contractors to determine why they are not meeting their contractual deadline
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of 15 days for preparing and delivering paperwork to Congolese officials. Post will
also insist that the contractors expedite all shipments by using the Embassy’s permit
giving priority handling to diplomatic shipments. Post is pursuing another promising
initiative to establish an embassy warehouse at the airport where incoming household
effects could be brought for clearance upon arrival, thus avoiding much of the delays
and other problems resulting when shipments are stored in the Democratic Republic
of the Congo Government-owned warehouse.

Property Management and Warehousing

The sole warehouse facility for the entire mission is located on the JAO com!
pound. It is large enough to store the inventory of furniture and furnishings mainl'|
tained for all agencies. Upon his arrival, the new assistant GSO encountered several
deficiencies with warehouse operations and has taken a number of corrective meal |
sures. He has upgraded the facility by patching roof leaks and installing rain gutters,
mounting new lights to improve safety and security, and replacing termite-infested
wood shelves with metal shelving. He is also installing more storage bins with
proper labels, ensuring that all items are entered in WEBPASS inventory records, and
enforcing strict documentation procedures for inventory receipt or issuance.

The ICASS council is nearing final agreement to establish residential furniture
and appliance pools for all agencies except the Department of Defense. This will
reduce the amount of inventory that must be stored, simplify record keeping, avoid
frequent movement of assets when residential occupancy changes, and minimize the
loss or damage to items during movement.

Mission staff gave ratings slightly below average for the adequacy of expendable
and nonexpendable supplies. The FY 2008 ICASS customer survey rated adminis_
trative supply slightly below the AF and worldwide averages, while nonexpendable
supplies were slightly below the worldwide average but higher than the AF scores.
OIG’s questionnaire ranked Kinshasa slightly lower than the average of 47 previ|
ous inspections for both the adequacy of expendable supplies and the suitability of
household furnishings.

Contracting and Procurement

The senior GSO has direct responsibility for contracting and procurement, capal’]
bly assisted by a senior LE staff assistant with over 20 years experience and a resi_ |
dent expatriate American, both of whom have contracting warrants. The Embassy
has several major contracts, including: 1) a local guard services contract worth $8.1
million over four years; 2) a three-year contract for LE staff medical care valued at
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$1.6 million; and 3) a five-year contract for shipping and customs handling services
with an estimated cost of $7.6 million, awarded to three separate contractors. There
are also contracts of lesser cost for gardening and trash collection. The Embassy
also contracts with a local commercial agency for travel support services, as noted
below.

Travel Services

Post uses a local commercial agency to provide travel services, and the agency
has travel clerks on-site in the mission. Despite the convenience, many staff mem| |
bers are unhappy with the quality and timeliness of the service. Respondents to
OIG’s questionnaire ranked travel among the lowest of the ICASS services, well bel |
low the average of 47 posts previously inspected by OIG. The embassy was explor |
ing the possibility of converting to the GSA travel contract under Carlson-Wagonlit
but found that the existing bandwidth would not support the use of the Carlson-
Wagonlit E2 travel system. Accordingly, the embassy will soon resolicit the contract
for another local travel agency.

Administrative Support for Goma Operations

Embassy Kinshasa has provided excellent management support thus far to
the Goma operation. An exceptional property was located and secured under a
three-year lease for $108,000 per annum. This walled compound is situated on the
shores of Lake Kivu, just yards from the Rwandan border, and has provided suitable
residential quarters and workspace for TDY personnel. The compound includes
two furnished residences, one where the long-term TDY Embassy political officer
resides, and the other that features six separate bedrooms and common living areas
for other TDY visitors. The Embassy has also provided an emergency generator
to maintain power during frequent outages and has equipped the compound with a
full complement of unclassified communications equipment, including cell phones,
laptop computers, and radios.

At the present time, the political officer is not overly burdened with management
responsibilities. The Embassy handles most of the financial responsibilities associ
ated with this residence, but the incumbent has been given a $1,000 petty cash fund
for small purchases. The Embassy uses ICASS funding to pay the lease, utilities, and
security guard service, while a separate allotment of program funds for Goma cov' !
ers subscriptions for telephone, computer, and satellite dish services, as well as for
travel, an LE driver, and vehicle fuel and maintenance. With the arrival of a long-
term TDY staff member from USAID, plus an expected increase in short-term TDY

OIG Report No. ISP-I-09-36A, Inspection of Embassy Kinshasa Democratic Republic of the Congo - May 2009

SENSHIHVEBUTUNCEASSHAED



bullardz
Cross-Out

bullardz
Cross-Out


visitors, the administrative burden on the political officer will likely become a distrac|
tion from his primary duties. To maximize the use of his time and skills, it would be

advantageous to have a full-time LE staff member to provide administrative support

to the Goma operation.

Recommendation 16: Embassy Kinshasa should hire a full-time locally em/!
ployed staff member to handle all administrative tasks for managing the house
and supporting the temporary duty occupants in Goma. (Action: Embassy
Kinshasa)

The Ambassador has established a policy that TDY staff must stay at the Goma
residence when space is available, while overflow visitors are permitted to stay at re’ |
gional security office-approved hotels. Each visitor is charged $100/night to stay at
the guest house, which is applied to offset the ICASS lease cost. Optional for TDY
visitors is a $10 daily meal charge that is given to the cook to purchase food and
prepare meals. Although the TDY quarters are secure, clean, and relatively comfort |
able, post should upgrade the amenities to meet the needs of TDY guests. The OIG
team made an informal recommendation that the Embassy provide better lighting,
bedding, and toiletries at the Goma guest quarters.

Under current circumstances, the actual nature of the political officer assignment
is not readily apparent to potential bidders. When the incumbent officer was prepar |
ing his bid list, the position in Goma was listed an FS-01 political officer position in
Kinshasa. Only after inquiring did he learn that the incumbent would spend most
of the tour in Goma. The designation of this as a Kinshasa position could confuse
potential bidders and also discourage some who would be interested in a position in
Goma but not in Kinshasa.

Another issue resulting from this unique arrangement is that of allowances.
Since the position is assigned to Embassy Kinshasa, the incumbent receives the post
allowance and differential for Embassy Kinshasa, as well as 15 percent danger pay
during his time in Goma. He also receives the full $74 meals and incidental expenses
portion of the Goma per diem. He has already received an unaccompanied baggage
shipment in Goma and will soon receive a limited household effects shipment. The
OIG team made an informal recommendation that, at that time, the Embassy should
either reduce or totally eliminate the meals and incidental expenses allowance.

There are some administrative benefits to giving the Goma presence a more
formal designation. It would be possible to accurately list the political job and subl
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sequent positions as Goma vacancies. This would be more transparent to bidders,
possibly increasing the degree of interest in the position. With an official posting to
Goma, the staff assigned there would not receive meals and incidental expenses.

FINANCIAL MANAGEMENT OPERATIONS

There are eight positions in financial management providing very good budget
and fiscal support services. In addition to the FMO, there is a financial specialist,
cashier, two voucher examiners, two account technicians and an eligible family mem| |
ber financial assistant. One voucher examiner position was recently vacated, and
the FMO does not plan to replace the person. The financial specialist is an alternate
certifying officer with authority to certify vouchers up to $20,000. Overall financial
management services, particularly cashiering, received high scores on the OIG quesl
tionnaires. Post funding was adequate.

OIG reviewed representation and official residence expense payments. Official
residence expense vouchers included overtime for staff who worked afterhours to
serve at official and nonofficial functions. Although most of the recent vouchers
had a separate fiscal strip charging representation funds, it was difficult to determine
which hours were devoted to representation events. OIG suggested that the hours
worked for representation events be clearly noted on the receipts to ensure proper
accounting charges. Also, the most recent management instruction on represental_
tion allowances was dated November 4, 2005. OIG made an informal recommendal|
tion that the per capita limits be reviewed to verify whether the costs for at home
and restaurant entertainment are still valid.

Embassy Kinshasa participates in the revenue-generating recycling program
using the funds received from approximately 6,000 students per year taking English
language courses at the Congo American Language Institute. Almost $1 million in
recycling funds was received in FY 2008. These funds are used to pay the salaries
of 43 LE teachers and staff and to purchase required textbooks and educational
materials. In FY 2009, the public affairs section expects to receive over $1 million in
recycling funds. However, the PAO has not responded to STATE telegram 123046,
dated November 19, 2008, that requests the Annual Call for Participation in the Rel!
cycling Program. Once the embassy submits its estimate of annual receipts to AI’s
Executive Office, the bureau provides approval and establishes the ceiling on receipts
for the fiscal year.
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Recommendation 17: Embassy Kinshasa should respond to STATE telegram
123046 and submit the Annual Call for Participation in the Recycling Program.
(Action: Embassy Kinshasa)

There is not enough coordination between the FMO and PAO on the status
of recycling funds as well as funds for the PEPFAR. OIG suggested that the FMO
consult more regularly, at least quarterly, with the PAO on the status of funds and
obligations associated with Global HIV/AIDS and other foreign-operations funded
programs.

Public Diplomacy Grants

The Embassy Kinshasa’s PAS receives PEPFAR funds for outreach programs
to combat HIV/AIDS in the Democratic Republic of the Congo. PAS received
$430,320 in PEPFAR funds in FY 2008. More than $350,000 of these funds was
spent on grants to SmallPower Productions for planning and producing a series of
TV programs and supetvising distribution activities aimed at combating HIV/AIDS.
Because the PAO only has grant authority up to $25,000, there were 15 individual
grants made to SmallPower for the same amount of $24,980. This labor intensive
effort to divide up the grants not to exceed the PAO’s grant authority generates ex’|
cess paperwork and is much too labor intensive for the PAO, FMO, and the grantee.
OIG referred the PAO to the grants policy directive for warrant requirements and
procedures on how to request an increase in her grant authority. Level I grant
authority can be authorized from $100,000 to level 3 of $250,000 depending on the
amount of grants training and education.

Recommendation 18: Embassy Kinshasa should review the requirements for
grant warrants and request an increase in grant authority for the public affairs
officer commensurate with the qualifications of the public affairs officer. (Ac_
tion: Embassy Kinshasa)

The PAO was not aware of the requirement for full and open competition in
awarding grants in accordance with 1 FAM 212.2. The Grants Policy Directive num’|
ber 5 lists the exceptions to competition for public diplomacy grants but still requires
a justification for limited or no competition to be documented in the grant folder.
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Recommendation 19: Embassy Kinshasa should prepare a justification for
issuance of grants when there is limited or no competition in solicitation and
award. (Action: Embassy Kinshasa)

INTERNATIONAL COOPERATIVE ADMINISTRATIVE SUPPORT
SERVICES

The Department of State is the mission's single ICASS service provider. The
Department pays 66 percent of ICASS costs. The ICASS council holds regular
quarterly meetings or whenever there is a need for the council to review a draft man/|
agement policy or meet to discuss the ICASS budget. During the last meeting held
in November 2008, the council approved the furniture and appliance pool.

The ICASS customer satisfaction questionnaire survey showed a decrease in
overall scores from 4.33 in FY 2007 to 3.84 in FY 2008. The American personnel
services, cashiering, and CLO received the highest scores; whereas shipping and cus’
toms, and motor pool services received much lower scores.

To address complaints from customers, the ICASS council created a new posi
tion, the ICASS customer representative, who started in October 2008. The cusl]
tomer representative helps to resolve issues between the customers and the service
providers and facilitates communications for service delivery, particularly in the areas
of shipping and customs clearance of household effects, unaccompanied baggage,
and personal vehicles, and any other ICASS services. The ICASS customer represen’ |
tative is also involved in implementing e-services, the electronic work order system at
post; the collaborative management initiative; and updating ICASS service standards.

OIG questioned the ICASS council chair about the effectiveness of the ICASS
consolidation that resulted in the transfer of 22 USAID employees from USAID to
STATE/ICASS. Kinshasa is currently designated as a third tier post for consolidat |
ing administrative services between State and USAID. USAID disbanded its motor
pool, facilities maintenance, procurement, and travel operations, and transferred
their personnel and consolidated services to ICASS. Three drivers still remain at the
USAID compound but are part of ICASS motor pool.

It is evident from the ICASS customer service satisfaction questionnaire that the
quality of services has decreased. While duplicative services have been eliminated
with consolidation, according to the respondents to OIG’s questionnaire, more work
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needs to be done to improve the quality of service, change some negative attitudes,
and enhance employee morale. The assessment revealed a need for more customer
service training for Embassy general services staff. Embassy management is consid
ering online customer service training,

Recommendation 20: Embassy Kinshasa, in coordination with the Foreign
Service Institute, should provide customer service training to staff. (Action:
Embassy Kinshasa, in coordination with FSI)

Embassy management is attempting to reopen the Embassy’s warehouse at the
airport to avoid having to pass through the Democratic Republic of the Congo
Government holding area to facilitate faster clearance of shipments. The GSO has
implemented use of the Geographical Tracking System program in the motor pool
to monitor the locations of vehicles via the GPS to better manage fleet movement
and driver assignments.

The FY 2010 MSP requested one additional ICASS position and $1.7 million
in recurring and nonrecurring costs. The FY 2011 MSP requests no new positions
for ICASS but $1.6 million in nonrecurring costs. However, it does project a net
increase of 11 positions for USAID. These staffing increases will require additional
administrative support. Additional ICASS staff will be needed to maintain an ad_!
equate level of service if the mission continues to grow. This issue is discussed with
recommendations in the Executive Direction and Management Operations sections
of this report.

HumAN RESOURCES

A long-term, American LE staff HR specialist heads the section, which includes
five local staff, including two HR assistants, two HR clerks, and an administrative
clerk. OIG confirmed the high level of services provided by HR as indicated on the
OIG questionnaire. Personnel files for American staff are complete, and employee
work requirement statements are current. Some LE position descriptions need to be
reviewed and updated. The section is updating the LE handbook and has recently
published an updated administrative instruction on the post awards policy. OIG
made an informal recommendation that the section also update and reissue policies
and procedures on spousal employment.
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Since the last OIG inspection in 2002, Embassy Kinshasa has increased by
126 employees (12 American direct-hire, 14 U.S. local-hire, and 100 LE staff). The
American direct-hire to LE staff ratio increased from 4.5 to 5.3.

Delinquent Employee Performance Reports

Within-grade increases are sometimes delayed because of late receipt of employ.
ee performance reports. HR has a tracking system for monitoring submissions of
employee performance reports. At the time of the inspection, there were six delin |
quent employee performance reports, with two overdue more than 90 days. Only
one reminder had been sent out from HR.

Recommendation 21: Embassy Kinshasa should establish procedures that
will provide timely completion of performance evaluations for the locally
employed staff, including holding supervisors formally accountable for this
responsibility in their work requirements statements and employee evaluation
reports. (Action: Embassy Kinshasa)

Regional Support for Embassy Brazzaville

The HR specialist provides regional support to Embassy Brazzaville but has not
made a visit since the Embassy reopened in its new chancery. Three LE staff from
the HR office at Embassy Brazzaville each visited Embassy Kinshasa for about a
month from July to October. The memorandum of agreement between the two
missions calls for quarterly visits to Brazzaville. OIG stressed the need to maintain

the frequency of these visits.

Recommendation 22: Embassy Kinshasa should schedule quarterly visits for
its human resources specialist to Embassy Brazzaville to provide human rel|
source technical assistance and support. (Action: Embassy Kinshasa)
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American Allowances

The post differential report was submitted in September 2008 and was under
review in the Bureau of Administration’s Office of Allowances at the time of the
inspection. Because of the current security situation in Democratic Republic of the
Congo, embassy management believes that the differential should be increased to 30
percent.

Post allowance is currently at 42 percent and the Embassy is not scheduled to
submit an updated retail price survey until 2010. However, given the general consenl|
sus among American employees and spouses over the high cost of food and services,
and high rate of inflation, an off-cycle submission may be warranted.

Locally Employed Staff Compensation and Benefits

The last salary increase was implemented in March 2008. LE staff in grades 1-8
received a four percent increase and grades 9-12 a nine percent increase. The results
of the latest LE staff salary survey were released by the Bureau of Human Resourcl
es during the inspection. Embassy management and other agencies are reviewing the
funding requirements to arrive at a recommended salary increase level.

Poor quality health care is among the most serious concerns of the Embassy’s
LE staff. Health care coverage for LE staff has deteriorated over the years. Medi!
cal equipment is outdated, and supplies are limited. The Embassy contracts a local
provider to provide medical coverage for LE staff, but the quality of service is mixed
at best. There is no provision covering medical evacuation travel in the event of a
catastrophic emergency. One employee had to be medically evacuated to South Af]
rica, and the Embassy community took a collection to help cover expenses. Within
this environment, catastrophic health insurance for the LE staff is needed.

Recommendation 23: Embassy Kinshasa, in coordination with the Bureau of
Human Resources, should establish a catastrophic health insurance plan for lol!
cally employed staff. (Action: Embassy Kinshasa, in coordination with DGHR)

When LE staff members retire, they receive only one year of continued health
coverage under the contract with the local clinic. According to the LE committee,
this is contrary to local prevailing practice. The OIG team encouraged embassy
management to explore options for providing continued LE staff health coverage.
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INFORMATION MANAGEMENT

Embassy Kinshasa’s IM staff operates a thorough IM and information systems
security program. The IM section effectively manages all of its IM and security
requirements. This includes proper standard operating procedures, systems docul
mentation, random checks of files, and segregation of key IM functions and dul!
ties. Providing adequate IM services within the Congo is a challenge. Nevertheless,
Embassy management and staff rate the IM customer service above average.

Three full-time American employees handle the Embassy’s unclassified and
classified systems. They are also responsible for the telephone, radio, unclassified
mail, diplomatic pouch, and switchboard operations. An IM specialist acts as the post
information system security officer and the IM officer is the assistant information
system security officer.

Three LE staff members assist with the unclassified computer operations. There
are two telephone operators, one telephone technician, and one radio technician.
Five LE staff assistants manage the Embassy mailroom.

The IT staff provides information management and systems security support
on two compounds, the chancery and the JAO, approximately two miles from each
other. There are approximately 120 client workstations used by the 14 Americans and
215 LE staff who work at JAO. The IT staff at the chancery support approximately
81 workstations, 14 servers, and dozens of network and desktop printers. USAID is
located in a third separate building located a half mile from the chancery and oper
ates its I'T equipment with USAID personnel.

Radio Program and Inventory Oversight

The radio program and associated inventory has no American oversight. Due
to large staffing gaps in the American IM section, the radio section has not had the
oversight needed to assist staff and ensure the post radio inventory is correct. With
the large LE staff, American staff, and motor pool, embassy Kinshasa has hundreds
of expensive radios. This equipment needs oversight on inventory operations. Inven!|
tory records are currently incomplete, and it is not possible to evaluate their accuracy.

Recommendation 24: Embassy Kinshasa should provide American direct-
hire oversight to the radio section with particular emphasis on keeping the radio
inventory accurate and up to date. (Action: Embassy Kinshasa)
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Goma Communications

The Goma staff has been limited to mobile phones as its only communication
option. The embassy has purchased a Broadband Global Area Network terminal that
was being installed during the inspection. This equipment will provide voice and
data connectivity independent of the Congo infrastructure. A Broadband Global
Area Network system is also installed at the Ambassadot’s residence alternate com'!
mand center.

The Goma staff has ultra high frequency radio equipment for local commul
nications. High frequency radio equipment has been purchased that will provide
the long-range radio capability needed to communicate with Embassy Kinshasa or
neighboring missions such as Kigali. The OIG team made an informal recommen!|
dation that the Embassy test both of these new systems regulatly to ensure depend’!
able communications.

Information Systems Oversight

Three qualified LE staff assistants provide unclassified information systems
support at the JAO building, The American IM staff are located at the chancery. LE
staff at JAO have not had the necessary supervision to ensure that all systems tasks
are completed correctly and on time. OIG made an informal recommendation to
address this issue.

Embassy Intranet Site

Embassy employees ranked the embassy intranet site on their questionnaires.
The principle complaint is that much of the material is out of date. This web site
often provides the first impression a person may receive while considering bidding
on Kinshasa. The OIG team made an informal recommendation to update the site.

Telephone System

In October 2008, OBO and (Foreign Post Telephone) FPT installed a refur |
bished Mitel SX 2000 Light telephone system in the chancery. The adequacy of the
Embassy’s telephone system was ranked low on OIG’s questionnaires, in large part
because the system does not provide voice mail or phone tree capability. The Del
partment is aware of this, and modules to provide these services are being sought.
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Embassy Mailroom

The Embassy mailroom was recently moved from a hallway at the chancery
into two prefabricated containers on the embassy compound. The new mailroom
does not provide adequate space to accommodate mailroom staff () (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2) The Embassy can obtain a
third container and is prepared to do the work to expand the facility itself but does
not have adequate funding.

Recommendation 25: Embassy Kinshasa, in coordination with the Bureau of
African Affairs, should enlarge the mailroom. (Action: Embassy Kinshasa, in
coordination with AF)

The Embassy has put in place the necessary screening procedures and instruc|
tions for processing incoming local mail and handling possible suspicious materials.
The embassy received an envelope of suspicious powder in October 2008, handled
the incident correctly, (B) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(0) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)  OIG made an informal rec
ommendation that the embassy should maintain an adequate supply of the necessary

supplies.
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QUALITY OF LIFE

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

EquaL EmpLOYMENT OpPORTUNITY/FEDERAL WOMEN'S PROGRAM

The EEO counselor, who completed the required training program in March
2008, stated that no employees have registered formal EEO complaints or sought
EEO counseling since she assumed her duties. During the inspection, the counselor
began work on publicizing and explaining general EEO provisions mission-wide.
One LE staff member has received training to provide an EEO type resource for
LE staffers as authorized by 97 State 53229, dated March 24, 1997. A newly ap_!
pointed Federal Women’s Program coordinator stated that no one has requested her
assistance with program issues. The coordinator has begun to develop outreach and
other programs related to the program. The Embassy publicized EEO and Federal
Women’s Program contacts, materials and guidance during the inspection. Embassy
management fully endorses both programs. American employees generally rated
mission EEO sensitivities as a positive quality on their workplace and quality of life
questionnaires.
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HeaLTH UNIT

The medical unit provides primary care to American staff and family members at
both Embassies Kinshasa and Brazzaville, as well as to Kinshasa LE staff suffering
from work-related injuries or illnesses. There are no adequate medical care facilities
on the local economy that can provide secondary care for more serious conditions.
For such cases, post coordinates with Embassy Pretoria for medical evacuations to
South Africa.

The medical unit is staffed by an experienced Foreign Service nurse practitionet,
an LE nurse, an eligible family member nurse, and an LE lab technician. There is
also an expatriate American physician who serves as post medical advisor. Cut’|
rent professional staffing is adequate for the serviced populations, but the Embassy
wants to add a receptionist to handle telephone calls and other routine tasks now
performed by one of the nurses. A regional medical officer and a regional medical
officer psychiatrist based in Embassy Nairobi provide service to both Kinshasa and
Brazzaville.

The medical unit is located in the chancery compound and consists of private
offices, examination rooms, a patient day room, a laboratory, and a separate secure
store room for drugs and supplies. Controlled substances are properly stored in a
locked cabinet, with access tightly controlled and limited to dispensing authorities.
Patient records are also maintained with the appropriate measures to limit access and
protect confidentiality. During a recent post visit, the regional medical officer veri |
fied that controlled substances and patient records were being managed in accot]
dance with Department regulations.

CommuniTy Liaison OFFICE

A CLO coordinator serves the Embassy Kinshasa community. The coordina
tor is paid for a 40 hour work week but often spends additional hours per week on
her duties. She is compensated for such additional hours with compensatory time
ot regular duty pay. CLO activities include preparing and maintaining welcome and
orientation materials, nominating sponsors for new arrivals, advising employees on
local conditions, offering general guidance and a sympathetic ear, organizing social
events for staff and family members, managing a lending library, and maintaining
emergency plans. The coordinator prepares and distributes a biweekly newsletter,
which includes columns from various embassy sections and items of general interest.
The coordinator serves on the emergency action committee and the housing board,
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and assists with ensuring that residences for new arrivals are made ready. Although
the coordinator attempts to arrange trips for the community outside the capital, the
difficulty in traveling outside of Kinshasa severely limits the possibilities. Embassy
employees rated the CLO as highly effective and positive in their personal question’
naires and interviews. Given the size and anticipated growth of the embassy com’
munity, the OIG team made an informal recommendation that the Embassy plan for
a future CLO co-coordinator position.

(b)(2)(b)(6) b 2 b 6
(b)(2)(b)(6) R
(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)

and there is a high degree of satisfaction among mission staff regarding the qual!
ity of the education provided at this school. In fact, OIG’s questionnaire shows
satisfaction with®)@®)®) 5 be well above the average score of 47 posts previously
inspected. Moreover, educational quality ranked third among 53 categories evaluated
by Embassy Kinshasa staff.

BYO)O) a5 founded in 1961, soon after Congolese independence, and has been
in operation since that time except for brief closures during times of civil unrest.
(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)
(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)
(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)
(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)
(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)
(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)(b)(2)(b)(6)
(b)(2)(b)(6)(b)(2)(b)(6)

The Department has provided ®@®)6)with considerable grant funding to sup!]
port faculty salaries, professional development, and purchase of educational program
materials. The FY 2007 grant was $57,620 and the grant for FY 2008 was $61,270.
B)2)O)E) g requesting $125,000 for FY 2009. The Department has also awarded
grants for upgrading physical security of the (B)2)(0)(6) campus, including a total of
$170,000 in FY 2008 for an emergency generator

The Embassy is well represented on the ®@®X®) school board. The board con
sists of seven voting members, four of which must be American citizens, including
one representative from the mission. The board also includes an ex officio position
for the ambassador’s representative, which is currently filled by the management
counselor. Board members serve two year terms, staggered to ensure continuity

from one year to the next.
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AMERICAN EMPLOYEE RECREATION AND WELFARE ASSOCIATION

American Employee Recreation and Welfare Association (AERWA) is a small opl
eration that provides a commissary, gym, and restaurant. At the time of the inspec_|
tion the commissary had a limited supply of consumables, embassy logo items, and
local Congolese crafts on consignment. The bulk of its earnings come from placel!
ment of orders for consumable shipments, membership fees, and commissary items.

Its 2008 revenue was $51,638. The net profit for 2008 was $2,688. AERWA
maintains a bank account with the State Department Federal Credit Union that had a
balance of $11,703 as of January 31, 2009. At the time of the inspection, there was
$3,832 in cash on hand. AERWA uses the Peachtree software program to produce
its balance sheet and income statements. Inventory is maintained manually by the
manager. OIG made an informal recommendation that the association use Quicken
books as the preferred accounting software.

AERWA’s charter and bylaws are dated December 2004 and June 2005, re’
spectively. A license agreement documenting the AERWA’s use of U.S. Govern|
ment-owned property and logistical support provided by the Embassy was dated
November 2008. The charter is currently under revision. The memorandum of
understanding between the Embassy and AERWA is dated November 14, 2008, and
identifies the JAO facilities made available to AERWA and the types and amount of
support provided by the embassy. The Embassy pays utilities and AERWA pays for
their telephone charges.

AERWA has a board of elected directors, but the only salaried AERWA em]
ployees are the full-time manager and janitor. The current manager started in June
2008.

The cafeteria on the JAO compound was closed in June 2008 for renovation and
purchase of new appliances. The contract for the chef was terminated at that time,
and the board is now attempting to identify and hire a new chef to provide lunch
service. The OIG questionnaire scores attributed to the lack of cafeteria services
and scarcity of local restaurants near to the JAO reflect that this is having a negative
impact on employee morale.

Recommendation 26: Embassy Kinshasa should reopen the cafeteria at the

joint administrative office compound as quickly as possible. (Action: Embassy
Kinshasa)
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The Bureau of Administration’s Office of Commissary and Recreation expressed
concerns about the outside auditor’s report. The 2007 report did not include a state’
ment of auditor’s independence. Also, the Office of Commissary and Recreation
has not received an auditor review of internal controls from Kinshasa. The OIG
team made an informal recommendation.
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MANAGEMENT CONTROLS

The annual chief of mission management controls assurance statement, dated
August 15, 2008, stated that the Embassy conducted risk assessments to review man_|
agement controls. The management counselor is the management controls coordi’!
nator. In response to the risk assessments, the management counselor confirmed
that the following actions were taken: General services updated the Real Property
Application; remeasured buildings to ensure accurate ICASS workload counts;
reviewed and updated real property inventories; reconciled missing property; and recl|
onciled and certified the vehicle inventory in the Integrated Logistics Management
System. Motor pool vehicle consumption is monitored and general services recently
installed Geographical Tracking System devices on vehicles to monitor vehicle fleet
movement and driver assignments. All work requirements statements for American
employees include internal control requirements.

According to the annual chief of mission management controls assurance statel |
ment, the Embassy was in the process of completing the Annual Facility Condition
Survey and the Annual Inspection Summary. Given the condition of the old chan]
cery buildings with the recent incidents of two electrical fires and flooding in the
consular section, Embassy management needs to address serious hazardous condi
tions. The Embassy needs to review the latest property surveys and the last Safety,
Health, and Environmental Management program reports and prioritize special
maintenance and repair projects that should be accomplished within the next year.

The OIG team attended a property survey meeting, and understands that the
inventories for the chief of mission residence and deputy chief residence listed thoul
sands of dollars worth of property that is either missing or impropetly recorded as
on hand. Post management is aware of the problem and is taking necessary steps to
correct the inventory records.

The inspection identified weaknesses in consular collection procedures, use
of the Suspense Deposit Abroad (SDA) account, issuing interim cash advances,
and outstanding travel advances. OIG made an informal recommendation to clear
outstanding travel advances, most of which needed to be reconstructed to process
vouchers.
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CONSULAR AFFAIRS

The consul serves as Embassy Kinshasa’s accountable consular officer and, in
that capacity, implements Consular Management Handbook policies governing fees,
controlled equipment, sensitive blank document supplies, and restricted computer
access controls. The accountable consular officer developed a plan to dispose of
outdated federal benefit checks held in the section during the inspection. Consular
files and records contain outdated and extraneous items. The section developed a
plan to dispose of such materials in the course of the inspection. The Embassy has
a correctly written referral policy explaining system parameters and use; mission per. |
sonnel have signed documents agreeing to comply with the system.

Good management practice and much Bureau of Consular Affairs guidance (06
STATE 165341, for example) require that all nonimmigrant refusals be reviewed by
a supervisory officer, even if that officer does not have a consular commission. 9
FAM 41.121 PN 1.2-8 recommends that the refusing officet’s direct supervisor serve
as the reviewing officer. The verification process should be completed on the day
of the refusal or as soon as administratively possible. Further, the Foreign Affairs
Manual states that spot-checks of approved nonimmigrant visa applications must be
made. Review of Embassy Kinshasa’s Consolidated Consular Data Base reveals that
the consul reviews the vice consul’s decisions but that the DCM (the consul’s supet! |
visor) has not established procedures to consistently review the consul’s decisions.
During the inspection, the DCM began to fulfill the requirements.

Recommendation 27: Embassy Kinshasa should implement procedures for
complying with required nonimmigrant visa refusal and issuance decision rel|
view policies. (Action: Embassy Kinshasa)

Consular cash and receipt handling procedures within the consular section and
the embassy’s class B cashier meet Consular Management Handbook specifications.
The accountable consular officer and consular subcashier and their alternates cot |
rectly perform their duties. The accountable consular officer and subcashier des_!
ignations are in order. Review of randomly selected consular accounts revealed no
bookkeeping errors.
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Beginning in March, 2008, the Embassy contracted with a Kinshasa bank to col |
lect machine-readable visa (MRV) fees for most applicants and schedule their non'’
immigrant visa application appointments. This is the Bureau of Consular Affairs-
endorsed method to reduce consular fee handling and appointment scheduling
workloads within consular sections.

OIG’s review of the bank-to-embassy receipt reconciliations generated for these
transactions revealed possible discrepancies. The number of visa interviews actul
ally performed appears to exceed the number of MRV fees collected from one to
40 percent per month between April 2008 and January 2009. To date, the potential
discrepancy dollar amount could be as much as $15,000. While some variance may
be expected because applicants fail to appear for their interviews, the fact that the
number of interviews exceeds the number of fee receipts raises concern. Although
time allotted for this inspection did not allow sufficient time for the OIG team to
fully examine this issue, it requires correction. Given widespread host country cot
ruption, the OIG team believes that the embassy should perform MRV fee collection
and accountability in-house. This condition will require the embassy to develop and
use an Internet-based visa appointment system. The Embassy should determine
whether fees are actually missing and attempt to recover them. Because the embassy
must notify the public of the changes before they become effective, must organize a
visa appointment system, and arrange to collect the fees within the consular section,
the OIG team finds that (based on local conditions) transition to in-house MRV fee
collection may require as much as two to three months.

Recommendation 28: Embassy Kinshasa should terminate its existing
machine-readable fee collection/nonimmigrant visa appointment contract and
resume in-house fee and appointment processing. (Action: Embassy Kinshasa)

Recommendation 29: Embassy Kinshasa should determine whether machine-
readable visa fees are actually missing and, if so, attempt to recover them. (Ac]
tion: Embassy Kinshasa)
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FINANCIAL MANAGEMENT

Suspense Deposit Abroad

The suspense deposit abroad account showed several balances dating back to
2003. OIG discovered that $443 represented a deposit to social security in FY 2003;
$84 in FY 2004, $1,370 in FY 2006 and $5,167 for FY 2007 for postage stamps for
the diplomatic post office. There were also three outstanding balances in FY 2008
funds deposited as follows: $322 — Deposit from United Methodist church for
transportation charges; $419 — Deposit from U.S. Army Medical Research Institute
for medical equipment for emergency preparedness; and, $1,266 - Deposit for an
Amazon book order.

According to 4 FAH-3 H-326, without a waiver, the suspense deposit abroad
account may not be used to transfer funds when there is no official U.S. Government
purpose for the transaction. Situations where it would generally not be appropriate
to use the suspense deposit abroad account include deposits from individuals for
transfer to nongovernmental organizations operating outside the host country and
any deposit or transfer on behalf of an international organization, private individual,
or private organization.

Recommendation 30: Embassy Kinshasa, in coordination with the Bureau of
Resource Management, should request a waiver to the 4 FAH-3 H-326 to allow
for the use of the suspense deposit abroad account for nonofficial U.S. Govl |
ernment payments. (Action: Embassy Kinshasa, in coordination with RM)

Cashier Interim Advances

There were two long outstanding interim advances of cash from the class “B”
cashier that had not been cleared. There was a transmittal for $200 in counterfeit
currency that had been sent to the Secret Service office in Paris that has been open
since March 2008. The second item was an outstanding voucher submission for
CDC, apparently for the monkey pox project, from September 2008 in the amount
of $11,268 that cannot be processed because CDC has not provided fiscal data.

Recommendation 31: Embassy Kinshasa should clear all outstanding interim
advances. (Action: Embassy Kinshasa)
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LIST OF RECOMMENDATIONS

Recommendation 1: (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
((E))( 2()2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Recommendation 2: Embassy Kinshasa should institute a mentoring program for
all entry level generalist and specialist officers under the direction of the deputy
chief of mission and take into account the entry-level officet’s recommendations
for program suggestions of maximum benefit to them. (Action: Embassy Kinl
shasa)

Recommendation 3: Embassy Kinshasa, in coordination with the Bureaus of Afri |
can Affairs, Diplomatic Security, Overseas Buildings Operations and Human Rel
sources, should regularize the status of the Goma office as a small, medium-term,
secure, and functional presence. (Action: Embassy Kinshasa, in coordination
with AF, DS, OBO, and HR)

Recommendation 4: The Bureau of Population, Refugee and Migration Affairs
should develop and implement a plan to conduct program monitoring/oversight
visits to the eastern Congo a minimum of three times annually. (Action: PRM)

Recommendation 5: Embassy Kinshasa should establish a law enforcement work!
ing group. (Action: Embassy Kinshasa)

Recommendation 6: Embassy Kinshasa should eliminate the office management
specialist position in the economic section. (Action: Embassy Kinshasa)

Recommendation 7: Embassy Kinshasa should develop one database for the man'!
agement of contacts and make it available for input by all elements of the misl|
sion. (Action: Embassy Kinshasa)

Recommendation 8: Embassy Kinshasa should terminate its partnership agreel |
ment with the University Library of Lubumbashi for noncompliance and close
the American Corner at that location. (Action: Embassy Kinshasa)
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Recommendation 9: Embassy Kinshasa should implement a plan to dispose of
abandoned immigrant visa files. (Action: Embassy Kinshasa)

Recommendation 10: The Bureau of Overseas Buildings Operations, in coordinal |
tion with Embassy Kinshasa, should immediately intensify efforts to conclude
acquisition of an appropriate property for the Kinshasa new embassy compound,
sending a real estate specialist to work with post management in preparing and
negotiating the transaction. (Action: OBO, in coordination with Embassy Kinl|
shasa)

Recommendation 11: The Bureau of Overseas Buildings Operations, in coordina!
tion with Embassy Kinshasa, should dispatch a team of specialists to identify the
most urgent maintenance and repairs at the chancery and other buildings, assist
the embassy in preparing scopes of work and other necessary documentation, and
expedite funding in order that the Embassy can initiate work as soon as possible.
(Action: OBO, in coordination with Embassy Kinshasa)

Recommendation 12: Embassy Kinshasa, in coordination with the Bureau of Af’
rican Affairs, should submit an updated rightsizing review to the Office of Policy,
Rightsizing, and Innovation in order to identify additional International Coopera]
tive Administrative Support Services positions required to support proposed staff
growth in the mission. (Action: Embassy Kinshasa, in coordination with AF and
M/PRI)

Recommendation 13: Embassy Kinshasa, in coordination with the Bureau of
African Affairs, should engage the Bureau of Human Resources to expedite the
staffing of such additional positions identified in the updated rightsizing review to
ensure that new support personnel are in place before the arrival of new program
staff. (Action: Embassy Kinshasa, in coordination with AF and DGHR)

Recommendation 14: Embassy Kinshasa, in coordination with the Bureau of
African Affairs should develop and implement an accelerated plan for replac]
ing the oldest vehicles in the motor pool fleet, as well as for expanding the fleet
to accommodate additional transportation requirements resulting from mission
growth. (Action: Embassy Kinshasa, in coordination with AF)

Recommendation 15: Embassy Kinshasa should develop and implement a policy
that allows for approval of additional program positions only with assurance of
advance funding for procuring vehicles and hiring drivers to support the addition’
al staff and dependents. (Action: Embassy Kinshasa)
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Recommendation 16: Embassy Kinshasa should hire a full-time locally employed
staff member to handle all administrative tasks for managing the house and supl!
porting the temporary duty occupants in Goma. (Action: Embassy Kinshasa)

Recommendation 17: Embassy Kinshasa should respond to STATE telegram
123046 and submit the Annual Call for Participation in the Recycling Program.
(Action: Embassy Kinshasa)

Recommendation 18: Embassy Kinshasa should review the requirements for grant
warrants and request an increase in grant authority for the public affairs officer
commensurate with the qualifications of the public affairs officer. (Action: Eml!
bassy Kinshasa)

Recommendation 19: Embassy Kinshasa should prepare a justification for issu_
ance of grants when there is limited or no competition in solicitation and award.
(Action: Embassy Kinshasa)

Recommendation 20: Embassy Kinshasa, in coordination with the Foreign Service
Institute, should provide customer service training to staff. (Action: Embassy
Kinshasa, in coordination with FSI)

Recommendation 21: Embassy Kinshasa should establish procedures that will pro’]
vide timely completion of performance evaluations for the locally employed staff,
including holding supervisors formally accountable for this responsibility in their
work requirements statements and employee evaluation reports. (Action: Em]
bassy Kinshasa)

Recommendation 22: Embassy Kinshasa should schedule quarterly visits for its
human resources specialist to Embassy Brazzaville to provide human resource
technical assistance and support. (Action: Embassy Kinshasa)

Recommendation 23: Embassy Kinshasa, in coordination with the Bureau of Hul
man Resources, should establish a catastrophic health insurance plan for locally
employed staff. (Action: Embassy Kinshasa, in coordination with DGHR)

Recommendation 24: Embassy Kinshasa should provide American direct-hire
oversight to the radio section with particular emphasis on keeping the radio in'|
ventory accurate and up to date. (Action: Embassy Kinshasa)

Recommendation 25: Embassy Kinshasa, in coordination with the Bureau of Afri |
can Affairs, should enlarge the mailroom. (Action: Embassy Kinshasa, in coordi
nation with AF)
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Recommendation 26: Embassy Kinshasa should reopen the cafeteria at the
joint administrative office compound as quickly as possible. (Action: Embassy Kin/|
shasa)

Recommendation 27: Embassy Kinshasa should implement procedures for
complying with required nonimmigrant visa refusal and issuance decision review
policies. (Action: Embassy Kinshasa)

Recommendation 28: Embassy Kinshasa should terminate its existing machine-
readable fee collection/nonimmigrant visa appointment contract and resume in’|
house fee and appointment processing, (Action: Embassy Kinshasa)

Recommendation 29: Embassy Kinshasa should determine whether machine-

readable visa fees are actually missing and, if so, attempt to recover them. (Action:
Embassy Kinshasa)

Recommendation 30: Embassy Kinshasa, in coordination with the Bureau of
Resource Management, should request a waiver to the 4 FAH-3 H-326 to allow for
the use of the suspense deposit abroad account for nonofficial U.S. Government
payments. (Action: Embassy Kinshasa, in coordination with RM)

Recommendation 31: Embassy Kinshasa should clear all outstanding interim
advances. (Action: Embassy Kinshasa)
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INFORMAL RECOMMENDATIONS

Informal recommendations cover operational matters not requiring action by orgal|
nizations outside the inspected unit and/or the parent regional bureau. Informal
recommendations will not be subject to the OIG compliance process. However, any
subsequent OIG inspection or on-site compliance review will assess the mission’s
progress in implementing the informal recommendations.

Executive Direction

The executive office does not have enough informal communication with embassy
staff.

Informal Recommendation 1: Embassy Kinshasa implement ways for the Ambasl|
sador and the deputy chief of mission to visit embassy staff more frequently in their
several work sites and create more opportunities for the Ambassador and deputy
chief of mission to interact informally with American family members.

Political Affairs

Political reporting covering areas outside the eastern conflict region and the capital is
insufficient.

Informal Recommendation 2: Embassy Kinshasa should increase regional political
reporting,

Economic Affairs

Economic reporting covering economically important regions outside the capital is
insufficient.

Informal Recommendation 3: Embassy Kinshasa should adjust its reporting plan
and increase regional economic reporting,

Environmental, science, technology and health reporting is insufficient.
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Informal Recommendation 4: Embassy Kinshasa should increase environmental,
science, technology, and health reporting.

Foreign Assistance

Communication between embassy sections on U.S. Government foreign assistance
programs is inadequate.

Informal Recommendation 5: Embassy Kinshasa should hold regular meetings
involving all embassy actors in the U.S. Government foreign assistance effort.

Public Diplomacy

Embassy Kinshasa does not have an overall mission policy for coordinating public
diplomacy.

Informal Recommendation 6: Embassy Kinshasa should use the public diplomacy
committee to develop a mission-wide public diplomacy coordination.

Current information resource center staffing of two locally employed staff positions
is not adequate to handle the growing demands of the information outreach pro_
gram.

Informal Recommendation 7: Embassy Kinshasa should create one additional 1ol
cally employed staff information assistant position to help with the increasing public
outreach information demands.

Consular Affairs

Embassy Kinshasa now has only one commissioned and qualified back-up consular
officer to manage the section and perform services during the consul’s and vice conl
sul’s absence.

Informal Recommendation 8: Embassy Kinshasa should formally identify at least
one additional back-up consular officer.

Embassy Kinshasa’s consular files are not maintained in compliance with Records
Management Handbook standards. Many items are obsolete. The TAGs system is
not uniformly used.
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Informal Recommendation 9: Embassy Kinshasa should review the consular sec|
tion’s filed materials, propetly arrange and identify them, and discard obsolete items.

Embassy Kinshasa does not have written consular outreach, representation, travel,
and reporting plans, including targets throughout the Democratic Republic of the
Congo.

Informal Recommendation 10: Embassy Kinshasa should develop, request fund'!
ing, and implement consular outreach, representation, travel, and reporting plans,
linking them, as far as possible, to the Consular Package narrative and the Mission
Strategic Plan.

Embassy Kinshasa does not have a written Consular Disaster Assistance Handbook.

Informal Recommendation 11: Embassy Kinshasa should prepare a Consular
Disaster Assistance Handbook.

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)

Informal Recommendation 12: (D) (2)(b) (2)(b) (2)(b) (2)(b) (2)
Egg gg(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Clogged municipal drains outside the chancery compound wall cause flooding during
Kinshasa’s torrential rainstorms. Frequently, standing water actually inhibits entry
into consular waiting areas, floods exterior and some interior waiting space, and
causes electrical failure and safety hazards. Such leaks have damaged the consular
equipment and offices.

Informal Recommendation 13: Embassy Kinshasa should fix the source of the
flooding that occurs in and around the consular section.

Embassy Kinshasa supplied most consular services for the American embassy in
Brazzaville, Congo until recently. Embassy Brazzaville began to perform all consular
services in January, 2009. Embassy Kinshasa’s close proximity, legacy case histories,
and employee experience are ideal for it to be a mentor for Embassy Brazzaville’s
consular unit for a time.
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Informal Recommendation 14: Embassy Kinshasa should maintain an advisory
relationship between its consular section and Embassy Brazzaville’s consular section
with close collaboration for up to a year when a more general relationship may be
appropriate.

Management

The Goma TDY quarters lack the amenities required for the comfort of long-term
TDY residents.

Informal Recommendation 15: Embassy Kinshasa should provide better lighting,
bedding, linens and toiletries for the Goma temporary quarters.

The Safety, Health and Environmental Management committee has not met often
enough to provide direction and oversight to the program.

Informal recommendation 16: Embassy Kinshasa should schedule and conduct
more frequent Safety, Health and Environmental Management committee meetings.

The Embassy Kinshasa political officer is on an extended TDY to Goma, but has
received a shipment of unaccompanied baggage and will soon receive a limited ship
ment of household effects.

Informal recommendation 17: Embassy Kinshasa should reduce the meals and
incidental expenses portion of the per diem allowance or discontinue it altogether
after the temporary duty officer receives his household effects shipment.

Human Resources

Embassy Kinshasa does not have a current management instruction on procedures
for spousal employment.

Informal Recommendation 18: Embassy Kinshasa should update and reissue poli’!
cies and procedures on spousal employment.

Financial Management

The current management instruction on representation allowances was dated No_
vember 4, 2005.
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Recommendation 19: Embassy Kinshasa should review the per capita limits to
verify whether the costs for at home and restaurant entertainment are valid and up’
date the management instruction accordingly.

There are six outstanding travel advances that have not been cleared due to lack of
voucher submission.

Informal Recommendation 20: Embassy Kinshasa should clear all outstanding
travel advances.

AERWA uses the Peachtree software program to produce its balance sheet and in’]
come statements.

Informal Recommendation 21: Embassy Kinshasa should advice the American
Employee Recreation and Welfare Association to use Quicken books as the preferred
accounting software for managing finances and maintaining inventory.

The 2007 audit report for AERWA did not include statements of auditor’s indepen! |
dence or an assessment of its internal controls.

Informal Recommendation 22: Embassy Kinshasa should advice the American
Employee Recreation and Welfare Association to ensure that the auditor’s report
includes statements of auditor’s independence and an assessment of its internal
controls.

Information Management

Goma has not tested all of its newly acquired communications equipment.

Informal Recommendation 23: Embassy Kinshasa should ensure that Goma
staff regularly test and use he high frequency radio and Broadband Global Area Net
work terminal equipment after it is installed.

American IM staff are not performing proper oversight of LE system staff.

Informal Recommendation 24: Embassy Kinshasa should provide frequent and
sufficient supervisory oversight of the locally employed system staff.

The embassy intranet site is not up to date.
Informal Recommendation 25: Embassy Kinshasa should update its intranet site.

The new telephone system does not provide voice mail.
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Informal recommendation 26: Embassy Kinshasa should ensure that voice mail
and other features are provided with their newer telephone system.

Egg gg(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Informal Recommendation 27: (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

Quality of Life

The embassy community is large and expected to grow substantially over the next
several years.

Informal Recommendation 28: Embassy Kinshasa should plan for a future coml|
munity liaison office co- coordinator position.
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PRINCIPAL OFFICIALS

Position Name Arrival Date
Ambassador William J. Garvelink 11/07
Deputy Chief of Mission Samuel V. Brock 08/07

Chiefs of Sections:

Management Craig L. Cloud 08/07
Consular David W. Boyle 09/08
Political Phillip R. Nelson 08/08
Economic Elizabeth Jaffe 08/08
Public Affairs Katya Thomas 08/05
Regional Security Christopher K. Gu 08/08
Other Agencies:

Centers for Disease Control Gianluca Flamigni 01/07
Defense Attaché Office LTC Scott Womack 08/08
Office of Security Cooperation COL Thomas A. Crowder 08/08
U.S. Agency for International Stephen M. Haykin 08/07

Development
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ABBREVIATIONS

AERWA American Employee Recreation and Welfare
Association (in Kinshasa)

AF Bureau of African Affairs

CDC Centers for Disease Control

CLO Community liaison office

DCM Deputy chief of mission

EEO Equal Employment Opportunity

FMO Financial management officer

GSO General services office

HR Human resources

ICASS International Cooperative Administrative Support
Services

M Information management

INL Bureau of International Narcotics and Law

Enforcement Affairs

IRC Information resource center

JAO Joint administrative office (Embassy Kinshasa)
LE Locally employed

MRV Machine readable visa

MSP Mission Strategic Plan

NEC New embassy compound

NSDD National Security Decision Directive

OBO Bureau of Overseas Buildings Office

OIG Office of Inspector General

OMS Office management specialist
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OvVC Orphans and vulnerable children

PAO Public affairs officer

PAS Public affairs section

PEPFAR President’s Emergency Plan for AIDS Relief

S/CRS Office of the Secretary, Office of the Coordinator for
Reconstruction and Stabilization

SSH Special self-help fund

TASOK American School of Kinshasa

TDY Temporary duty
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FRAUD, WASTE, ABUSE, OR MISMANAGEMENT
of Federal programs
and resources hurts everyone.

Call the Office of Inspector General
HOTLINE
202-647-3320
or 1-800-409-9926
or e-mail oighotline@state.gov
to report illegal or wasteful activities.

You may also write to
Office of Inspector General
U.S. Department of State
Post Office Box 9778
Arlington, VA 22219
Please visit our Web site at:
http://oig.state.gov

Cables to the Inspector General
should be slugged “OIG Channel”
to ensure confidentiality.





