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INVESTIGATIONS

Passport Information Electronic Records
System Inquiry

On March 20, 2008, Undersecretary of State for Management Patrick I Kennedy
requested that OIG conduct an investigation after news media reports indicated that
the passport files of three presidential candidates had been improperly accessed by
three different Department contract employees on three different occasions through
the Passport Information Electronic Records System (PIERS). OIG subsequently
received additional information that improper accessing of PIERS records was wide-
spread, and involved many Department employees and contractors. The following
are actions that have resulted to date from OIG investigations involving this issue:

OIG conducted an investigation of a Department contract employee who improp-
erly accessed PIERS by looking up the passport files of two presidential candidates
as well as other individuals for non-official purposes. The investigation determined
that the contract employee electronically accessed through PIERS over 200 different
passport applications without authorization. The contract employee was terminated
from his assighment with the contractor. He pleaded guilty in U.S. District Court for
the District of Columbia to one count of Unauthorized Computer Access, and on
December 19, 2008, was sentenced to 12 months probation and 50 hours of com-
munity service. (08-014)

OIG conducted an investigation of a Department of State contract employee who
improperly accessed PIERS by looking up the passport files of a former President

as well as other individuals for non-official purposes. The investigation determined
that the contract employee electronically accessed through PIERS over 44 different
passport applications without authorization. When interviewed by OIG regarding his
actions, the employee denied accessing the records improperly, but the investigation
revealed that there was no official purpose for the accesses. As a result, the contract
employee was terminated from his assighment with the contractor. On January 27,
2009, the contract employee pleaded guilty in U.S. District Court for the District of
Columbia to one count of Unauthorized Computer Access. Sentencing is currently

pending. (08-037)
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OIG conducted an investigation of a contract employee who was improperly access-
ing PIERS to view the records of celebrities and other prominent individuals such
as two former Secretaries of State. The investigation determined that the contract
employee electronically accessed through PIERS over 167 different passport applica-
tions without authorization. The contract employee was terminated from employ-
ment and on January 14, 2009, pleaded guilty in U.S. District Court for the District
of Columbia to one count of Unauthorized Computer Access. On March 23, 2009,
the former contact employee was sentenced to 12 months probation, 100 hours of
community service, a $25 fine, and as a special condition of probation must provide
copies of any financial/business/tax records to the court for 1 year. (08-048)

OIG also conducted investigations of four Department employees who were im-
propetly accessing PIERS to view the records of celebrities and other prominent
individuals, but to a lesser degree than the cases referenced above. In each case, the
Department of Justice declined prosecution of the employees. All four employees
received written admonishments during the reporting period. (08-047, 09-009, 09-
018 & 09-029)

OIG’s pursuit of PIERS related investigations is ongoing. Because of the systemic
weaknesses identified by OIG during the overall PIERS inquiry, the Department has
enacted greater safeguards to protect the privacy of electronically stored Passport-
related information.

OIG conducted an investigation of a retired senior Foreign Service officer after it
was reported to the Office of Legal Adviser that the officer failed to file her termi-
nation Financial Disclosure Report despite having received three separate written
notices and one verbal notice over a period of a year and a half. OIG had previously
investigated the officer back in 2002 for failing to file a required annual Financial
Disclosure Report and on that occasion she paid a $200 late filing fee. After being
contacted by OIG regarding the new investigation, the officer filed her outstanding
Financial Disclosure Report. On February 27, 2009, the office of Global Financial
Services advised that it withheld the mandatory $200 late filing fee from the officer’s
annuity. (08-084)
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OIG conducted an investigation of a foreign national employee serving at a U.S.
Embassy overseas who embezzled approximately $850,000 while working as an
embassy cashier. The employee stole the money through two separate fraud schemes;
the first involved submitting phony expense vouchers for monetary payment and the
second involved obtaining cash advances from the Embassy’s cash advance accounts
at two local banks. The cashier was terminated from employment and brought to the
United States for prosecution. On January 21, 2009, the employee pleaded guilty in
US. District Court for the District of Columbia to one count of theft and embezzle-
ment. Sentencing of the cashier is currently scheduled for May 29, 2009. (08-088)

OIG conducted an investigation of a Class B Cashier at an embassy in North Africa
who embezzled approximately $184,500 by using a “voiding scheme.” As a result of
the investigation, the cashier was prosecuted locally and resigned his employment.
On January 3, 2009, the cashier was sentenced to 2 years imprisonment and given a
$2,800 fine. The Embassy is in the process of initiating legal action to recoup assets
seized from the cashier by the local authorities as the result of his conviction. (08-

100)

OIG conducted an investigation of an individual who worked for a vendor that
supplies repair services to the Department. The subject stole the credit card number
from a Department credit card that was used to pay for the vendor services and then
used the number to make approximately $14,000 in unauthorized purchases. On
January 13, 2009, OIG agents arrested the subject. On March 10, 2009, the subject
pleaded guilty in U.S. Superior Court for the District of Columbia to one count

of fraud. In his plea agreement, the subject agreed to reimburse the government
$14,049.18. Sentencing is currently scheduled for May 15, 2009. (08-087)

OIG conducted an investigation of a Foreign Service officer who facilitated the visa
overstay in the United States of his domestic servant. The investigation determined
that the officer used his official title and Department of State letterhead in sending

a letter to the Bureau of Immigration and Customs Enforcement on behalf of the
domestic servant. On December 4, 2008, the Bureau of Human Resources proposed
a 5-day suspension for the officer. (06-033)
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Follow-Up Actions

Embezzlement

OIG conducted an investigation of a Foreign Service officer who embezzled ap-
proximately $47,000 by issuing a contract to his brother for which the Department
did not receive any work. The Foreign Service officer resigned from the Department
and both brothers were indicted for their roles in the scheme. On May 19, 2008, the
former Foreign Service officer pleaded guilty to a one count charge of mail fraud
and a one count charge of money laundering,

On June 23, 2008, the trial of the brother commenced in the U.S. District Court for
the Fastern District of Tennessee. On June 25, 2008, the jury acquitted the brother
on charges of conspiracy to defraud the U.S. and conspiracy to commit money
laundering. During the trial, the former Foreign Service officer took the stand as a
witness for the defense and committed perjury by lying under oath about both his
and his brothet’s involvement in the fraud.

On October 16, 2008, the former officer was sentenced to serve 6 months in a half-
way house, 5 years’ probation and full restitution of outstanding monies owed to the
Department. (See OIG Semi-Annual Report, April 1, 2008 to September 30, 2008, pp 62)
(04-027)

Contract & Conflict of
Procurement Interest
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False
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7%
Types of Cases

Hotline
Referral To Other Offices for Action 195

Held for Action Within OIG 60
No Action Necessary 180
Total Complaints Received 435
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APPENDIX 1: DEPARTMENT OF STATE INVESTIGATIVE ACTIVITIES

Preliminary Inquiries

Opened 19

Closed 15
Investigations

Opened 67

Closed 52

Pending (3/31/09) 116

Criminal Actions

Referrals for Prosecution 12
Indictments/Informations 3
Convictions 5
Sentencings (Months Imprisonment) 24
Sentencings (Months Probation) 84
Declinations 20
Civil Actions
Civil Referrals 0
Civil Judgments 0

Administrative Referrals
Referrals for Personnel Action 20
Suitability Referrals to DS 15

Administrative Actions

Removals 5
Suspensions 1
Reprimand/Admonishments 6
Debarment Actions 0
Monetary Recoveries
Criminal Fines/Recoveries $49,070
Civil Recoveries $0
Administrative Recoveries $3,980
Total Investigative Recoveries $53,050
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Report Number
AUD/CG-09-05

AUD/CG-09-06

AUD/CG-09-14

AUD/FM-09-01
AUD/FM-09-02
AUD/FM-09-02A
AUD/FM-09-07
AUD/IP-09-10

AUD/IQO-09-04

AUD/IT-08-36

AUD/PP-09-09

AUD/SI-09-08

ISP-C-09-08A
ISP-1-09-01A
ISP-1-09-02A
ISP-1-09-03A
ISP-1-09-04A
ISP-1-09-05A

APPENDIX 2: REPORTS ISSUED

Report Title

Independent Accountants’ Report on Application of Agreed-
Upon Procedures on the Indirect Cost Rates Proposed by the
Open Society Institute

Independent Accountants’ Report on the Application of Agreed-
Upon Procedures on Indirect Cost Rates Proposed by the
American Council of Learned Societies

Independent Accountants’ Report on the Application of Agreed-
Upon Procedures on Direct and Indirect Costs Proposed,
Financial Capability, and the Accounting System Used by Youth
for Understanding, Inc.

Independent Auditor’s Report on the Department of State’s
Special-Purpose Financial Statements

Independent Auditor’s Report on the U.S. Department of State’s
2008 and 2007 Financial Statements

Independent Auditor’s Report on the U.S. Department of State’s
2008 and 2007 Financial Statements

Audit of Undelivered Orders

Close Out of Audit of the International Trust Fund

Audit of Procurement Competition for the New Embassy
Compound at Baghdad, Iraq

Review of the Information Security Program at the Department
of State

OIG Attestation Review of Accounting and Authentication of
FY 2008 Drug Control Funds and Related Performance Report
of the Department of State

Limited Review of Business Class Travel at a Department of
State Bureau

Compliance Follow-Up Review of Embassy Bogota, Colombia
Inspection of Embassy Tripoli, Libya

Inspection of Embassy N’Djamena, Chad

Inspection of Embassy Antananarivo, Madagascar

Inspection of Embassy Dar es Salaam, Tanzania

Inspection of Embassy Maputo, Mozambique
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ISP-1-09-06A
ISP-1-09-07A
ISP-1-09-09
ISP-1-09-10A
ISP-1-09-11A
ISP-1-09-12

ISP-1-09-13

ISP-1-09-14A
ISP-1-09-15A
ISP-1-09-17

ISP-1-09-18

ISP-1-09-19A
ISP-1-09-20

ISP-1-09-22A
ISP-1-09-23A
ISP-1-09-24A
ISP-1-09-25A
ISP-1-09-26A
ISP-1-09-28A

ISP-1-09-29

MERO/IQ0O-09-01

MERO/IQO-09-02

Inspection of Embassy Montevideo, Uruguay
Inspection of Embassy Dublin, Ireland

Interim Review of the Global Repositioning Program
Inspection of Embassy Tegucigalpa, Honduras
Inspection of Embassy Guatemala City, Guatemala

Memorandum Report on Currency Exchange Rates Differing
from Local Legally Available Rates

Memorandum Report on Equal Employment Opportunity for
Foreign National Employees

Inspection of Embassy Accra, Ghana

Inspection of Embassy Banjul, The Gambia

Inspection of Embassy Kolonia, Federated States of Micronesia
Inspection of Embassy Koror, Republic of Palau

Inspection of Embassy Luanda, Angola

Inspection of Embassy Majuro, Republic of the Marshall Islands
Inspection of Embassy Niamey, Niger

Inspection of Embassy Nouakchott, Mauritania

Inspection of Embassy Ouagadougou, Burkina Faso

Inspection of Embassy Port Moresby, Papua New Guinea

Inspection of Embassy Suva, Fiji

A Review of U.S. Policy Relative to Petroleum-Sector Contracting
in Iraq

Review of the Department’s Implementation of Mantraps

Status of the Secretary of State’s Panel on Personal Protective
Services in Iraq Report Recommendations

Review of Diplomatic Security’s Management of Personal
Protective Services in Iraq
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Report Number

ISP-S-09-01A

ISP-S§-09-02A

ISP-S-09-03A

ISP-S-09-04A

ISP-S-09-05A

ISP-S-09-06A

ISP-S-09-07A

ISP-S-09-08A

ISP-S-09-10A

ISP-S-09-11A

ISP-S-09-14A

ISP-S-09-15A

ISP-S-09-19A

ISP-S-09-22A
ISP-S-09-23A

ISP-S-09-24A

ISP-S-09-25A

ISP-S-09-26A
ISP-S-09-28A

Classified Reports Issued

Report Title

Classified Annex to the Inspection of Embassy Tripoli,
Libya

Classified Annex to the Inspection of Embassy
N’Djamena, Chad

Classified Annex to the Inspection of Embassy
Antananarivo, Madagascar

Classified Annex to the Inspection of Embassy Dar es
Salaam, Tanzania

Classified Annex to the Inspection of Embassy Maputo,
Mozambique

Classified Annex to the Inspection of Embassy
Montevideo, Uruguay

Classified Annex to the Inspection of Embassy Dublin,
Ireland

Classified Annex to the Compliance Followup Review to
Embassy Bogota, Colombia

Classified Annex to the Inspection of Embassy
Tegucigalpa, Honduras

Classified Annex to the Inspection of Embassy Guatemala
City, Guatemala

Classified Annex to the Inspection of Embassy Accra,
Ghana

Classified Annex to the Inspection of Embassy Banjul,
The Gambia

Classified Annex to the Inspection of Embassy Luanda,
Angola

Classified Annex to the Inspection of Embassy Niamey, Niger
Classified Annex to the Inspection of Embassy Nouakchott,
Mauritania

Classified Annex to the Inspection of Embassy Ouagadougou,
Burkina Faso

Classified Annex to the Inspection of Embassy Port Moresby,
Papua New Guinea

Classified Annex to the Inspection of Embassy Suva, Fiji

Review of U.S. Policy Relative to Petroleum-Sector Contracting
in Iraq
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APPENDIX 3: SavINGs AND More ErFecTiVE Use OF RESOURCES

Table 1
INSPECTOR GENERAL ISSUED AUDIT REPORTS
WITH QUESTIONED COSTS

Type of Report Number Questioned Unsupported
of Reports Costs Costs

(Dollars in (Dollars in

Thousands) Thousands)

A.  For which no management decision
has been made by the commence-
ment of the reporting period * 7 $2,112 $1,551

B.  Which were issued during the re-

porting period 0 $0 $0
Subtotals (A + B)
7 $2,112 $1,551
C. For which a management decision
was made during the reporting
period
(i) dollar value of disallowed costs
0 $0 $0
(ii) dollar value of costs not disal-
lowed 0 $0 $0
D.  For which no management decision
has been made by the end of the
reporting petiod 7 $2,112 $1,551
Reports for which no manage-
ment decision was made within six
7 $2,112 $1,551

months of issuance

*Final amounts in previous SAR were adjusted to correct prior reporting and other errors.
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Table 2
INSPECTOR GENERAL ISSUED AUDIT REPORTS
WITH RECOMMENDATIONS THAT FUNDS
BE PUT TO BETTER USE

Type of Report Number of Dollar Value
Reports (in Thousands)

A.  For which no management decision has
been made by the commencement of the

0 $0
reporting petiod

B.  Which were issued during the reporting
petiod 1 $15,831

Subtotals (A + B)

1 $15,831
C. For which a management decision was
made during the reporting period
(i) dollar value of recommendations that
were agreed to by management 1 $15,800
. .
based on proposed management action 1 $15,800
*based on proposed legislative action 0 $0
(it) dollar value of recommendations that
were not agreed to by management 1 $31
D. For which no management decision has
been made by the end of the reporting 0 $0
period
Reports for which no management
decision was made within six months of 0 $0

issuance
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APPENDIX 4: RESOLUTION OF REPORTS AND RECOMMENDATIONS

Previously Reported Significant Audit
Recommendations Pending Final Action

Report Rec. Report Title First
Number No. Recommendation Summary Reported
AUD/FM-05-06 Assessment of the Certification and Accreditation, 11/04

Change Management, and Patch Management Process

1 OIG recommended the Bureau of Information Re-
source Management revise the security test and evalu-
ation of the certification and accreditation process to
include a complete vulnerability scan of the systems
being assessed.

AUD/CG-05-26 Review of Selected Grants Awarded to institute for the 10/05
Study & Development of Legal Systems

3 OIG recommended the Bureau of Educational and
Cultural Affairs grants officer disallow all unsupported
expenses charged to Grant # PSPS-G6190048 — India
and Grant # S-ECAPE-02-GR -046 (CS) — Turkey.

AUD/CG-06-02 Application of Agreed-Upon Procedures to George 2/06
Mason University Awards

4 OIG recommended the Bureau of Educational and
Cultural Affairs grants officer: ensure that George Ma-
son University follows through with proposed guide-
lines related to cost share;

require the University to provide supporting documen-
tation for claimed cost share amounts totaling $354,
248 (grants ASMA-0324 and S-ECAAS-02-GR-251);
and

reduce the grants accordingly and require the Univer-
sity to reimburse applicable unmet cost share amounts.
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Report
Number
IT-1-06-03

AUD/1QO-07-20

Rec.

No.

Report Title

Recommendation Summary

Review of the Information Security Program at the
Department of State

OIG recommended the Chief Information Officer
develop a process for determining an accurate total
number of Department employees for all employees
required to take information security awareness train-

ing,

Review of DynCorp International, LLC, Contract
Number S-LMAQM-04-C-0030, Task Order 0338, for
the Iraqi Police Training Program Support (Joint audit
with the Special Inspector General for Iraq Recon-
struction

OIG recommended the Bureau of International
Narcotics and Law Enforcement Affairs (INL) pres-
ent a plan to the US. Ambassador to Iraq for review
and approval on the use of residential camp to house
police trainers, as originally intended, or make arrange-
ments to dispose of the camp. Because of the lengthy
consideration already given to deciding what to do with
the trailers, this action should be taken within the next
60 days.

OIG recommended the Office of Acquisitions Man-
agement seek reimbursement from DynCorp of the
improperly authorized payment of $4.2 million that
represents contractually unauthorized work directed
by the Iraqi Ministry of Interior. This work included
the relocation of the residential camp, the manufacture
of additional VIP trailers, and the construction of an
Olympic-size swimming pool.
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Report
Number
AUD/SI-07-27

AUD/CG-07-25

Rec.

No.

Report Title

Recommendation Summary

Audit of Emergency Preparedness at the Washington
Metropolitan Facilities of the Department of State

OIG recommended the Bureau of Administration en-
sure the Office of Emergency Management’s Planning
and Preparedness Division has sufficient staffing to fi-
nalize 6 FAM 400, Office of Emergency Management
Program, and the proposed 6 FAH-1 H-100, Domestic
Emergency Handbook, and ensure the emergency pre-
paredness policies and procedures contained in these
manuals are implemented and enforced in a timely
manner.

OIG recommended the Secretary’s Office of the
Cootdinator for Counterterrorism dedicate sufficient
staff to finalize the National Incident Management
System and to correct the inaccuracies in the National
Response Plan, and submit the information to the
Department of Homeland Security (DHS) in a timely

mannet.

Review of the Institute of International Education’s
Indirect Cost Rates for Fiscal Years 2002-05

OIG recommended the Bureau of Educational and
Cultural Affairs grants officer require the Institute of
International Education to consistently account for
severance pay for FYs 2002-05 as indirect or direct
costs, identify overpayments of severance and other
benefits related to the severance pay, reimburse the
Department for unallowable severance pay and ben-
efits, reduce the fringe benefits pool by the overpay-
ments, and recompute the fringe benefits pool for
allocation to the other cost pools.
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Report Rec. Report Title
Number No. Recommendation Summary
2 OIG recommended the Bureau of Educational and

Cultural Affairs grants officer require the Institute of
International Education to reimburse the Department
for bond and loan interest, personal living, and other
indirect costs classified as unallowable; reduce the in-
direct cost pools by the unallowable costs; and recom-
pute the indirect cost rates in the appropriate pools.

AUD/CG-07-29 Independent Accountants’ Report on the Application
of Agreed-Upon Procedures on Costs Claimed by
Atlantic Corridor US.A., Inc., Under Department of
State Grants

1 OIG recommended the Bureau of Educational and
Cultural Affairs require Atlantic Corridor to refund
the Department the $226,705 in excess drawdowns
related to Department grants and prohibit any future
drawdowns until the funds are repaid and the grantee
has established controls limiting any future requests
of grant funds to the minimum amount necessary to
cover allowable costs.

2 OIG recommended the Bureau of Educational and
Cultural Affairs require Atlantic Corridor to refund the
Department for $45,361 of unallowable costs related
to the grants and to provide information so that the
Department can make an appropriate determination
on the unsupported costs of $97,388.

AUD/IP-07-47 Return-to-Work: An Important Program for the De-
partment of State to Implement

1 OIG recommended the Bureau of Human Resources
develop and implement a return-to-work program for
workers’ compensation beneficiaries considering the
best proactive elements discussed in this report.
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Report Rec. Report Title First
Number No. Recommendation Summary Reported
AUD/CG-07-37 Independent Accountants’ Report on the Application ~ 9/07

of Agreed-Upon Procedures on Costs Claimed by Me-

ridian International Center Under Department of State

Cooperative Agreements

1 OIG recommended the Bureau of Educational and
Cultural Affairs (1) determine whether the Center’s
use of the forgone opportunity costs concerning the
Center’s conference facilities constitutes an appropriate
cost-share amount under the cooperative agreement,
and (2) following this determination, as appropriate,
require the Center to provide supporting documenta-
tion for the claimed cost-share amounts or an alterna-
tive cost-sharing proposal.

AUD/IQO-07-48 Accounting for Government-Owned Personal Prop-  9/07
erty Held by Selected Contractors in Afghanistan

1 OIG recommended the Department develop and
implement policies and procedures to achieve compli-
ance with Federal Acquisition Regulation requirements
for reviewing a contractor’s property control system.

2 OIG recommended the Department take actions to
address the $2.9 million in unallowable costs identi-
fied in this report, including reconciling contract
requirements to the property acquired and invoiced
by the contractors for which they were reimbursed
and determine whether property in excess of amounts
specified in the contract or task order was required
to accomplish contract objectives; documenting the
reconciliation and determination, use them as the basis
for approving the costs of any excess property deemed
allowable, and issue a modification to the task order
indicating the approval; and resolving any unallowable
costs associated with property that was determined
to be unnecessary to the accomplishment of contract
objectives.
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Report
Number
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Rec.

No.

Report Title

Recommendation Summary

OIG recommended the Department take the follow-
ing steps to address the $25.5 million in unsupported
costs identified in this report: reconcile the property
acquired and invoiced by the contractors for which
they were reimbursed to the contractor’s property lists
by obtaining and reviewing contractor documentation
detailing the types and quantities of property acquired;
determine whether the property was needed and
consistent with contract requirements; and resolve any
unsupported allowable costs associated with property
that could not be supported with adequate documen-
tation or was determined to be unnecessary to the
accomplishment of contract objectives.

OIG recommended the Department develop and
implement a process for reviewing the capitalized asset
reports submitted by contractors to verify that reports
are received for all contracts with contractor-held
property and reconciling, at least annually, the capi-
talized asset reports submitted by contractors to the
contractors’ property lists to verify that the capitalized
asset reports are complete and accurate.

OIG recommended the Department evaluate its cur-
rent structure for monitoring government property
held by contractors, assess the benefits of creating a
property administrator function, and use this evalua-
tion to clearly define the authority and responsibility
for property oversight for each member of its contract
administration team.

OIG recommended the Department develop and
implement policies and procedures for monitoring
government property held by contractors.

First
Reported



Report Rec. Report Title First
Number No. Recommendation Summary Reported
AUD/CG-08-02 Independent Accountants’ Report on the Application  1/08

of Agreed-Upon Procedures on Costs Claimed by

Young Men’s Christian Association of Greater New

York Under Department of State Grants

4 OIG recommended that the Bureau of Educational
and Cultural Affairs require the Association to sub-
stantiate the unsupported payroll costs or reimburse
the Department for these costs.

AUD/CG-08-10 Independent Accountants’ Report on the Application  1/08
of Agreed-Upon Procedures on Indirect Cost Rates
Proposed by NAFSA: Association of International
Educators

1 OIG recommended that the Bureau of Administra-
tion, Office of Logistics Management, Office of
Acquisitions Management, International Programs
Division accept and finalize the indirect cost rates for
2005 and 2004 as recommended in this report.
AUD/IP-08-19 Safeguarding Domestic Passport Applications During ~ 3/08
Transit

1 OIG recommended that the Bureau of Consular Af-
fairs direct the Office of Passport Services to modify
the Passport Agent’s Reference Guide to define the
minimum standards for a secure area, such as plac-
ing the applications in a locked container until all the
applications are transported and issue a notice to all
acceptance agents regarding this change.

2 OIG recommended that the Bureau of Consular Af-
fairs direct the Office of Passport Services to include
provisions in its acceptance agent oversight program
for monitoring the effectiveness of acceptance agents
in securing passport applications.
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Report
Number

Rec.

No.

Report Title

Recommendation Summary

OIG recommended that the Bureau of Consular Af-
fairs direct the Office of Passport Services to require
non-USPS acceptance agents to send passport applica-
tions in a traceable mannet, such as with deliver confir-
mation, and to retain the receipts for a year.

OIG recommended that the Bureau of Consular Af-
fairs direct the Office of Passport Services to work
with officials from the Department of the Treasury to
review the process used to transport passport applica-
tions from the lockbox facilities to passport agencies
and to develop a workload distribution analysis that
reduces the use of routes with numerous transfers.

OIG recommended that the Bureau of Consular Af-
fairs direct the Office of Passport Services to require
that anyone without a need to access applications
(such as contracted cleaning, repair, and maintenance
personnel) be escorted by Office of Passport Services
personnel and kept in direct visual sight.

OIG recommended that the Bureau of Consular Af-
fairs direct the Office of Passport Services to a) secure
passport applications in locked cabinets, containers,

or rooms when not actively being processed and b)
amend the internal controls program accordingly.

OIG recommended that the Bureau of Consular Af-
fairs direct the Office of Passport Services to issue an
advisory notice within 14 days of the issuance of this
audit report to all acceptance agents informing them
of the Inspector General’s authority to review passport
records as specified in the Inspector General Act.

OIG recommended that the Bureau of Consular Af-
fairs direct the Office of Passport Services to modify
the Passport Agent’s Reference Guide to require agents
to make their passport records available for monitor-
ing, audit, or investigation.
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Report
Number

AUD/CG-08-23

AUD/CG-08-28

Rec.

Report Title

Recommendation Summary

OIG recommended that the Bureau of Consular Af-
fairs direct the Office of Passport Services to modify
the provisions in the designation letter to make pass-
port records available for monitoring, audit, or investi-
gation and reissue the designation letter for all accep-

tance agents.

Independent Accountants’ Report on the Application
of Agreed-Upon Procedures on Indirect Cost Rates
Proposed by the Council on International Educational
Exchange, Inc.

OIG recommended that the Bureau of Administra-
tion, Office of Logistics Management, Office of
Acquisitions Management, International Programs
Division accept and finalize the indirect cost rates for
fiscal years 2005, 2004, and 2003 as recommended in
this report.

Independent Accountants’ Report on the Application
of Agreed-Upon Procedures on Final Buyout Claim by
Enviro-Management & Research, Inc., Under Contract
No. S-FBOAD-98-DOO10

OIG recommended that the Bureau of Administra-
tion, Office of Logistics Management, Office of
Acquisitions Management, decline to pay Enviro-
Management & Research, Inc., its buyout claim under
the contract and require the company to reimburse
the Department of State for overpayments totaling

$15,607.03.
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Report Rec. Report Title First
Number No. Recommendation Summary Reported
AUD/CG-08-32 Independent Accountants’ Report on the Application ~ 8/08

of Agreed-Upon Procedures on Indirect Cost Rates

Proposed by Nacel Open Door, Inc.

3 OIG recommended that the Department’s Bureau of
Educational and Cultural Affairs (ECA) require Nacel
Open Door, Inc., to (a) establish appropriate policies
and procedures to ensure that costs under the grants
are adequately documented and accounted for in ac-
cordance with applicable Office of Management and
Budget circulars and (b) provide information so that
ECA can make an appropriate determination on the
unsupported costs of $94,524.

Report Rec. Report Title First
Number No. Recommendation Summary Reported
ISP-C-07-04 Compliance Follow-up Review of the Inspection of the USIBWC 10/06

1 OIG recommended the Bureau of Western Hemisphere Af-
fairs, in coordination with the Bureau of Legislative Affairs,
the Office of the Legal Adviser, and the Bureau of Human
Resources, seek legislation making the U.S. Section of the
International Boundary and Water Commission an entity of
the Department of State.

ISP-1-07-16 Inspection of the Burean of Human Resources (Phase 1) 5/07
13 The Bureau of Human Resources, in coordination with
the Foreign Service Institute, should establish an Executive
Advisory Board to provide oversight of the Career Entry
Program and include representatives from the Office of
Civil Service Personnel Management (HR/CSP); Office of
Recruitment, Examination and Employment (HR/REE);
Foreign Service Institute (FSI); and an individual from out-
side the Department. (Action: HR, in coordination with FSI)
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Report Rec. Report Title First
Number No. Recommendation Summary Reported
33 The Bureau of Human Resources should, in coordination
with the Bureau of Resource Management, establish a global

savings mechanism to supplement the locally employed
staff’s retirement plan. (Action: HR, in coordination with

RM)

ISP-1-07-21 Inspection of the Burean of Administration, Office of Logistics 5/07
Operations and Olffice of Program Management and Policy

10 OIG recommended the Bureau of Resource Management,
in coordination with the Bureau of Administration, establish
procedures in the Foreign Affairs Manual to require that
all bureau and office heads, and chiefs of mission assure in
their management controls certifications that an inventory
was conducted and reconciled with property records and
that the results were submitted.

13 OIG recommended the Bureau of Administration revise
regulations to eliminate the criteria allowing the authoriza-
tion of adjustments when shortages total less than 1 percent
of the stated inventory value and, when a shortage exists,
instead require all domestic and overseas entities to submit
cither the applicable Property Survey Report or Property
Disposal Authorization and Survey Report with the inven-
tory certification.

22 OIG recommended the Bureau of Resource Management,
in coordination with the Bureau of Administration, estab-
lish and implement a system to pay the U.S. Postal Service
and bill and collect reimbursement from other agencies for
postal service provided to posts being converted to Depart-
ment-managed postal operations.

27 OIG recommended the Bureau of Human Resources, in
coordination with the Bureau of Administration, establish
a logistics management function skill code and a logistics
certification program for logistics professionals worldwide.
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Revised Management Decisions

None to report.

Significant Management Success in Resolving and
Implementing Recommendations

Actions Taken to Improve Fire and Life Safety
at Overseas Posts

In the 2008 inspection of the Bureau of Overseas Buildings Operations (OBO),
OIG recommended that the frequency of fire and life safety inspections at all over-
seas missions be increased to an annual basis as mandated by statute. As a result,
OBO increased staff levels to permit site visits every 2 years. To comply with the
annual requirement, OBO will require posts to conduct an inspection during the
“off years,” and provide OBO with a certification that the inspection was completed
and a summary of the results. OBO will assist posts with this new requirement by
expanding training for post personnel in fire prevention principles and extinguisher
maintenance. OBO transmitted a telegram to all diplomatic missions notifying them
of this major change, and is in the process of updating the Foreign Affairs Manual.

Summary of Audit Reports Without Management
Decision for More Than Six Months

Report Number: AUD/CG-05-26

Subject: Review of Selected Grants Awarded to Institute for the Study &
Development of Legal Systems

Date Issued: October 18, 2005

Reason for not being resolved: In an August 25, 2000, e-mail to OIG, the Bureau
of Educational and Cultural Affairs (ECA) stated that it lacked a sufficient number
of grants officers to address the report’s recommendations and would not be able
to address them until October 2006. As of March 2009, ECA had not responded

to OIG’s January 24, March 4, and June 10, 2008, requests for a response to the

recommendations.

Projected date of resolution: September 2009
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Report Number: AUD/CG-06-02

Subject: Application of Agreed-Upon Procedures to George Mason University
Awards

Date Issued: February 24, 2006

Reason for not being resolved: In an August 25, 20006, e-mail to OIG, ECA
stated that it lacked a sufficient number of grants officers to address the report’s
recommendations and would not be able to address them until October 2006. As of
March 2009, ECA has not responded to OIG’s January 24, March 4, and June 10,
2008, requests for a response to the recommendations.

Projected date of resolution: September 2009

Report Number: AUD/FM-06-39

Subject: Internal Controls Related to Travel Advances

Date Issued: September 29, 2006

Reason for not being resolved: As of March 2009, the Bureau of Resource
Management (RM) had not responded to the report’s recommendations when the
report was issued or to OIG’s most recent request for a response, sent on June 16,
2008.

Projected date of resolution: September 2009

Report Number: AUD/FM-07-28

Subject: Internal Procurement Practices at Embassy Berlin

Date Issued: July 12, 2007

Reason for not being resolved: Embassy Berlin responded to OIG’s
recommendations in a January 2008 cable. OIG analyzed the response and
determined the actions taken by the Embassy will satisty the intent of all but one
of the recommendations. Embassy Berlin did not address the substance of the
recommendation pertaining to the development and implementation of a plan to
review its procurement processes.

Projected date of resolution: September 2009.

Report Number: AUD/IQO-07-20

Subject: Review of DynCorp International, L.I..C, Contract Number S-LMAQM-
04-C-0030, Task Order 0338, for the Iraqi Police Training Program Support

Date Issued: January 30, 2007

Reason for not being resolved: The Bureau of Administration disagreed

with OIG on the recommendation (No. 6) pertaining to the establishment and
enforcement of tenure limitations for contracting personnel. OIG is reviewing the
Bureau’s justification for not implementing this recommendation.

Projected date of resolution: September 2009.
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Report Number: AUD/CG-08-02

Subject: Independent Accountants’ Report on the Application of Agreed-Upon
Procedures on Costs Claimed by Young Men’s Christian Association of Greater New
York Under Department of State Grants

Date Issued: December 19, 2007

Reason for not being resolved: As of March 2009, ECA had not responded

to OIG’s March 4 or June 10, 2008, requests for a response to the report’s
recommendations.

Projected date of resolution: September 2009

Report Number: AUD/CG-08-10

Subject: Independent Accountants’ Report on the Application of Agreed-

Upon Procedures on Indirect Cost Rates Proposed by NAFSA: Association of
International Educators

Date Issued: January 31, 2008

Reason for not being resolved: As of March 2009, the Bureau of Administration,
Office of Logistics Management, Office of Acquisitions Management, International
Programs Division, had not responded to the report’s recommendation.

Projected date of resolution: September 2009

Report Number: AUD/CG-08-11

Subject: Independent Accountants’ Report on the Application of Agreed-Upon
Procedures on Indirect Cost Rates Proposed by Sister Cities International, Inc.
Date Issued: January 17, 2008

Reason for not being resolved: As of March 2009, the Bureau of Administration,
Office of Logistics Management, Office of Acquisitions Management, International
Programs Division, had not responded to the report’s recommendation. This
recommendation remains unresolved.

Projected date of resolution: September 2009.

Report Number: AUD/CG-08-28

Subject: Independent Accountants’ Report on the Application of Agreed-Upon
Procedures on Final Buyout Claim by Enviro-Management & Research, Inc., Under
Contract No. S-FBOAD-98-DOO10

Date Issued: May 15, 2008

Reason for not being resolved: As of March 2009, the Bureau of Administration,
Office of Logistics Management, Office of Acquisitions Management, had

not responded to the report’s recommendation. This recommendation remains
unresolved.

Projected date of resolution: September 2009
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APPENDIX 5: AubpITs PERFORMED BY CONTRACTORS

AUD/CG-09-06 Independent Accountants’ Report on the Application of
Agreed-Upon Procedures on Indirect Cost Rates Proposed
by the American Council of Learned Societies
L.E Harris & Associates, CPA, PA.

Indirect Cost Rate Review

AUD/CG-09-05 Independent Accountants’ Report on the Application of
Agreed-Upon Procedures on Indirect Cost Rates Proposed
by the Open Society Institute
L.E Harris & Associates, CPA, PA.

Indirect Cost Rate Review

AUD/CG-09-14 Independent Accountants’ Report on the Application of
Agreed-Upon Procedures on Direct and Indirect
Costs Proposed, Financial Capability, and the Accounting
System Used by Youth for Understanding, Inc.
Leonard G. Birnbaum and Company, LLP
Financial Capability Review

AUD/FM-09-01 Independent Auditor’s Report on the Department of State’s
Special-Purpose Financial Statements
Leonard G. Birnbaum and Company, LLP
Financial Audit

AUD/FM-09-02 Independent Auditor’s Report on the U.S. Department of
State’s 2008 and 2007 Financial Statements
Leonard G. Birnbaum and Company, LLP
Financial Audit

AUD/FM-09-02A  Independent Auditot’s Report on the U.S. Department of
State’s 2008 and 2007 Financial Statements
Leonard G. Birnbaum and Company, LLP
Financial Audit
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Independent Auditor’s Report on the
Broadcasting Board of Governors’ 2008 and
2007 Financial Statements (AUD/FM-09-03)

OIG’s independent external auditor issued an unqualified opinion on BBG’s annual
financial statements as of September 30, 2008 and 2007, and for the years then end-
ed. Although an unqualified opinion was issued, the report brought to management’s
attention two significant deficiencies related to internal controls over the financial
and accounting system and accounts payable.

Management Letter Related to the Audit of the
Broadcasting Board of Governors 2008 and 2007
Financial Statements (AUD/IB-09-12)

During the audit of BBG’ 2008 and 2007 financial statements, the independent ex-
ternal auditor identified internal control weaknesses or instances of noncompliance
with selected provisions of applicable laws and regulations relating to property, plant,
and equipment; undelivered orders; government purchase cards; grants management;
information security; payroll; and non-personnel expenses. The external auditor rec-
ommended that BBG take appropriate action to address these weaknesses.

Review of the Information Security Program at the
Broadcasting Board of Governors (AUD/IT-08-37)

In response to the Federal Information Security Management Act of 2002 (FISMA),
OIG performed an independent evaluation of the information security program at
BBG. OIG reviewed BBG’s progress in addressing information management and
information security program requirements per FISMA and other statutory require-
ments, including Office of Management and Budget (OMB) guidance. OIG assessed
performance in areas such as inventory, plan of action and milestones (POA&M),
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certification and accreditation (C&A), security planning, contingency planning, risk
management, incident response, security awareness and training, configuration man-
agement, and privacy requirements.

OIG could not perform an assessment of the adequacy of BBG’s oversight and
evaluation for 13 of its 14 identified systems because BBG had not conducted all as-
pects of a formal security program during FY 2008 and therefore could not provide
the supporting documentation that would have been available for this FISMA review.
As a result, BBG’s overall assessment is poor, with improvements needed in several
areas. OIG noted instances where improvements had been made since the FY 2007
review, and it made several recommendations for additional improvements needed
for BBG’s information security program. These recommendations related to invento-
ry, POA&Ms, C&A, incident response, configuration management controls, systems
security plan, and the handling and reporting of security incidents.
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INSPECTIONS

Inspection of Voice of America’s Persian
News Network (ISP-1B-09-27)

OIG found the Persian News Network (PNN) was performing a vital function. It
was the only platform from which the US. Government could reach an Iranian audi-
ence with unbiased news and information about U.S. foreign policy and American
life. The broadcasting mission of Radio Free Europe/Radio Liberty’s Radio Farda is
to provide information on news and events within Iran.

Voice of America (VOA) successfully built PNN (formerly Persian Service) into its
first full-fledged network in an extraordinarily short period of time. Given the U.S.
strategic interest in communicating with Iranians, PNN represented a major achieve-
ment in setting up a network that reached approximately 29 percent of Iranians. The
increasing importance of the Internet in Iranian society provided VOA with a plat-
form that had the potential to dramatically increase its audience. A strategic plan to
exploit that potential, in a manner that complements Radio Farda’s Internet efforts,
was essential as PNN moved forward.

The explosive growth of PNN television came, in part, at the expense of radio.
VOA radio broadcasts to Iran may have reached a point of marginal return on
investment given the round-the-clock broadcasts of Radio Farda, the likelihood of
PNN increasing its focus on the Internet as a platform to connect with audiences
inside Iran, and overall resource restraints. Continuation of PNN radio was an ap-
propriate issue for the BBG language service review process.

Rapid growth brought a number of problems along with it, including questions of
program mix and quality and a lingering atmosphere of discontent among employ-
ees. Ameliorating them would be a necessary step in the consolidation of VOA’s
gains in an important broadcasting arena. There was widespread perception among
employees that the PNN hiring practices and other personnel actions were not trans-
parent and may have favored certain groups.
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An experienced and active regional marketing director led the International Broad-
casting Bureau regional marketing office in Accra. Additional resources were needed
in order to provide marketing support for its affiliates and clients in West Africa.

Many of VOA’s affiliates in Africa are far away from modern communications. A tru-
ly comprehensive program of checks including small affiliate stations would not be
cost-effective in light of the modest amounts the Office of Marketing and Program
Placement pays most African affiliates. The marketing office’s payment of affiliates
and vendors was sometimes slow.

BEST PRACTICE
Inspection of Voice of America’s Persian News Network
Best Practice: PNN Insider Enhances Communications and Transparency

Issue: Voice of America’s Persian News Network (PNN) employs more than
200 people in one capacity or another. It was hard for the workers to keep up
with the main television programming created by their colleagues. In addition,
because the programs are in the Persian language, non-Persian speakers did
not know what was happening on PNN. There was no way to inform interest-
ed parties in BBG, Congress, the Department, and other agencies of PNN'’s
main stories. Finally, PNN had no efficient database that could serve as a
quick, historical reminder of PNN’s coverage on a weekly basis.

Response: About a year and a half ago, PNN began an internal weekly
newsletter called PNN Insider about major PNN programs. It was initially be-
gun to serve as a historical reference and was distributed at first in hardcopy.
As PNN increased its television hours in the last 2 years, it went to an elec-
tronic format and distribution. Every PNN program has a designated repre-
sentative who sends weekly highlights to the Insider editor. The newsletter is
e-mailed to all PNN employees. It is also sent to various people in Congress,
BBG, the Department, and to others who request it.

Result: PNN employees now find it easier to keep up with PNN'’s output.
Non-Persian speakers have a chance to read summaries of major coverage
in English. The summaries provide transparency into PNN’s work. Now, says
a PNN manager, answers to queries can be found “at the drop of a hat.”
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INVESTIGATIONS

OIG conducted an investigation of a BBG employee who received Metrocheck
benefits even though she was driving in to work nearly every day. A surveillance
conducted on the employee was able to demonstrate that the employee was not using
her Metrochecks for commuting expenses. On November 20, 2008, the employee
was interviewed by OIG and admitted to her activities and immediately repaid BBG
$3,780 for the cost of the Metrochecks. The case was declined for criminal prosecu-
tion by the Department of Justice, and an administrative referral for consideration
of disciplinary action against the employee is currently pending, (07-031)
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APPENDIX 1: DEPARTMENT OF STATE INVESTIGATIVE ACTIVITIES

Preliminary Inquiries

Opened 0

Closed 0
Investigations

Opened 0

Closed 0

Pending (3/31/09) 0

Criminal Actions

Referrals for Prosecution 1
Indictments/Informations 0
Convictions 0
Sentencings (Months Imprisonment) 0
Sentencings (Months Probation) 0
Declinations 1
Civil Actions
Civil Referrals 0
Civil Judgments 0
Administrative Referrals
Referrals for Personnel Action 1
Suitability Referrals to DS
Administrative Actions
Removals 0
Suspensions 0
Reprimand/Admonishments 0
Debarment Actions 0
Monetary Recoveries
Criminal Fines/Recoveries $0
Civil Recoveries $0
Administrative Recoveries $3,780
Total Investigative Recoveries $3,780
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APPENDIX 2: REPORTS ISSUED

Report Number Report Title

AUD/FM-09-03 Independent Auditor’s Report on the Broadcasting Board of
Governor’s 2008 and 2007 Financial Statements

AUD/IB-09-12 Management Letter Related to the Audit of the Broadcasting
Board of Governors 2008 and 2007 Financial Statements

AUD/IT-08-37 Review of the Information Security Program at the
Broadcasting Board of Governors

ISP-IB-09-27 Inspection of Voice of America’s Persian News Network

ISP-1B-09-45 Inspection of International Broadcasting Bureau Regional

Marketing Office, Embassy Accra, Ghana
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APPENDIX 3: SaviNgs AND More EFrecTiVE Use OF RESOURCES

Table 1
INSPECTOR GENERAL ISSUED AUDIT REPORTS
WITH QUESTIONED COSTS

Type of Report Number of Questioned Unsupported
Reports Costs Costs

(Dollars in (Dollars in

Thousands) Thousands)

A.  For which no management
decision has been made by
the commencement of the 0 $0 $0

reporting period

B.  Which were issued during the

reporting period 0 $0 $0
Subtotals (A + B) 0 $0 $0
C.  For which a management
decision was made during the
. . 0 $0 $0
reporting period
(i) dollar value of disallowed
costs %0
(ii) dollar value of costs not
disallowed $0
D.  For which no management
decision has been made by
the end of the reporting 0 $0 $0
period
Reports for which no man-
agement decision was made
0 $0 $0

within six months of issuance
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Table 2
INSPECTOR GENERAL ISSUED AUDIT REPORTS
WITH RECOMMENDATIONS THAT FUNDS
BE PUT TO BETTER USE

Type of Report Number of Dollar Value
Reports (in
Thousands)

For which no management decision has
been made by the commencement of the 0 $0

reporting period

Which were issued during the reporting

period 0 30
Subtotals (A + B) 0 50
For which a management decision was

made during the reporting period 0 $0
(i) dollar value of recommendations that

wete agreed to by management 0 $0
*based on proposed management action

*based on proposed legislative action

(i) dollar value of recommendations that

were not agreed to by management 0 50
For which no management decision has

been made by the end of the reporting 0 $0
period

Reports for which no management decision

was made within six months of issuance 0 %0
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APPENDIX 4: AubITS PERFORMED BY CONTRACTORS

AUD/FM-09-03 Independent Auditor’s Report on the Broadcasting Board of
Governors’ 2008 and 2007 Financial Statements
Leonard G. Birnbaum and Company, LLP
Financial Audit

AUD/IB-09-12 Management Letter Related to the Audit of the Broadcasting
Board of Governors 2008 and 2007 Financial Statements
Leonard G. Birnbaum and Company, LLP
Financial Audit
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ABBREVIATIONS

A/LM/AQM Bureau of Administration, Office of Logistics
Management, Office of Acquisition Management

ARRA American Recovery and Restabilization Act

BBG Broadcasting Board of Governors

C&A Certification and accreditation

CFR Compliance follow-up review

COFA Compact of Free Association

DCM Deputy chief of mission

Department US. Department of State

DS Bureau of Diplomatic Security

ECA Bureau of Educational and Cultural Affairs

FAR Federal Acquisition Regulation

FISMA Federal Information Security Management Act

FSBA Foreign Service Buildings Act

FSI Foreign Service Institute

GRP Global Repositioning Program

GSA General Services Administration

HR Bureau of Human Resources

HR/CSP Office of Civil Service Personnel Management,
HR

HR/REE Office of Recruitment, Examination and
Employment, HR

ICASS International Cooperative Administrative Support
Services

IBB International Broadcasting Bureau

INL Bureau of International Narcotics and Law
Enforcement Affairs
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10C
IRM
ITF

LE
MERO
NEC
NSDD-38
OBO
ONDCP
OIG
OMB
PIERS
PM/WRA

PNN
POA&M
PSA
PSC
RATB
RM

SAR
TSA
UDO
USAID
USIBWC

VOA

International oil company
Bureau of Information Resource Management

International Trust Fund for Demining and Mine
Victims Assistance

Locally employed

Middle East Regional Office

New embassy compound

National Security Decision Direction-38

Bureau of Overseas Buildings Operations

Office of National Drug Control Policy

Office of Inspector General

Office of Management and Budget

Passport Information Electronic Records System

Bureau of Political-Military Affairs, Office of
Weapons Removal and Abatement

Persian News Network

Plan of action and milestones

Production sharing agreement

Ppersonal service contractor

Recovery Accountability and Transparency Board
Bureau of Resource Management

Semiannual Report to the Congress

Technical service agreement

Undelivered orders

US. Agency for International Development

International Boundary and Water Commission,
United States and Mexico, U.S. Section

Voice of America
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REQUIREMENT

Section 4(a)(2)
Section 5(a)(1)
Section 5(a)(2)
Section 5(a)(3)
Section 5(a)(4)
Section 5(a)(5)
Section 5(a)(6)
Section 5(a)(7)
Section 5(a)(8)
Section 5(a)(9)
Section 5(a)(10)
Section 5(a)(11)

Section 5(a)(12)

INDEX OF REPORTING REQUIREMENTS

INsPECTOR GENERAL AcCT oF 1978, AS AMENDED

SUBJECT

Review of legislation and regulations

Summary of Significant problems, abuses, and deficiencies
Significant recommendations for corrective action
Prior significant recommendations unimplemented
Matters referred to prosecutive authorities
Information or assistance refused

List of reports issued

Summaries of significant reports

Audit reports—questioned costs

Audit reports—funds to be put to better use

Prior audit reports unresolved

Significant revised management decisions

Significant management decisions with which
OIG disagreed

Pace NUMBERS

10-11
3.8

72-74

61-71

49-52, 83
none

55-57, 87
15-45,79-83
59, 89

60, 90
72-74

none

none



FRAUD, WASTE, ABUSE, OR MISMANAGEMENT
of Federal programs and resources
hurts everyone.

Call the Office of Inspector General
HOTLINE
202-647-3320
or 1-800-409-9926
or e-mail oighotline@state.gov
to report illegal or wasteful activities.

You may also write to
Office of Inspector General
U.S. Department of State
Post Office Box 9778
Arlington, VA 22219

Please visit our website at oig.state.gov
Cables to the Inspector General

should be slugged “OIG Channel”
to ensure confidentiality.





