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. S/CT staff members generally do not have the Federal, state, and local contacts on a
law enforcement-to-law enforcement basis to arrange and adequately supervise
professional expertise borrowed from other law enforcement organizations for
effective evaluations;

= The Program Review function is already accomplished using primarily interagency
expert teams to ensure the professional qualifications of the assessors and an overall
lack of bias in the process;

© Most importantly, objectivity in the evaluations is maintained through the new
Performance Measures of Effectiveness program that is transitioning ATA's program
evaluation reporting from a subjective to an: objective system and has won
commendation from OMB.

It should be noted that several years ago, S/CT regional officers were invited to
participate in the field evaluations of the program, but soon withdrew from participation
due to the lack of necessary and appropriate roles in that phase of the process. DS
requests that this issue be subsumed in the larger issue addressed in Recommendation 1
above.

(U) Recommendation 3: The Bureau of Diplomatic Security, Office of Antiterrorism
Assistance should ensure that the 14 direct-hire positions that were vacant as of July 2004
are staffed with qualified personnel as expeditiously as possible.

(U) DS Response: DS concurs with this recommendation. As of August 23, eight of the
14 positions cited had either been filled, a selection made, or were in various stages of
announcement and selection. The remaining six are awaiting action on drafting position
descriptions and resolving apportionment of Bureau-wide personnel shortages.

(U) Recommendation 4: The Bureau of Diplomatic Security, Office of Antiterrorism
Assistance (DS/ATA) should obtain advice and assistance from the Bureau of Human
Resources on the direct-hire and contractor staffing levels needed to address DS/ATA’s
anticipated long-term work demands, the appropriate number and mix of Foreign and
Civil Service employees required to accomplish DS/ATA’s mission, the appropriate
placement of contract personnel within DS/ATA’s organization, and the relative level of
expertise required for particular contractor positions.
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(U) DS Response: DS concurs with the intent of this recommendation. We request the
action be assigned to HR. After 30 months of attempting to resolve this issue, DS
believes that final resolution will be possible only if HR engages with the Office of
Personnel Management (OPM) to determine alternatives available to DS in dealing with
OPM policies that restrict DS/T/ATA from taking into account the number and
operational responsibilities of its contractors in determining the number and grade levels
of the program’s direct hire, supervisory and management positions.

(SBU) Recommendation 5: The Bureau of Diplomatic Security, Office of Antiterrorism
Assistance (DS/ATA) should confirm complete accountability for the total number of
weapons and related material that have been acquired for, shipped to, and received and
acceptled by in-country training programs in Afghanistan, Colombia, Indonesia and
Pakistan. (Action: DS/ATA)

(SBU) DS Response: This recommendation has been fully implemented. As of August
24, 2004, the ATA weapons inventory was completed. DS/T/ATA knows of no lethal
firearms that are unaccounted for.

Three non-lethal Simunition Training Pistols (two in Colombia and one in Pakistan) have
been reported missing from the inventory. The Colombia training pistols (serial numbers
14463 and 14467) were identified as missing on or about March 7, 2004, and were
reported as missing on May 7. The Colombia investigation is ongoing. The Pakistan
training pistol (serial number 14607) was reported missing on or about July 12, 2004, to
the Program Manager. He investigated the loss and submitted his final investigative
report on August 24. The report has not been fully reviewed.

In addition, DS recommends that OIG delete the phrase “and related material” from the
recommendation, because it is unclear to what it specifically refers. The finding refers
only to the issue of weapons.

(U) Recommendation 6: The Executive Director of the Bureau of Diplomatic Security
(DS) should ensure that a principal custodial property officer in DS* Office of
Antiterrorism Assistance (DS/ATA) is designated to be accountable to DS’ accountable
property officer for controlling DS/ATA’s weapon items. (Action: DS/EX)
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(U) DS Response: DS concurs with this recommendation. A Custodial Officer in DS’
Office of Antiterrorism Assistance is designated to account for Administrative property
that does not include weapons. These duties will, however, be expanded to include
weapons inventory oversight, under the direction of DS’ Defensive Equipment and
Armored Vehicles (DEAV) Division, which is accountable for all DS weapons.

(U) Recommendation 7: The principal custodial property officer in the Bureau of
Diplomatic Security, Office of Antiterrorism Assistance (DS/ATA) should establish
DS/ATA procedures to implement the Department’s property management requirements.
(Action: DS/ATA)

(U) DS Response: DS concurs with this recommendation and will expand the duties of
DS/T/ATA’s assigned principal custodial officer in accordance with the intent of
Recommendations 6 and 7.

(U) Recommendation 8: The Bureau of Diplomatic Security, Office of Antiterrorism
Assistance (DS/ATA) should request that the Bureau of Administration’s Office of
Acquisitions Management immediately amend the Department’s contracts with
Diplomatic Freight Services, Incorporated, and Diplomatic Freight Services Logistics,
Limited Liability Corporation, prohibiting these contractors from receiving and accepting
property for the U.S. government and performing any functions that are inherently
governmental.

(U) DS Response: DS concurs with this recommendation. We are looking at alternative
methods of accomplishing this requirement such as replacing contractors with Personal
Services Contractors, and having contractors initial for receipt of shipments but a direct-
hire employee will have the final signature for verification.
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Clearances: DS/DSS:JDMorton, ok 11/4/04
DS/EX:PPopovich, ok 11/3/04
DS/DSS/T:WArmor, ok 11/2/04
DS/T/ATA:JRendeiro, ok 9/29/04
DS/T/ATA;GLambert, ok 9/29/04
DS/PSP/DEAV:SBernstein, ok 11/2/04
DS/EX/MGT:JEBurke, ok 11/3/04
DS/MGT/PPD:BWFerry, Acting, ok 11/2/04
DS/MGT/HRM.:JHill, ok 11/2/04
DS/MGT/LS:PHasiak, Acting, ok 10/29/04
DS/MGT/CAP:GGreen, Acting, ok 10/29/04
S/CT:CBlack, ok 10/8/04
S/CT:KWycof, ok 10/8/04

Drafted by: DS/T/ATA:JChristopher
Ext. 3-4038, 9/29/04
Revised 11/2/04
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