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(U) Recommendation 1: The Office of the Coordinator for Counterterrorism (SICf)
and the Bureau of Diplomatic Security. Officc of Antiterrorism Assistance (DSIATA)
should reassess their respective responsibilities for managing the ATA Program, giving
careful consideration to budget constraints, S/CT's counterterrorism responsibilities
beyond the ATA Program, and other faetors to which Stcr and OS have adapted. They
should then update the ATA Program"s 1991 management agreement. (Action: S/CT
and DS/ATA)

(U) OS Response: DS concurs with this recommendation. After dramatic growth to the
ATA program, DS and S/CT should reassess their respective responsibilities and, if
necessary, update the 1991 management directive. QIG advised that SteT regional
officers had exprcssed a desire for "stronger involvement" in the ATA program. To that
end, DsrrlATA has developed a preliminary model for a proposed new relationship as a
basis for beginning this discussion. The proposed model includes detailed S'CT review
of the Needs AssessmentfProgram Review reports and subsequent participation in the
presentation to recipient governments oflhe resulting original and updated Country
Assistance Plans. This model provides opponunities for direct involvement by the StCT
regional officers at the point in the process where they would be best able to politically
leverage DSrrlATA program training and equipment delivcrables for USG policy
objectives.

(U) Recommendation 1: DS. in coordination with StCT. should transfer the program
evaluation function from DS/ATA to S/CT to ensure that evaluations produced provide
objective program analyses, (Action: OS in coordination with S/CT)

(U) OS Response: OS disagrees with the recommendation to transfer the program
evaluation function from DSrrlATA to S'CT, The 1991 D-Ievel directive calJs for an
ATA-S/CTJoint elTon in measuring program effectiveness. OS believes that concept is
still the most appropriate, OS and StCT should not make the mistake of transferring the
function in its entirety from ATA to S/CT, but rather fix: lhe perceived problem by
establishing a procedure for morejoim evaluation.

Additionally, there are other compelling reasons why the evaluation function should
remain with ATA:

• S/CT staff members do 1l0tllormalJ)' possess a law enforcement back~'Tound
essential for technical evaluation ofpoJice programs;
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• S/CT staff members generally do not have the FederaL state, and local contacts on a
law enforcement-to-law enforcement basis to arrange and adequately supervise
professional expertise borrowed from other law enforcement organizations for
effective evaluations;

• The PrObTfam Review function is already accomplished using primarily interagency
expert teams to ensure the professional qualifications of the assessors and an overall
lack of bias in the process;

• Most importantly, objectivity in the evaluations is maintained through the new
Performance Measures of Effectiveness program that is transitioning ATA's program
evaluation reporting from a subjective to al. objective system and has won
commendation from OMB.

It should be noted that several years ago, SICT regional officers were invited to
participate in the field evaluations of the program, but soon withdrew from participation
due to the lack of necessary and appropriate roles in that phase of the process. DS
requests that this issue be subsumed in the larger issue addressed in Recommendation
above.

(U) Recommendation 3: The Bureau of Diplomatic Security, Office of Antiterrorism
Assistance should ensure that the 14 direct-hire positions that were vacant as of July 2004
arc staffed with qualified personnel as expeditiously as possible.

(U) OS Response: OS concurs with this recommendation. As of August 23, eight of the
14 positions cited had either been filled, a selection made, or were in various stages of
announcement and selection. The remaining six are awaiting action on drafting position
descriptions and resolving apponionment of Bureau-wide personnel shonages.

(U) Recommendation 4: The Bureau of Diplomatic Security, Office of Antiterrorism
Assistance CDS/ATA) should obtain advice and assistance from the Bureau of Human
Resources on the direct-hire and contral;:tor staffing levels needed to address DS/ATA's
anticipated long-term work demands, the appropriale number and mix ofForeib'TI and
Civil Service employees required to accomplish DS/ATA's mission, the appropriate
placement of contract personnel within DS/ATA's organization, and the relative level of
expertise required for particular contractor positions.
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(lI) DS RcspollsC: DS concurs with the intent oflhis recommendation. We request the
action be assigned to HR. After 30 months of attempting to resolve this issue. DS
believes that final resolution will be possible only ifHR engages with the Office of
Personnel Management (OPM) to detern1ine alternatives available to DS in dealing with
OPM policies that restrict DSIT/AT A from taking into account the number and
operational responsibilities of its contractors in detemlining the number and grade levels
of the program's direct hire, supervisory and management positions.

(SUU) Rl'"commendaliol1 5: The Bureau of Diplomatic Security. Office of Antiterrorism
Assistance (DS/ATA) should eon finn complete accountability for the lotal number of
weapons and related material that have been acquired for. shipped to. and received and
accepted by in-country training programs in Afghanistan, Colombia, Indonesia and
Pakistan. (Action: DS/ATA)

(SBU) DS Re"ponse: This recommendation has been fully implemented. As of August
24. 2004, the ATA weapons invenlory was completed. DSIT/ATA knows of no lelhal
firearms that are unaccounted for.

Three non-lethal Simunition Training Pislols (two in Colombia and one in Pakistan) have
been reported, missing from the inventory. The Colombia training pistols (serial numbers
14463 and 14467) were identified as missing on or about March 7, 2004, and were
reponed as missing on May 7. The Colombia investigation is ongoing. The Pakistan
training pistol (serial number 14607) was reported missing on or about July 12, 2004, 10
the Program Manager. He investigated the loss and submitted his final investigative
repon on August 24. The report has not becn fully reviewed.

in add ilion, OS r=ommends that OIG delete the phrase "and related material" from the
recommendation, because il is unclear 10 what it specifically refers. The finding refers
only to the issue of weapons.

(V) Recommc"'darion 6: The Executive Director oflhe Bureau of Diplomatic Security
(OS) should ensure that a principal custodial property officer in OS' Office of
Antiterrorism Assistance (DS/AT A) is designated to be accountable to OS' accountable
property officer for controlling DS/ATA 's weapon items. (Action: OS/EX)
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(U)(U) DSDS R('~ponse:R('~ponse: OSOS concursconcurs .........jth.jth thisthis recommendation.recommendation. AA CustodialCustodial OfficerOfficer inin OS'OS'
OfficeOffice ofof AntiterrorismAntiterrorism AssistanceAssistance isis designateddesignated toto accountaccount forfor AdministrativeAdministrative propcrtypropcrty
thatthat doesdoes notnot includeinclude weapons.weapons. TheseThese dutiesduties will,will, however,however, bebe expandedexpanded toto includeinclude
weaponsweapons inventoryinventory oversight,oversight, underunder thethe directiondirection ofof OS'OS' DefensiveDefensive EquipmentEquipment andand
ArmoredArmored VehiclesVehicles (DEA(DEAV)V) Division,Division, whichwhich isis accountableaccountable forfor allall OSOS weapons.weapons.

(U)(U) RccommcndationRccommcndation 7:7: TheThe principalprincipal custodialcustodial propertyproperty officerofficer inin thethe BureauBureau ofof
DiplomaticDiplomatic Security,Security, OfficeOffice ofof AntiterrorismAntiterrorism AssistanceAssistance (DS/ATA)(DS/ATA) shouldshould establishestablish
DS/ATADS/ATA proceduresprocedures toto implcmentimplcment thethe Or-partmcnt'sOr-partmcnt's propertyproperty managementmanagement requirements.requirements.
(Action:(Action: OS/ATA)OS/ATA)

(U)(U) DSDS Response:Response: OSOS concursconcurs withwith thisthis recommendationrecommendation andand willwill expandexpand thethe dutiesduties ofof
DsrrIATA'sDsrrIATA's assignedassigned principalprincipal custodialcustodial officerofficer inin accordanceaccordance withwith thethe intentintent ofof
RecommendationsRecommendations 66 andand 7.7.

(U)(U) RtC"ommC"ndationRtC"ommC"ndation 8:8: TheThe BureauBureau ofof DiplomaticDiplomatic Security,Security, OfficeOffice ofof AntiterrorismAntiterrorism
AssistanceAssistance (DSIATA)(DSIATA) shouldshould requestrequest thatthat thethe BureauBureau ofof Administration"sAdministration"s OfficeOffice ofof
AcquisitionsAcquisitions ManagementManagement immediatelyimmediately amendamend thethe Department'sDepartment's contractscontracts withwith
DiplomaticDiplomatic FTeightFTeight Services,Services, Incorporated,Incorporated, andand DiplomaticDiplomatic FreightFreight SCT\.jcesSCT\.jces Logistics,Logistics,
LimitedLimited LiabilityLiability Corporation,Corporation, prohibitingprohibiting thesethese contractorscontractors fromfrom receivingreceiving andand accepungaccepung
propertyproperty forfor thethe U.S.U.S. governmentgovernment andand perfonningperfonning anyany functionsfunctions thatthat areare inherentlyinherently
governmental.governmental.

(U)(U) DSDS Rro;;ponse:Rro;;ponse: OSOS concursconcurs withwith thisthis recommendation.recommendation. WeWe areare lookinglooking atat alternativealternative
methodsmethods ofof accomplishingaccomplishing thisthis requirementrequirement suchsuch asas replacingreplacing contractorscontractors withwith PersonalPersonal
ServicesServices Contractors,Contractors, andand havinghaving contractorscontractors initialinitial forfor receiptreceipt ofof shipmentsshipments butbut aa direct­direct­
hirehire employeeemployee willwill havehave thethe finalfinal signaturesignature forfor ,'erification.,'erification.
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Clearances: DSfDSS:JDMonon, ok 11 4'04
DSI'EX:PPopovich. ok 11:3104
DSlDSS'T:WArmor, ok 1112104
DSfT,AT A:JRendeiro. ok 9'29/04
DS" ATA;GLamben, ok 9/29/04
DSfPSP,'DEAV:SBemstein, ok 1112104
DSfEXlMGT:IEBurke. ok 1113/04
DSIMGTIPPD:BW'Ferry. Acting, ok 11(2/04
DSIMGTIHRM:JHiII. ok 1112104
DSIMGTIL$:PHasiak, Acting, ok 10'29'04
OS MGT CAP:GG=, Acting, ok 10129'04
S/CT:CBlack. ok 108'04
S/CT:KWycof. ok 10,'8,'04

Drafted by: DSfT/ATA:JChrislopher
Ext. 3-4038, 9,'29/04
Revised 11/2104
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